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YTHULUAJ BE3BE/JTHOCHUX U3A30BA Y YIIOTPEBU
UHTEPHETA U MOBUJIHUX AIIVIMKAIIUJA HA
KPEUPAIBE BE3SBEJJHOCHE KYJITYPE

Casncemax: Hapactyhin Opoj mpeTU M M3a30Ba U3 cajOep mMpocTopa, ycien
cBe Behe ynorpebe MHTepHEeTa 1 MOOMITHUX allyTUKalMja Kao HAKaJa paHuje, 3aXeBa
cripoBoheme 6e30eIHOCHIX MOJIMTHKA KOje UMajy 3a IHJb J1a 09yBajy HHPOpPMAaIHO-
HO-KOMYHHKAaIlMOHa cpezcTBa npenyseha. besdeqnoct ce ocTBapyje kpo3 jenaH neo
Mepa Koje Cy TEXHHUYKO-TEXHOJIOIIKE MPUPOAE, a IPYyTU AE0 je Be3aH 3a JIeI0Bame
Jpyau y opranm3zanyju. [lo3Harto je na jbyau 4nHE Hajcabujy Kapuky, a 6e30emHoc-
Ha KyJTypa WMa 3a IIJb Ja JIelyje Ha JbylIe Tako Ja ycBoje onpeheHa moHamama,
u3rpajie HaBHKe W YCIOCTaBe KOMYHHKAallMje Ha HaYyWH J]a MOTY Jia OJIrOBOpE Ha
npeTme U3 cajoep npocropa. MHpopmanmona 6e30e1HOCHa KyATypa ce YCIOCTaBba
¥ oJIpkaBa CIpoBOhemEM MmporpamMa Koju uMajy 3a Ik Ja JbyJe IpHIpeMe 3a ca-
nanime u oOynyhe nzasose u3 cajoep npocropa. JeaHor gaHa mMiaau Jbyau hie crynu-
TH y PaJHU OJTHOC, alld A0 AOK He Jofje 0 TOT TpeHyTKa POAUTEIbH Y CHHEPTHjH ca
IIKOJICKMM YCTaHOBaMa Tpeba Jja X ycMepe Tako Ja npuxsare oapeheHa nmonamama
u HOpMe. be30enHocHa KynTypa Ha Taj HAYMH OCUTYpaBa Jia ce€ O] HajpaHUjUX TaHa
0uyBa BUXOBa 0€30€HOCT, Ta je ¢’Tora Ha pa3IMYUTUM HUBOMMAa 00pa3oBama MoT-
peOHO pa3BuTH mporpame koju he To u omoryhurn.

Kuwyune peuu: nudopmarmona 0e30eTHOCHA KyNTypa, OKBUp Oe30eTHOCHE
KyJIType, Kpenpame 0e30eTHOCHEe KyNType, cajoep 6e30eqHoCcT, 0e30eTHOCT MiTaIuX

YBog

Wznazak cBercke riobaiiHe Mpeke MOBE3aHUX pauyHapa, VlHTepHeTa, U3 Kpy-
ra HaydHe M aKaJleMCKe 3ajefHHIle TIoBe3yje ce ca kpeupameM World Wide Web-a
(ommmrrenpuxBaheno Web) u mojaBoM NpBUX MpeTpakuBada, modeTkoMm 90-ux roau-
Ha mpouwtor Beka. O Tor BpeMeHa, Na 70 JaHalIkber JaHa Hajlmo3HaTHja riodanHa
MpeXa je J0KHMBENa OTPOMHY €KCIIaH3Ujy. MHOTH CepBHCH KOjH C€ MOTY KOPHCTHTH
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Kpo3 Mojen yciayre MHTepHeTa, Kao IITO Cy eNeKTPOHCKA MOINTa, NPETPaKHBAbE,
riename, Kpeupame U pa3MeHa pasiIHyuTor cajpikaja: JOKyMEHaTa, CIIMKa, BHIEO
CHMMaKa, W TA., 3aTHM IIOBE3WBaC ca MpHjaTesbMa U OAp)KaBamke KOHTAaKara y
(bopMu coumjaTHUX Mpeka, 4eTa U TJ. Cy NOCTaIN HEU30CTaBHH JI0 HAIllE PeaHOC-
TH. JemHa o1 BEeTOBUX HAjBAXKHH]JUX KapaKTEPHUCTHKA je CBEIMPHUCYTHOCT, KOja OMO-
ryhaBa moBe3mBame Ouio rae u Ouino kamga. KonTuHyamHo moboJspIname MpHCTyIia
HuTtepHeTy, a moceOHO myTeM OeKMYHHUX Mpeka, y3 TPEH] Olajiamka LieHe ceH30pa 1
aKTyaropa, ka0 M1 MHHHjaTypH3allHjy, a TIpU TOME U cBe Behe ycBajame mapaaurme
pauyHapcTBa y 00aky, TOBOAM JIO OTPOMHOT MOpacTa y MOBE3HBaly Pa3IUIHTHX
ypebaja Ha CBETCKY MpPEeXY, IIO3HAaTHjUX O]l HA3UBOM MHTEPHET ,,cTBapu’”. [loueTHa
ujeja KOMyHHKalHje Koja ce ocTBapuBalia m3Mel)y JbyIH, MPOIIMPEHa je Tako Ja
JBYIU MMajy WHTEPaKIHjy ca pasIuduTHM ,,cTBapuMa’, a ,,CTBaApH TaKohe MMajy
uHTepakuujy Mehycobno. GSMA ynpyxkeme Koje 3acTyna HHTepece MOOMIHHX
onepatepa npeasuha na he mo kpaja 2025. Ha Mpexu OUTH OKO 25 MWUIHjapaAd UH-
tepHeT ,,cTBapn”’ (Research and Markets 2020). 36or moTpebe 3a yBehanum orcerom
Ha r100aTHOM HUBOY CBE BUIIE ce yOp3aBa ycBajame Bep3uje 6 [P komyHHKannoHor
MPOTKOJIA, KOju je cpxk MHTepHeTa.

[Ipe cxopo yeTnpu JeneHuje MojaBUiH Cy ce MPBU MOOMIIHU TeledoHH ca Be-
OoMa OTrpaHHYEHUM (YHKIIHOHATHOCTAMA Kao MITO Cy ajapM, KaIKyJIaTop W KaJieH-
nmap u Ta. BpemeHoM je meHa MoOwinHuX ypehaja onanania, ma cy caMUM TUM OWIIH
NPUXBAT/FMBHjH 3a IIUPY MOMYyJNalHjy, IITO je OTBOPWIO MOTYAHOCT Ja ce noaajy
HOBe W mpomupe nocrojehe mUXoBe PyHKIMOHATHOCTH. Tajmammu Tpou3Bohaun
MoOmTHUX ypehaja cy ymorpeOy MHTepHETa peko BUACIN Kao 1o0ap HaYWH MPUB-
Jlaueka KJMjeHaTa U nmoHy i cy uMm WAP, koju je 3ampaBo mpencTaB/bao OCHPO-
mameny Bep3njy HTTP-a, nporokona koju je kibyuad 3a Web. Ycien nomer Kopu-
cHUYIKOT ucKycTBa WAP Hmje mmpoko mpuxBaheH, Tako a ce MacoBHA yroTpeba
CBETCKE MpeKe Ha MOOWJIHHMM ypehajuma mposioHrupana cBe A0 IMojaBe MaMEeTHUX
tenedona. [TametHu Tenedonu, kao MynTU(GUHKIMOHATHY ypehaju, JOTPUHETH Cy
CMamemhe TPXKUIITa MHOTOOpOjHUX ypehaja kao mro cy GPS, MP3 mnejepu, nukra-
¢donm, poroamapatu u TA. KOpUCHUIN Cy 01 BUXOBUX MTOYETaKa Y MAacCOBHO] YIIOT-
pebu nojaBom iPhone-a 2007. rogune, Buaenn MHOTOOpojHe OeHeduTe, Ma ce MHTe-
pakiyja ca maMeTHUM TeJeOoHUMa U eKpaHHMa Ha JOAUp BeoMma Op30 IMpUXBaTHIIA.
BpeMeHOM Kako ce TpyKHIITe MOOMITHUX aIuIMKaIllija yBehaBamo KOPHUCHUITH CYy CBE
BUIIIC KOPUCTHIIM alIMKAIIMj€ ¥ TO j& JOBEJO J0 TOTa Jia je JaHac )KHBOT 3a BehnHy
NoIyJialyje TOTOBO He3aMHCIMB 0e3 yrmorpebe OapeM Heke 0l MOOMIHHMX arjIhKa-
IIMja HAa JTHEBHOM HHBOY. [IpemMa HEKUM HCTpakMBamUMa TUITMYaH KOPUCHHK TMame-
THOT TenedoHa OKo 63 myTa THEBHO MPOBEPH CBOj TeiedoH, MpoceuaH KOPUCHUK Y
CAJl nma uncTanupano oko 100 amnmkanuja, 87% KOpPHCHUKA KOPUCTH IaMETHU
tesedoH Gapem 1 cat npe cnaBama, 10K 69% kopuctu O6apeM 5 MHUHYTa IIpe cliaBa-
Ba, OKO 7 MWUJIHjapad JbyAH IIHPOM CBETa KOPHUCTH MOOWIHE TeleoHe 0 Kpaja
2021. ropune, 0o kpaja 2022. 6poj npeyseTux amwukanuja he noctuhu 258 Munmona
no roquan (Mroczkowska 2021). OB HaBOIM TIOKA3Yjy /1a j€ KOJTUYWHA HHTEPAKITH-
j€ ocTBapeHa IyTeM IMaMEeTHHX Tele)oHa OTPOMHA U J1a je 32 BehnHy KOpHCHUKA TO
He3aMeHJbUB ypehaj. Behuna arunkanuja koja ce pa3Buja 3a MOOWIHU TeliehOH Y
CB0jOj Mo3anuHHu KopucTd WHTepHeT, Ja Ou pa3MemuBana MOAaTKE ca yAaJbeHUM
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cepBeprMa OWJIO J1a ce OHM Halasze y 00JaKy WM YHYTap came GpupMe, IITO MOKa3y-
je ma HMurepHer xao riardopma je rOTOBO HE3aMCHJBHMB JICO HHTEPKAIlMje Ipo-
CEYHHNX KOpHCHHKa. MpexxHu caobpahaj ce 1ogaTHO MHTEH3MBHpA U 110jaBOM pefa-
THBHO HOBHX XMOPHIHWX OOJNHKa aruidKandja, kao mro cy Hiop. Progressive Web
Apps, K0oje UMajy 3a b J1a TIOHYIe Haj00Jhe OJT HATUBHUX W MOOWITHUX Web armm-
karja (Vesi¢ 2016). OHe nmajy 3a b Ja Mo00JbIIajy WHTEPKAH]y ca KpajibuM
KopucHHIIUMA U noBehajy ynorpedy ypehaja.

Cajbep mpocTop je HeOe30eHO MEeCTO Ha KOjeM MOCTOje U KOHCTAHTHO Ce pa-
3BHjajy HOBH MOJEIUTETH YrpokaBama 0e30€HOCTH, jep HaYMH Ha KOjU (YHKIIHO-
HUIY KOMYHUKAIIHOHH MTPOTOKOIM M padyHapcKe Mpexe, a Tume U MHTepHeT najy
MOryhHOCT 3JI0HAMEPHHUM akTepuMma Ja MO3HAaBalheM MeEXaHHM3aMa CaMHUX Mpexa
HapyIle MOBEPJLUBOCT, MHTETPUTET U PACTIONOKUBOCT. MMajyhu y BUIy J1a TOMEHY-
Te TIPETHC HHUCY YCMEpeHe MCKJBYUMBO Ha HapyllaBame Oe30emHocTy wHbOpMa-
TUYKO-KOMYHUKAIIMOHEe WHPPACTPYKType M caMuxX WHQopmaiuja, Beh Mory Outn
OMacHe W IO JbYACKH KHUBOT, HajBehy Maxiby Tpeba MOCBETUTH HUXOBO] MPEBEHIM-
J¥ ¥ TO OJT HUBOA TIOjeIMHIIA M OpTraHu3aIyja 10 HuBoa came apxase (Bjelajac and
Vesi¢ 2020). Y ToMm cMuciy, ISPUHHAITY c€ MEPEe TEXHHUUKE M TEXHOJIOUIKE IPUPOJIE
Koje je moTpeOHO CIPOBECTH, a Koje cy Hajuenthe neo AeUHUCAHUX MOJUTHUKA Op-
raam3anyje. Mnak, Hajcnabujy KapuKy y TOM JIaHIy YMHE 3alOCIICHH, Tj. JHIA KOjH
CBOjUM TIOHAIIIAKkEM HE TIOMITY]y CBECHO WMJIM HE MporrcaHe 0e30eHOCHE TIOJIUTHUKE
u TuMe oMmoryhaBajy 37M0HaMEpHUM MOjeJMHLIUMA U OpraHu3anyjaMa J1a HCKOPUCTE
PamUBOCTH Pa3HUX MHOOPMATHYKHMX CHCTeMa. be30eaHOCHA KynTypa MMa 3a IHJb
a yMamu 0e30¢THOCHE TPETHE 3aloClIeHUX Y OpraHu3aluju 1Mo WH(OpMaImoHe
CHCTEMe caMe OpraHu3allyje U OHa ce CIPOBOIU NedUHHCameM Hu3a Mepa. [lome-
HYyTE ce cacToje y MoAu3amy CBECTH IyTeM TPEHHHIa M Pa3HUX BUAOBA EAyKalHje,
Kao W CIpoBolemy criennduane KOMyHHKAIAje ca TUMOM 3aIlOCICHUX KOjH Cy 3a-
IyxeHu 3a nHpopMatniky 6e36emHoct. [To3HaBameM MPEeTHH KOje MOTY HACTYITUTH
u3 cajoep nmpocropa Moryhe je uneHTH(OUKOBATH MOTEHIMjATHE IPETHE, JeQHUHUCA-
TH Mepe Koje O 3armociieHu Tpedao Ja MOITY]jy, PaIuTd Ha KUXOBOM Pa3BOjy U
THME 00e30euTH Toan3ame 0e30eHOCHE KyJNType Ha moTpedaH HUBO TaKO Na T
npeTke Oyay CBeJicHE Ha IPUXBATIBHBY MEpY.

Jleta v MJIa i JbYIM Y JaHAIIKE BpeMe cBe BUIlle Kopucte MIHTepHeT 1 pa3He
MOOWITHE alUTHKAlHje U TO OJ HajpaHHujux AaHa. Jlakie, jenaH 1e0 BUXOBOT KHUBOTA,
a TIpe HeTo IITO 3aII0YHy CBOj paaHH BEK, 00€TIeKCH j¢ HHTCPAKIIHjOM y TUTHTATHOM
cBeTy. Y TOM CBETy IOCTOje MHOTOOpOjHE ONACHOCTH ca KOjuMa OHHM MOTY Ja Ce
cyoue, a meljy Hajno3HaTHjuMa cy: VHTepHeT mepoduiuja, AUTUTAIHO HACUIBE U
Wntepret 3aBucHoct. Tanma je MOTpeOHO Aa POAMTEIBH, 33aj€HO Ca MpOorpamHuMa
OCMUIIIJbEHUM Y OCHOBHUM W CPEABUM MIKOJIaMa Jeiyjy Ha BUX JIa yCBOje 0JIroBa-
pajyhe noHamame 1 HaBUKE Yy Be3u 0e30€HOCHE KYJIType Y IUTUTATHOM CBETY.

be30eaqnocHu n3a3oBu y ynorpedu MHTepHeTa 1 MOOMJIHMX aNIMKALUja

[lepmaHeHTaH Hampeaak y pa3Bojy MHPOPMAIIMOHUX TEXHOJIOTH]a, 33jeTHO ca
MoryhHOCTHMa peanu3annje HOBUX M e(PUKACHUjUX MOCIIOBHUX MOJENa y3 cBe Behy
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HHTETpalHjy Pa3sTUuUTHX JUTHUTATHUX CepBUca BoAHM Ka cBe Behoj ymorpebu MH-
tepHera. [ToMeHyTH TpeHI TOBOHU J0 HapacTama MPEeTHU U3 cajoep mpocTopa, Mpu
yeMy MOpejl CTapuX HAuWHA yrpokaBama 0e30€IHOCTH, M0jaBJbyjy c€ U HOBH MOa-
nuret. Caga heMo HaBecTH HEeKe Hamaje U NPEeTHhe KOju ¢y ynyheHe Win moBe3aHne
ca 3armocieHrMa O] KOjUX ce 0OUeKyje Ja pearyjy Ha aJeKBaTaH HA4MH ¥ CIIpede Ora-
CHOCT.

VY npBoM peny je cBakako ¢ummHTr (phishing), kao quruTanHa Gopma Colu-
jaJHOT MHKEHEPHHTa KOja KOPHUCTH JIaXkKHE e-mail-oBe Koju nMajy ayTeHTHYaH H3-
rIe y KojuMa ce Tpake mH(popmanuje of KOpUCHUKa WU ce ynyhyjy Ha JaxHH
Websajt xoju 3axteBa mHpopmarmje (Stallings 2018, 124). Te undopmanuje cy
Hajuemhe mudpa U JTO3WHKA 32 IPUCTYN U OpOj KpeAWTHE KapTHle, a MOHEeKaa U
cam HoBail. E-mail genyje xao ma je mociar ca HEKOT M3BOpa BAXKHOT 32 KpajHer
KOPUCHHUKA, KOja MMa 3a ITWJb J1a Ta yOeau 1a OTBOPH HETOB IMPHIIOT, ¥ KOjeM ce
HaJla3u ojjpeljeHr MaNMIO3HU POTpaM WJIH JIa KIIMKHE W U3 [IPEeTpaKhuBada OTBOPH
URL aapecy naxnor Websajta (The European Union Agency for Cybersecurity
2020a). HampenHuja BapujaHTa OBOT Hamana je ciup GUIMUHT (spear phishing) y
KOjeM je MeTa Kojoj ce mpociehyje e-mail Beoma 100po UCTpakeHa O] CTPaHEe Hara-
Jlaya KOjH Iajbe JOOpO KOHCTPYHCAHy TOPYKY Tako Ja METa He MOXeE JIa CE MOCYyM-
Ba Y BeHy ayTeHTHYHOCT. Hajuemrhe ce ynmorpebsbaBa y TOMEHY MOCIOBamba M Kao
MPUJIOT MOJKE J1a CallpKH 3II0HaMEpHE TporpaMe KOju Cy MpepyIieH:n Y GopMy JIaxk-
HUX (aKTypa, MOCIOBHUX JOKyMEHATa WIM HEKHX APYTHX caApikaja Koja cy Ipea-
MET TOCIIOBamka M Koja cy odeKmBaHa of cTpane mpumaona (Stallings and Brown
2018, 232).

JemHa ox Beoma decTHX IpeBapa Koja KOPUCTH crup GUIMUHT je Business
Email Compromise, ckpaheno BEC. OBa ¢opma mpeBape je uacHTH(PHUKOBaHA O]
ctpane FBI-a kao najuemtha ¢popma punaHacujcke npeBape mytem MHTEpHETa, KOja
uMa paznuaute obnuke, a Hajuemhu cy (FBI n.d.):

— IpoJiaBall ca KOjuM KOMITaHHWja Tociyje npociehyje pakrypy ca axypupanom
aipecoM mpumaona

— reHepaiHi AUPEKTOP KOMIIaHH]je TPaku O] CBOT IIOMONHUKA /1a KYTIH TIOKJIOH
KapTHIe Koje he mocnati kao Harpaay 3aloCiIeHUMa, I1e TUPEKTop MHTa 32 ce-
pHjcke OpojeBe Tako Ja MOKE OJIMax Ja UX Ipociean e-mail-om

— Kymal| HeKpeTHHHE 100Hja MOopYyKy O CBOj€ arcHIMje ca yIyTCTBUMA O TOME
KaKo J1a YIJIaTH CBOj ACTIO3UT

[Ipema naBomuma IC3 nentpa y nepuoay ox 2016. no 2019. rogune gpunan-
CHjcKa cpencTBa Koja cy nobasireHa BEC npeBapoM n3HOCE 0KO 26 MUIHjapAd JI0-
napa (IC3 2019). Tokom 2003. roguHe OoCHOBaHa je pagHa Tpyma 3a 60pOy mpoTHB
¢ummara, Anti-Phishing Working Group, ckpaheno APWG, xoja 6poju nipexo 1700
KOMIIaHHja IIAPOM CBETa, Te Cy HajUCTAKHYTHjH WIAHOBHA KOMITaHHUje Koje ce OaBe
MIPOU3BOAHOM aHTHBHPYCHOT COPTBEpA M MPEBEHIIN]OM cajoep MpeTHU Kao IMITO CY:
Kaspersky Lab, BitDefender, Symantec McAfee u tn. Cake ronuae APWG o6jaB-
Jbyje M3BEIITaj O TPEHIOBUMA, KpPEeTambUMa U yUUbCHO] IITETH O (UIIMHT Haraja.
3akspydak Tor u3Bemraja je (APWG 2021):

— Opoj UIIMHT HaIaja CBake TOIUHE CE YIBOCTpyJaBa
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— BEC npeBape cBe BHIIIe KOIITAjy KPTBE, I/I¢ j€ Y TOCICIHEM TPOMecedjy
2020. gouwto 10 mopacrta ox mpoceurnx 75.000 $ y ogHOCY Ha IPETOAHO TPO-
Mecedje y KojeM je mpocek uzHocuo 48.000 $

— Hajuenrhe xpTBe pumIMHTa Cy GUHAHCHjCKE WHCTUTYIHje, webmail-oBu U caj-
TOBH KOjH pane mo Mmoaeiry Software as a service

Ha Bemuke pasmepe oBe BpCTe Hamajaa, a IOrOTOBO TOKOM MaHJIEMH)jE
COVID-19 ykazyje u eBpolicka areHiuja 3a cajoep 6ezoennoct, ENISA y usBemira-
jy ox janyapa 2019. no ampuna 2020. npema kojem (The European Union Agency
for Cybersecurity 2020a):

— opact o1 667% (uIIHT Hammaga TOKOM jeTHOT Mecela 3a BpeMe MaHeMuje
COVID-19

—42,8% cBUX ManMLIMO3HUX Mpujora y email-oBuma cy Microsoft Office moky-
MEHTa

—30% ¢umuHr Mopyka ce T10CTaBU MOHEIEIHEKOM

—32,5% cBux e-mail mopyka y CBOM HACJIOBH CaAPKU ped payment

Taxohe mocroju jou jenna gopma oBor Hanana noj HasuBoM Whaling Attack
nwmn CEO fraud y xojoj 3amociernoM Oyze mpocieher email koju u3riaena kao aa je
0J1 HEKOT' BaYKHOT PYKOBOJIMOIIA HITP. TEHEPAITHOT AUPEKTOPa WIIM U3BPLIHOT (DUHAH-
cujckor aupekropa. OBaj BU] Hamaja 3axTeBa 3Ha4ajHy MPHUIIPEMy Hamajaaqa, rae OH
MOTEHIMjaJIHEe Be3e M OJHOCE Hajuelrhe HCTpPaxkyje MyTEeM COIHMjallHUX Mpeka H
HaKOH TOTa Kpewpa TakaB email Tako ma mpuMaialr MoOXKe J1a My IoBepyje. Y ToM
CMHCIY OBaj HamaJ 3axTeBa JOJATHY JUMEH3Hjy COLMjaJHOT HHKXCHECPHUHTA, I/IE e
uckopuInhaBa TO IITO 3aIOCICHH HE XKEeJHN J1a 010Hje 3aXTeB HEKOT KOjeT IMepLUunmpa
Kao BaxkHy ocoOy y xommanuju (kaspersky 2019). M3 cBera HaBeAeHOT MOXE ce
3aKJbYYUTH Ja je MOTPEeOHO MOCEOHY MaKihy MOCBETUTH TPEBEHLUJU OJ (UIIUHT
Hamaja, a MOroTOBO 3aTO IITO OH MOKE Aa OyJe YBOJ y HEKM APYT'H BHJ Hamajaa.
Takole, Tpeba UMaTH y BHIY M HErOBY BEIMKY NPOMEHJFMBOCT M CTOTA j& Kao KO-
PUCHHUK TTOTPeOHO OUTH CBE OTPE3HUjH.

IMocroju Benuku Opoj 3MOHAMEPHUX MpOTrpama, T3B. maleware-a KOju HaHOCE
mrety UT undpactpykrypu Hekor npenyseha. To Mory OuTu pasHu BHPYCH, TPO-
jaHIU, IPBU U JAPYyTH KOju TocToje Beh roguaama, mpu yemy ce hopMe HeKe O] lUX
MeHajy ca HalpeTKOM TeXHojoruje. JemaH o MoceOHO WHTEPECAHTHHX W BeoMa
3aCTYIUBCHUX CY COMTBEPHU 3a U3HYIY, T3B. paHCcOMBep (ransomware). Ouu cy ¢op-
Ma MaJIMIHO3HOT codTBepa Koju oMoryhaBa xakepy Ja 3a0paHu IpUCTyn HHpOpMa-
IjaMa oJ1 3Ha4yaja WHAWBHUAYH WIIM KOMIIAaHUjU Ha oapeleHr HAYMH | Ja 3a y3Bpar
3axTeBa ojpeljeHy KOJIMYMHY HOBIA, Y HEKOj (OpMH Jla O YKIIOHHO Ty 3a0paHy
(Brewer 2016). Heke caBpemeHuje ¢opMme OBOT Hamajga KpunTyjy (ajioBe kKpTBe
Harasa, KOju 1MocTajy HeIOCTYIIHU CBE JIOK HE IUIaTe OTKYII, IJie HAKOH OTKyIla Ha-
majgadn neKkpuntyjy te dajmose. Ilpema m3BemTajy eBpOIICKEe areHIje 3a cajoep
0e30exnoct 3a 2020. roguHy, codTBep 3a M3HYIY je MOCTa0 BeoMma MOJyJlapaH y
HamaJMMa Ha JIp>KaBHE MHCTUTYIHje, ipeny3eha u uanusuaye, rae je (The Europe-
an Union Agency for Cybersecurity 2020b):

— IpoIekeHa BpeqHoCT oTkyna m3Hocu 10,1 munmujapay goiapa tokom 2019., a
wiahen otkyn y CAJl y 2018. roaunu je usHocuo 3,3 Muujap/e nojiapa
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—y onHocy Ha 2018. ronuny momwio je no mopacta ox 365% y 2019. roguan Ha-
naja Koju Cy JIETEKTOBAHH y MOCIIOBHOM JOMEHY

— BuIIe oJ1 66% opraHu3zaiyja 3ApaBCTBEHE 3aIITUTE j& UMAJI0 UCKYCTBA Ca OBHM
TUIIOM Harazaa TokoMm 2019.

— 45% opranmuzanyja je matuio otkyn Tokom 2019. roguae

[Ipema m3BemTajy Verizon opranuzanuje 3a 2020. roguny, codTBepu 3a u3-
Hyny unHe 27% 0 YKYITHOT MalUIIO30HOT cCOPTBEpa KOjU je TPOU3BEO MHIIUJICHTE
(Verizon 2020). Tpeba HanmoMeHyTH J1a TEXHHKE IUPpoBama U aemmdpoBama cy
JIeo KpunTorpaduje, Hayke O 4yBamy IOAaTaka, ca LUJbEM Ja ce MOJAlH yYHHE
HEYHUTJFUBUM 32 OWJIO KOjer Hamaznava Koju OM eBeHTyalHO mpecpeo mopyky. Hcru
KOHIIETITH C€ yjeIHO M KOPUCTE KoJ codTBepa 3a M3HYAY, Ia CE Y TOM KOHTEKCTY
OHHU TIPUINAJAAjy KPHUIITOBHPOJIOTHUjH, KOja ce 0aBH HM3y4aBamEeM KPHUNTOrPadCKUX
anropuTaMa ca IHJbeM J1a ce M3paam Manuiuo3nu codteep. Takohe, y mpakcu ce
MTOHEKa jaBJha MPOOJIEM Ja YaK W HaKOH IuTaheHoTr OTKyIa, He ypaau ce ACKPHUITO-
Bame (DajIoBa, Tj. HE BpaTH CE CUCTEM Y mpehjanime crambe Beh Hamamau caMmo mpey-
3Me HoBal. HoBar ce Hajuemhe aucTpuOyupa ImyTeM KpHIITOBalyTa, Kao IITO je
outkouH (bitcoin), na OM ce MPHUKPWIN TparoBu a0 Hamanaya. OHO MITO ce MOXKe
KOHCTaTOBaTH, jeCTe Ja 4ak W HakoH Iurahama OTKymna MeTa He MOXe na Oyme cu-
TypHa Ja je cucteM BpaheH y mpehamime cTame U a HeKH Apyrd mpobiiemu Hehe
BeoMma Op30 HacTynuTh. M3 MOMEHYTHX pasiiora u3pajaa pe3epBHHUX KOIHja je BeoMa
Ba)KHA aKTHBHOCT, a Koje MHora Ipemy3eha HUCY HHM J0 JaHANIkEr JaHa yCBOjHIIA
Kao Mpakcy. YKOIIMKO ce HexKeJbeHH Jorahjaj necu, a mpu ToMe He TIOCTOjU pe3epBHa
KOTIMja TO MOYeE JIa TIPOU3BeJIe BEJHUKE MPOoOIeMe MO MOCIOBAkE, Ma YaK U J0 Hero-
BOT TIpeCTaHKa.

VY mwby ga 3anocieHd y pupmama Oydy MpOAyKTHBHUjH, Kao U Ja c€ CTHUMY-

JIMIIE BUXOBO 3a/I0BOJBCTBO M KOM(OpP TPUIIMKOM pajia, y3 MOTYHHOCT Jla ce cMame
TPOILKOBH 32 KYNOBUHY 3ace0He ompeMe, Heka npenyseha ce oanyuyjy aa omoryhe
KOPUCHHMLIMMA J]a Ha 110Cca0 JI0HECY CBoje ypehaje n myTeM BUX KOPUCTE allTuKalnje
U nojaTke camor npexnyseha. [lomeHyT KoHIENT ce Ha3uBa Bring your own device,
ckpaheno BYOD wu y mpakcu ce peaim3yje Tako IITO 3alOCiIeHH Ha 10cao JOHECY
CBOje MMpEeHOCHBE padyHape, Tadnere u / wiu MoomiHe Tenedone. Ko oBor koHIen-
Ta KopucHHUIM ypehaja Beh mocenyjy onpeheHa 3Hama U haMHUITHjapHH Cy ca YIOT-
pedom ypehaja u armkanmja Ha BeMy, la TpaHuIa u3Mel)y mpoBeneHOr BpeMeHa Ha
MOCIIy M CI000AHOT BpeMeHa OJiey, a caMy 3allOCJICHH MPOBOJIE BHILE BPEMEHA Y
obOaBibawy mocna. Cratuctuuku u3Bemrtaju 3a 2020. romuHy TOTBphyjy Hampen
HaBeJleHE YN-CHUIIC W YKa3yjy Ha 3HavajaH MmopacT OBOT TpeHnaa y ceTy (Georgiev
2021):

— 67% 3amocieHNX KOPUCTH JHYHe ypehaje Ha mocty

— npumena BYOD konrienta kpeupa nogataux 350$ cBake romuse mo 3amocie-

HOM
— 3aI0CJICHH KOjU JIOHOCH CBOj ypehaj y mpoceky paau 2 caTa BHIIC
— 87% mocnoBama je 3aBUCHO 0]] CIOCOOHOCTH CBOjHX 3allOCIICHUX Jia IPUCTYIE
MOCIOBHUM MOOMJTHMM aIlIMKanyjama ca CBOT HaMeTHOT TesieoHa
— 69% nonocuona omiykay UT y CAJl kaxy na je BYOD noGpa cTBap
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— Bennuuna BYOD TpixkwuinTa ce ouekyje Ja nmopacrte Ha 366.95$ munujapau 1o
2022. rogune
— 59% opranuzauuja je ycBojuiio BYOD

BYOD je moctao Beoma moryjapaH y oOpa3oBHE CBPXE M MHOTE€ OCHOBHE U
Cpellibe MIKoJIe, Kao U (aKyJITeTH CYy YCBOJHIIH HEroBY YIOTpeOy M MPHUIATOHIIHN e
ToMe. Heke ocHOBHE MpenHOCTH KOje IIKOJIE BUAE CYy: MOO0bIIake KOMyHHUKALUje 1
Koslaboparyje, CMambekhe TPOIIKOBA, allcOJlyTHAa KOHTpoiIa Ha ypehajy, Aesbeme UH-
¢dopmanmja je jeAHOCTAaBHO, IOMaXke CTYJEHTUMa Jia MPHUCTYIE J0AaTHUM HHDOp-
Manujama U MpOMOBHILE yueme y mokpeTy (Soni 2017). Jenna on OMTHUX KapakTe-
puctuka y ynopebu BYOD konnenrta y o0pa3oBHUM MHCTHTYyLHjaMa, jecTe Ja Io-
pen cMamema TPOIIIKOBA TIe je TOTPEOHO 3a CBAKOT YUeHHKa 00e30eautn ypehaj,
YVYEHHIIM CBOje BpeMe BaH IIKOJIE MOTY KOPHCHTH 32 Y4€H€ MPEKO CBOjHX ypehaja,
3a pa3nuKy of ynorpebe ypehaja koju ce Hamaze y nmabapaTopujamMa M KOjU paje
caMo0 OHOJIMKO KoJuKo jtabapatopuja pamau (Afreen 2014). Kao 1 Behnna koHmemnara
KOja MMa cBoje 1o0pe cTpaHe, IOCToje U OHe Jomre, a kog BYOD-a Te nome cy Be-
3aHe 3a 0e30eJHOCHE PU3MKE U PU3UKE IO MPHBATHOCT KOj€ MOTY OWTH: TEXHUUYKU
pHU3HLH, 3aTUM OJCYCTBO 0e30€IHOCHE MOJNMTHKE, HemocTaTak Oe30eIHOCHE KOH-
TpoJIe, HeJJ0CTaTaK CBECTH O 0e30eTHOCTH U HemocTaTak npuBaTHocTH (Alotaibi and
Almagwashi 2018). V TexHHuKe pU3HKE CE CBPCTaBajy: MaJHLUO3HU copTBEp, QU-
LIVHT, COLWjaJIH UHKCHEPHHT, XaKOBambe, spoofing M MpeXKHU Hamaj, Kao U ryou-
Tak Wi kpaha camor ypehaja. Kox kpale, ryourka wim npomaje camor ypehaja mpo-
OJieM MOJKe HAaCcTaTh YKOJIMKO TO/Ialli MM JJOKyMEHTa npeny3eha HUCY yKIIOmeHa, a
KOjH ce MOTY HCKOPUCTUTH 32 KOHCTpyHcame Hanaaa. OcTaliy pu3HLy Cy Be3aHH 3a
neduHUCame oaroBapajyhux 0e30eTHOCHUX TOJWUTHKA, Ka0 W IOAW3ama CBECTH
CaMMX 3alOCIICHHUX.

Iopen BYOD-a, jenan ox mpo6ieMa Koju ce MOXKE jaBUTH MPUIUKOM YIIOT-
pebe MOOMITHUX aITUKaIMja, jecTe T3B. Iypee noaaTaka. Kpajibu KOpHCHUIIM MOTY
Jla KOPUCTE aruIuKalyje Koje HUCY MPOBEpeHe U 1a UM Aajy ozxpeleHa nmpasa ga Mory
Jla KOpHCTe pas3He noparke. Tu mogany Mory Jia ce KOIHMpajy Ha cepBepe, Iie pa3Hu
KOPUCHHIIY, [1a U OHU MAJMLIMO3HU MOTY J1a UX KOPHUCTE.

[Mpunukom ymorpede MoOUIHUX ypehaja Mory ce jaBUTH Takohe QUIIUHT Ha-
najau, Ipy 4eMy je jenaH crelujann3oBan Oam 3a Taj Tun ypehaja, jep kopucta SMS
MopyKe W Ha3uBa ce cMHuIMHT (Smishing). Kao u ko1 kimacHYHOT (UITMHT Hamama
KOPUCHHKY JI0JIa3d MOpyKa OJ HEKora KOjHu ce IpeicTaBiba Ja je 0aHka, JpiKaBHA
WM HeKa Apyra HHCTUTYIMja U TPaKH BUXOBE JTMYHE MoJaTke, Opoj pauyHa U T,

[Mpumeheno je ma mocToje u Heke MOpyKe Koje Cy y BE3H ca MaHAEMHjOM
COVID-19, rae ce xemu IenoBaTH Ha Jby/Ie TaKo Jla U3BpIIE aKTUBHOCTH KOje Cy Y
KOPHUCT 3JI0HAMEPHHUX KOpHUCHHKA. VIcTpakuBauu Ccy yOumJMd za 1octoju oxpehen
opoj naxxuux COVID-19 Websajtova koju nprkasyjy Mame 3apakeHuX JbYId KOpo-
Ha BHPYCOM, IIe Hamajgayd yCMepaBajy KOPHUCHHKE Ja ITOCETe T€ CajTOBE U OCTaBE
MoIaTKe, a TIPH YeMy c€ TPECTaBbajy Kao BIIaIMHE HHCTUTYIH]e. Takohe oHO TITO
je mpuMeheHo jecTe U J1a ce TapreTHpajy KOPUCHHUIN MOOWIHHX ypehaja.

Tpeba pehn u na nocroje onpehenn Websajtovi koju Bapajy KOpHCHUKE TPO-
naBajyhu um pasHe npenapare y 60pOu MpoTHB KOPOHA BHPYCa, Ka0 U TECTOBE, MPU
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yeMy Cy BeoMa aKTHBHH Ha COIIMjalTHUM Mpekama romyT Facebook-a, rie kopucHu-
nrMa To Hyzne (Waggoner and Markowitz 2021; Bannister 2021).

[Topen HaBeneHoT, MOjaBJbyje ce M oApeheHn Opoj mpeBapa Koje ce HyIe My-
TEM aljiMKanyja 3a 4eToBame, kao mto cy Viber 1 WhatsApp, rie KopucHUIMMA
CTIKY TOpYKE O HEBEPOBAaTHUM IIOMYCTHMA 3a KymoBuHY aptukaina (O’Brien 2020;
Singha 2021). OBaj B cOIMjaTHOT WHXEHEPUHTA Y3UMa pa3He 00JIMKEe U BeoMa je
MIPOMEHJBHB, TAKO J1a KPajibl KOPUCHHITH je IIOTPEOHO 13 pa3BHjy CBECT O HCTHM.

3nauaj 6e30eqHOCHE KyJaType Miiagux Ha UHTepHeTy

VY ynotpebu MHTEepHEeTa M MOOMIIHMX alUIMKalMja Tope] HapyliaBama O0e30e-
nmHoctu UKT undpactpykrype u 6e30eqHOCTH caMuX MHQOpMaIrja, TOCTOj! jelaH
JIe0 TIPETHH-H TI0 JBYICKH >KHBOT, a TTOCEOHO 3a OHE CTapOCHE TPaHUIIC KOje WMajy
HajMamky MOTyhHOCT Aa ce 3amrTuTe, a To Cy Jlenia u muanu. Kako je moctymHocT
ypebaja n npucryna MaTepHeTy BpeMeHOM cBe BehH, Tako omajia M rpaHuIa ca Ko-
JAM JIIeTia 3alovuiby CBOjy WHTEPAKIH]y Y IUTHTATHOM CBEeTy. Mitamym poauTesbu
o0aBsbajy MHOTE yJIOTE€ JiaHac, y jeZITHOM yOp3aHOM CBETY, Iie IEPMaHEHTHO pacTe
KOJIMYMHA ¥ TIPOTOK MHQOpMaIHja Koje ce pa3Memyjy Ha THEBHOM HHUBOY, a yjeIHO
u Opoj obaBe3a Koje mMajy. 300T TOora OHH HE MOTY IOCBETHTH JOBOJFHO BpeMeHa
CBOM JIETETY ca je[HEe CTpaHe, JIOK ca JIpyre ce TpyJe Ja CBOjY POJUTEIBCKY YIIOTY
00aBJbajy Haj0OJbe MOTYhe U THME HE KeJie J1a FBbUXOBO JIETe MPOIMYCTH OWIIO KOjH
MOJIepaH cajprKaj KOju ce HyIH, Kako OM WIILIO y KOpaK ca CBOjoM TeHepanmjoM. Ha
Taj HAYMH, OHU BEOMa YECTO TOCIICITY]y HHTEPAKIIH]jy JIeIe ca TUTUTATHAM CBETOM,
Npy TOME HU HE pa3MUIIBajyhd 0 TOME KOje ONacHOCTH IOCTOje y TOM CBeTy. Y
MOYETKY TO Cy y MUTamy oApeheHn MylITUMeIujaqHi ayIuo WM BHIACO CaapiKajH,
3aTHM BHIEO WTPE, a TIOJIAKO C€ OTKPHBAjy M HOBE MOTYNHOCTH, Kao IITO j¢ MHTepa-
KIIMja IMyTeM COIMjaIHUX MpeXka W MyTeM alUIMKallhja 3a pa3MeHy mopyka (uera),
kKao 1 MoryhHoOCT na ce oapeleHn HacTaBHU HpOrpaMH IpaTe MyTeM MpexXe U TA.
CBe OBe pa3nnyuTe BPCTe MHTEPAKIIMje KOJ Aene cTBapajy ocehaj na je MaTepHeT
jemHo n1oOpo u 3a6aBHO MECTO, a KaCHHje KaKo OAPAacTajy U MOCTajy MIadu JbyIH 1a
JUTUTAJHA CBET je HEOABOjUB JEO HHUXOBE peanHocTu. Jlakie Ha oxpelheH HauuH,
caM MOJIeJI CHCTeMa U MOJIeJIOBaHe MHTEPaKIIMje MOCTajy 3aMeHa MM TPOIIUpPEHe, Y
[EJIOCTH WM JEeTMMHUYHO, 32 CHCTEM M MHTEpakKluje y meMy. VM3MemeHn omHoCH
u3Mel)y peasiHoT CBeTa M HerOBOT MOJIeNa HUCY 0€3 MocienuIia, jep Huje Maiau 0poj
HecpehHUX ciydajeBa, Tie Cy Yak HEKH Ol lbUX ca CMPTHHM HCX0A0M. To ce MaHH-
decTyje Ha pUMeEpy HEKOJIUKO M3ryOJbeHuX mutagux kmBoTa ynmorpedbom TikTok
npymtBene mpexe (depukomwuh 2021). dpyru mgeo npobiema Koje rpanuia usmelhy
peayHOT U TUTUTAJHOT CBeTa AOHOCH, jecTe Ja ce oApeleHe aHOMalHje U JeBHjaHT-
Ha TIOHAIIamka MPEHOCE U3 PEATHOT y AWTUTAIHU CBET M TaMO IONPHMajy HOBE M-
MEH3Hje, 00JINKEe W HOBHM MHTCH3UTET MCIIOJhbaBarha, a P TOME UMajy HCTE IMOCIIe-
JIMIIe Kao Jla cy HacTale y peanHoM cBeTy. Heke on mux cy: MHTepHeT nepodunyja,
JUTHTATHO HACHUJbE W 3aBUCHOCT of MHTepHeTa. CrienuduaHOCT mocMaTpaHux ¢e-
HOMEHA M FMIXOBO JIEjCTBO Ha JbY/ICKO ITOHAIIAKE KaKO y PEaTHOM, TaKO U y BUPTY-
anHoM cBety bjenajan u ®ununoeuh objammasajy kpo3 MeljyaejcTBO 1Ba Tpoyria,
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r7ie IPBU TPOyrao unMHe MHTEpHET, TUTHTAIHU ypelhaju ¥ JAUTUTAHH CaapXaju, a
JIpYTH YMHE WHTEPKOHEKTHBHOCT, MHTEPAKTUBHOCT W aHoHMMHOcT (bjemajan and
Owmnosuh 2021). Jlakie, cnenuduuHoct y ynotpedbu MHTepHera msmel)y cBe
BeliUX Tpyna KOPUCHUKA, KOjH MPHU TOME HE MOPajy Ja MPUKAXy CBOj MPaBU HICH-
THTET, Y3 TI0jadaHy MHTEPaAKIHjy Aaje jedaH BEITUKH IIPOCTOp Ja Ce OMUCAHE I0jaBe
U peanu3yjy. Moxe ce odekuBatu Ja he oHe pacTv y HapeJIHOM NEPHOAY ca TPEeH-
JIoM pacTa octBapeHor MuTtepHeT caobpahaja, mTo cBe Jjbyae Tpeba aa 3a0puHe, anu
W Jia X TOJICTaKHE J1a ce MpoHal)y MeXaHU3MH Y lbUXOBOM clipevaBamy. be3bemnno-
CHa KyJIITypa, IUTUTATHA MUCMEHOCT U TO/IN3amke CBECTH KOJI pOJUTEIha ]a MOPajy
Ja Jenyjy Ha Jelly Yy MpaBlLly OdyBama BUXOBE JIMYHE 3alTuTe Ha MHTepHeTYy cy
Mepe Koje Tpeba a Oyay eo MPEIIIKOJICKUX U NIKOJICKHX Mporpama, a u moceOHUX
BUJIOBA €IyKaIlHje CAMHX POIHUTEIhA.

Aytopn HaBome ma je MutepHer mepodmirja cuermudUIHN BHI KOMIIjyTep-
CKOT' KpUMHHAJIUTETA jep MeA0(QUIN CBE BUIIE JIyTajy €JICKTPOHCKHUM MpekamMa U
Tpaxke }KPTBE, MOBOJJLUBY U JIAKOBEPHY JeIy. IHTEpHET je MOCTa0 HOBO HUTPAJIMIITE
JOCTYITHO TenoduimMma, TIie ¢y Jelia IepMaHeHTHO W3JI0KEeHA HEMIPUMEPEHHM CeK-
CyalTHUM caJip)KajuMa U y3HeMupyjyhium u Hempujare/bcKuM mnopykama. CaBpemMeHa
KPHUMHUHOJIOMIKA ¥ BUKTHUMOJIOIIKA UCTPAXXKUBaKka TEMEJFHO CY MPOMEHWIIA TOjaBHY
CJIMKY CEKCYAIHOT 3JI0CTaBJbama Jeie. CekcyalHu JCNUKTH YCMEPEeHH MpeMa Jeiu
yecTto ce aorahjajy, HEOBOJBHO CYy HCTPaKEHH, TEIIKO WX je KOHTPOJMCATH, a
MOYMHHUTEJbU CY Y caMO PETKUM CllydyajeBUMa IICUXUYKU HeMopanHu. [locie mpexu-
BJbCHEC BHKTHMH3AIMje Mocheauile mo BehuHy Jene Cy Telke W AyroTpajHe
(bjenajart and ®wmmmosuh 2020). Ca acmekra cajoep 0e30€IHOCTH W 3alITHUTE
padyHapcKUX Mpexa, MOXKe ce HalpaBHTH ofpeleHa mapainena u3mel)y corpjamHor
WHXemepuHra u MaTepHeT nenodunumje, y CMUCITy OPUIPEMHUX paaibH Koje mpeaa-
TOp cupoBoaw npema MeTH. Kox nenodunmje Moke YOUUTH jedaH MHOTO WHTCH3WB-
HUjU HAIop HE caMo y CIpoBolemy HCTpakMBama Mere, Beh W MpHIlpeMe IIaHa
AKTUBHOCTH Y BE3M Ca HOM Kao M OJprKaBama Be3€ Ca MCTOM Kpo3 pasHe ¢opme
MaHUIyJIaluja.

JIUTUTATHO HACHJBE C€ OJJHOCH Ha TaKBY ymOTpPeOy TEXHOJOTHje Koja Mpoy3-
POKyje CTHI, TIO3WBa JIPyre Ha YHHCHC HACUIbA M Y3HEMUPABAKhe M HAHOCH ICHUXO-
nomky mrery (Von Solms and Van Niekerk 2013). McnossaBa ce y Bumy Bpii-
HBAYKOT HACHJBA TJC CE Y3HEMUPABAHOM JICTETY M MJIAN0j OCOOM MPETH ClambeM
mopyka, 00jaBibyjy ce cpaMoTHe doTorpaduje u ocoda m3Bprasa pyriy. [lopen Tora
MOTY ¥ Ja ce 00jaBJpyjy MOJAIM U3 MPUBATHOT XKMBOTA, Ma YaK U Jla C€ Ha TIOPHO-
rpad)CKUM cajToBUMa Kaue caipxkaju y Be3u ocobe. TakBe pagme MOry 1a IOBEIy
Mgy ocoOy y HecayheHy omacHOCT, Tako IITo he ycMepuTH npeaaTope Ka moj.

bjenajan u ®ununosuh ykasyjy na 3aBUCHOCT o1 IHTepHETa ce BUIU KPO3 TO
KOJIMKO C€ CBaKOJHEBHO (YHKIIMOHHCAHE MOjeIHAIIA MEHha y OJHOCY Ha HU3JI0XKe-
HOCT oJjpel)eHHM OUTHUTAIHUM cajapkajuMa. IHTEeH3UTeT oBe BPCTE 3aBUCHOCTH CE
MO TIOPEJUTH Ca 3aBUCHOCTHMA O]l HUKOTHHA, aJIKOX0Ja WM KOIlamka, a MoceOHO
MOXe OWUTH m3pakeHa y (opMmu TyOWTKa KOHTpOJIC Kaja Jiuie Oyae JUIICHO AWTH-
tanHor canpxkaja (Bjelajac and Filipovi¢ 2020). Mnanu cy moceGHO MOUIOKHH, a
MaHH(eCTyje ce: BeoMa 4YeCTUM IpoBepama CTaTyca Ha JPYIITBEHHM MpeKama,
JIajKOBamkEeM JbYNIM 32 KOje CMaTpajy Ja Cy TypyH y HeKOj 00JacTH Koja uX 3aHUMa,
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JONUCHBAay ca IPYTUM KOPHUCHHUIMMA, UTPameM OHJAjH (online) urpuua u ta. Cee
0B€ aKTUBHOCTH Ha AyTOPOYHO MOTY MMaTH HOCIENLA 10 BUXOBO 3PaBJbeE.

AKTYeJHOCT npodiema

Be30enHocHU M3a30BU pacTy y IIEJIOM CBETY ca mopactoMm caobpahaja Ha ry10-
0aJHOj MpeXH U3 TOAMHE y TOIUHY, a TO je NoJaTHO HarmameHo Tokom COVID-19
MaHAeMHje TJIe pacTe TPEeH I cajoep Hamana v rmpeBapa KojuMa Cy U3II0KEHH T0je -
HUIIM, OpraHu3alyje 1na u Ap>KaBe.

Onpehenu O6poj Hamana je ymyheH ka 3paBCTBEHHM yCTaHOBaMa y CBETY, TIe
nmojia3u 10 kpahe kapToHa oapeheHor Opoja nmanujenara. Ha npumepy Elara Caring
3[IpaBCTBCHE YCTaHOBE Koja mpyska kKyhHy Hery maumjentuma y CAJl y meuemOpy
2020. mommio je mo kpahe momataka 3a mpeko 100.000 marujeHarta, mpu 4emy ce
CyMHba J1a je JIOIUIO JIO Ipey3uMarma lUXOBUX UMEHA, 1aTyMma polema, aapece, Opo-
ja tenedoHna, nHpopManrja 0 OaHKOBHUM padyHHM, Opoja 3ApBAaCTBEHOT OCUTypa-
®a, Opoja Bo3auke mo3Bosie (HIPAA Journal 2021). HUctpara je y Toky, a 3a caga
OHO IIITO je TIO3HATO jecTe J1a Cy ca oapeheHor Hayora 2 3arnociaeHa Jo0mIa GUITHHT
email-oBe. Jom jemaH ciydaj Koju je M3a3Bao BENUKY MAXHy y 3ajeIHULH, jecTe
kpaha monaTaka y cepuju cajoep Hamanga m3mehy 2018. u 2019. ronuHe Ha BETUKY
KJIMHUKY 32 MEHTAJIHO 3JpaBjbe Y XEJICUHKHU]Y, T1€ Cy YKPaJCHU YaK M MOJAlH U3
nojeauHadyHux TepaneyTckux cecuja (Kleinman 2020). Knunauka je yuewmuBana ca
wiahameMm y OuTkoMHMMa y BpeaHocTH o1 oko 530.000$, a mopen Tora cy yuemwH-
BaHM W TIOjeIUHIN 300T uaHuX moaaraka ox 200 mo SO0EUR, takohe y OUTKOMHHA-
Ma. CnuuaH mpuMep HM3HYJEe c€ T0jaBHO M KOJ CBETCKH I03HAaTE KOMITAHH]je
Foxconn, rre je oko 1200 cepBepa 3apaxeHo co)TBEpOM 3a H3HYAY, a cajoep KpH-
MUHAIIHA TPYIa je TpaKWiIa OTKYN y BpemHocTH ox oko 1800 OuTkomHa, mTO je y
TOM TPEHYTKY W3HOCHIO 0KO 33 mmmmoHa gojapa (Riley 2020). CinuHO HCKYCTBO
je uckycuna u ¢pupma Barnes & Noble, jenna on HajBehux mpojaBHHIIA KE-HUra Ha
cBeTy, rae je muxoB cepuc Nook kommpomuroBaH (Osborne 2020). MoHpo Kojen
y byjopky je Takohe Omo MeTa Hamama paOCOMBEPOM, TAC Cy XaKepH TPaKWIN 2
MUJIMOHA JIoJiapa oJ Koyeya 3a otkyn y outkomnuma (McKenzie 2019). Jenna on
npeBapa 3acTyIUbeHUX Ha MOOWIHHM TenedoHuMa W amukauuju WhatsApp, jecte
Jla youd Ipa3Huka JlaHa ’keHa CTHXKy NMOpyKe O MHOTOOpOjHHMM Harpajzama Koje ce
MOTY OCBOJUTH, a TIpU TOME c€ KOHTAKTH INPENCTaBJbajy Aa cy Amazon mwim Adidas
(Smith 2021).

Cutyanuja y CpOuju He ofyaapa MHOTO OJ CHTyalldje y OCTaTKy cBeTa. 7. U
8. ampuina 2021. roguae BenukoM Opojy xopucHuka y CpOuju je cturao email, rae
cy ce cajoep kpumuHAMIH penctaBmwin kao JI1 [Tomra CpOuje u rie ce KOpUCHUITH
obaBemTaBajy Aa UM MakeT HHUje UCTIOPYYEH, jep HUje iaheHa mapuHa U 1a je moT-
pebHo aa miate oapehen nznoc (JI1 IMomra Cpouje 2021; Nacionalni CERT Repub-
like Srbije 2021). ITomenyT pUIUHT Hamay je MeaUjcKku uctpaheH, a U camo Tpe-
ny3ehie ce orpaauiio oA UCTOT U Ha3HAUMIIO 3y0ynoTpedy cumbona [lomre CpoOuje.
VY mapty 2020. HanagHyT je nHPOPMAMOHHU cucTeM rpajcke ynpase Hosor Cana y
JKIT ,,Muadopmaruka” (Blic 2020). Cepepu momMeHyTOT mpemy3eha cy 3apaxeHu
codTBEpOM 3a OTKYT, a Hamaga4du cy 3a Bpahame cucrema Tpakmin 50 OWTKOWHA,
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YHjU je U3HOC Y TOM TpeHyTKy O6no oko 400.000EUR. Hanan je mokpeHyT npBo mpe-
KO (UIIWHTA, TJE je ce HAKOH TOra MHCTaInpao yuewuBauku copreep PwndLocker
M KpHUIITOBAO cajpikaj Beher Opoja pauyHapa y MpeXH M YUYHHHO MX HEYNOTPEOIbH-
BUM.

CrnudaH Hamaz ce JOTOJM0 Y PETHOHY, Y XPBaTcKoj, T1e je y ¢pedpyapy 2020.
neo MC xpBarcke HadTHE KoMItanrje INA Heko BpeMe OMo OJOKHpaH, Tako Ja HHCY
MOIJIM Jla c€ W3/1ajy padyHH, a MOpel TOra HACTald cy MpoOJeMu ca KapTHilaMa
JIOJa;THOCTH M OKO Iiahama padyHa 3a rac (Bubanja 2020).

CBu HaBelleHH CIIy4ajeBH YKa3yjy Oa je MOTpeOHO CHpOBECTH aKTHBHOCTH Y
NO/M3aby CBECTH KPajlbUX KOPHCHHKA Kao M MOJUhU HUBO HHXOBE AUTUTAIHE IH-
CMEHOCTH ¥ JIe(pUHUCATH jaCHEe CUTYpPHOCE TOJIMTHKE Tako na ce 3amtut UT uH-
¢dpactpykrypa. To ce cipoBou myTeM 0e30eHOCHE KYIType.

Nudopmanuona 6e30eqHOCHA KYJITypa

[Ipema bjenajiry u JoBanoBuhy 6e30eqHOCHA KyNTypa YKIby4yje 0e30e1HOCHE
AKTHBHOCTU KOje H3paXkaBajy CIPEMHOCT JeloBama M IMOHAIIAmka Yy CKIaay ca
CTCUCHNUM 3HambMMa U BEIITHHAMa, Ka0 M y CKJIaJy ca NpuxBaleHUM BPEIHOCHHM
craBouMa (bjenajar; and JoBanosuh 2013). Penusyje ce mpemno3HaBameM OMacHOC-
TH, pearoBamy Ha HUX H30EraBamkeM OMACHOCTH, OTKIAMmAKEM OMACHOCTH WM
ynyhuBameM Ha oHE cyOjekre koju he mpodecHoHamHO pearoBaTH W CavdyBaTH
yIrposkeHe BpenHOCTH. be30eqHOCHY KynTypy caunmbaBajy 3 TaBHA eJIeMEHTa: TeX-
HOJIOTHja, MOJUTHKA (TIpaBWIIa) M KOPUCHHIIN, KOjU MHTEPAryjy Ha HA4WH Ja JbYIH
MMOJINTHKaMa YTUIY Ha HAa4WMH yIoTpede TEXHOJIOTH]e, a Pa3B0OjeM TEXHOJIOTH]a Kpe-
upajy ce HoBe nmonutHke (Milovanovi¢ and Radovanovi¢ 2015). OHo Ha 1miTa je moT-
peOHO o0paTuTH Maxmwy jecTe na ce 0e30eAHOCHA KyNTypa YCHOCTaBJba y IOyXKEeM
MepUoay U He MOXKe ,,lIpeko Hohu”, Beh je To jenHa mepMaHeHTa 100pO OCMHIITbEHA
palimba, MOAJI0XKHA POMEHH jep ce NPYIITBO, JbyId U BUXOBH OJTHOCH, HayKa, TeX-
HOJIOTHja, 1a U 0e30€THOCHE MPETHE MCHA]y BPEMECHOM.

CBe opranmuzanuje uMajy norpedy na IeHHHUITY TOIUTHKE KOjuMa Ce ca jea-
He ctpane mTutd UT undpacTpyktypa, a Takolje U oHE Ipyre Koje ycMepaBajy Ko-
PUCHHUKE JIa CBOjUM JEIIOBAa-EM HE yrpo3e mocrojehe 0e30emqHoCHe MEXaHU3Me KO-
juMa ce oHa tuTH. MHpopmalrona 0e30eIHOCHA KyJITypa KOHTEKCTyalu3yje ce y
NOHALIAKY JbYIH Y OPraHU3aI[MOHOM KOHTEKCTY Kako O 3aIUTHTHJIA HH(pOpMAIUje
Koje opranmzanuja obpaljyje kpo3 momToBame HHPOPMANMMOHUX 0e30eTHOCHHIX
MOJIMTHKA W TPOLEAypa M pasyMeBama Kako Ce 3aXTEBU CIIPOBOJIE HA ONpe3aH U
Na)XJbUB HaYMH yrpal)eHu y peoBHY KOMYHHKAIW]y, CBECHOCT, TPEHHHT M €IyKa-
nuoHe mHMuMjatuBe (da Veiga et al. 2020). Hakne, cipoBohemeM oxnrosapajyhux
nH(pOopMaITMOHNX 0e30eTHOCHUX IOJIMTHKA W TMPOIEeaypa, OCTBapyje ce mHpopMa-
noHa 0e30eqHOCT, a OHE HACTajy aJeKBaTHHM IOHAIAeM 3allOCICHUX Koje ce
0CTBapyje Kpo3 AyropouHy KOMYHHKAIH]y, TPEHHHT, CHCIM(DUIHE BUIOBUME CIy-
Kalrwje W MOoAN3ame CBeCTH 0 0e30eTHOCHO BAKHUM WH()OPMATHUKHM CpPEIACTBHAMA.
Ha Taj HaumH ce ycnocTaBiba nHpoOpMannoHa 0e30eHOCHA KyNTypa Kao JIe0 YKYyII-
He 0e30eHOCHE KYJIType jeHE OpraHu3allyje.
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Aytopu kao mto cy llumepman u Peno, 30or Hapacrajyher tperma cajoep
Hammaja ykasyjy Ja MOXIa IoJia3He OCHOBE HHCY J00pe M Jia MPHUCTYII ,,.90BEK Kao
neo mpobnema” Tpeba na ce HamyCcTH Wid peAedUHHIIC HAa HA4YWMH Ja MOCTaHe
,,dOBEK Kao Jieo pemema’ (Zimmermann and Renaud 2019). lbuxosa aprymenTamnu-
ja JIeKH y ToMe Jla TPEHYTHE aKTHBHOCTH KOje ce CIIPOBOJE IIpeMa JbyarMa Koje ux
UCKJbY4Y]y, TPEHUPA]y, OTpaHHYaBajy U KOHTPOJIHUIILY JOBOJE J0 TOra Jia ¢ OTIIOp
npema monuTHkama Oez0enHocTH yBehaBa. Jlpyrauuju MpHUCTYI CE€ CacTOju y €K-
CHepTU3H, (PIEeKCUOMIHOCTH U yUYeHY U3 MO3UTHBHUX, aJd M HETaTUBHUX NPUMEPA,
r7ie ce MyTeM KOMYHHUKAIMje W capalibe CMamyje OTIOp MpeKa MOoJIUTHKaMa cajoep
0e30exanocTy. OnucaHy NPUCTYI HUjE jOII TECTHPAH Y MPaKCH, lla HeMa MHOTO MH-
(opmarmja o meroBoj e)eKTUBHOCTU U e(pUKACHOCTH, ajlil OH je 3HadajaH jep yKa3y-
je Ha TO Ja JAW3ajH mporpamMa 3a Kpeupame HHpopmarmone 0e30eTHOCHE KyIType
Tpeba na Oyzae TakaB Aa n30erHe Aa HUJbaHa Ipyma Hall KOjoj ce CIPOBOAU MpOrpam
HE CTBOPH jak OTIOp mpema Oe30eqHocHUM nonuthkama. [lomenyTa nmpakca ce Mo-
K€ TYMaunuTH YHEBEHUIIOM J1a HE II0CTOj€ aJeKBaTHA €KCIEePTU3a U3 CBUX MOTPEOHUX
00TacTH y OJJHOCY Ha aKTHUBHOCTH YCMEpPEHHX Ka 3aIl0CJICHHMa, Kao [UJbaHe IpyIie
HaJ KOjOM ce CIIPOBOJM Mporpam, Beh ce mOMEHyTH MpOrpaMu CIIpOBOJE M30JI0Ba-
HO, Tj. HICKJbY4HBO ca 0€30eJHOCHOT U HH(OPMATHUKOT aIllCeKTa.

Jla Ou ce moMeHyTH IpoOJieM MpeBa3uIlao, a UCTOBPEMEHO NMPOrpaMH Koju
Tpeba a yTUdy Ha YCIOCTaBJbale U OJpXKaBame 0e30eHOCHE KyJIType OWiu Iie-
nucxonHu, onxpeheHu aytopu aeduHuIry okBHpe Oez0emHocHe KynType. Poep u
IpyTH cy AeduHUCANH OKBHp 0e30eqHOCHE KyNIType, KOjH je HacTao Kao pe3ylTaT
Haj0O0JBMX TPAKCH W OH MMa 3a IIJb J]a KpeHupa Mmporpame ImyTeM KOjuX Ce yCIocTa-
BJba U OJIpkaBa mHpopManrona 6e30exrocHa kynrypa (Roer 2015, 41-51).

OxBup je opranuzoBat npema [1JII{A MeToau Koja ©Ma 3a IKJb Ja KOHTUHYH-
paHo moboJbIIa pe3ysITaTe U cacToju ce u3 4 nena:

— Mertpuke

— Oprannzanuja
— Teme

— [Inanep

VY neny Metpuke neuHUITY ce IUIBEBH IITa C€ XKEJIH MporpaMumMa noctuhw,
Tj. IITa y Be3W ca 0€30eTHOCHOM KyITYpOM je MoTpeOHo ocTBaputu. OKBUp ycMepa-
Ba aa ce nepununry 2 tuna uusbea (The Roer Group 2014a): nuibeBr opjeHTHCAHN
Ha pe3yJTaT U MJbEBU OpjeHTHCAaHH Ha yuewe. [Ipumepu Mory OuTu:

— IWJb OPjEHTHCAH Ha pe3yaTar - 3a 6 Mecelly opraHu3anuja Tpeda 1a cMamu
Opoj 3axTeBa y Be3H ,,3a00paBJbeHUX JO3UHKK 3a 50%.

— IIUJb OpjeHTHCAH Ha yueme - OHM Koju mpol)y TpeHuHT Tpeba na 6yay CBeCHH
3HA4aja jaKWX JIO3UHKH, J1a TOOH]y UCKYCTBO Y KPEUPamby jaKUX JIO3MHKH U J1a
Hayd4e Kako Ja lbuMa yNpaBJbajy Ha CUTYPaH Ha4MH U J]a MOTY Ja HOofese TO
3Hame.

Jla 61 ce MUIBEBH jacHO AePUHUCATH ITOTPEOHO j& OAPEIUTH TPEHYTHO CTamke,
a 3aTUM OJIPEIUTH KOj€ je TO KEJbEHO CTame. 3aTO j¢ MOTPEOHO CIPOBECTH OATOBa-
pajyha Mepema aa Ou ce yTBpAMIO TpeHYTHO cTame. OBO je HajTeka aKTHBHOCT Y
OBOM TIOCTYIIKY, jep oIl e cBe ocTtaiie 3aBuce. Opexek u [leTpud cy namu aerabaH
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nperiiel MeTo/I1a 3a Meperme 0e30eIHOCHE KyNType U YTBPIUIU Ja BehinHa nmpucTymna
HYJM OTpaHUuEHE pe3yJiTare y MOrjely BaIWAAlUje CKale U Ja Ce CTPOTOCT KOjoM
ce BpenHyjy ckalie nHpopmanuoHe 0e30eTHOCHE KyNType BeoMma pasiuKyje U na
HUjelHa He 3aJI0BOJhaBa CBe KpuTepujyme onemuBama (Orehek and Petric 2020).
OBy 4HEHUILY je MOTPeOHO MOCEOHO MMATH y BUAY IPHUIMKOM CIIpOBOhema mpo-
rpama, jep yKOJIMKO He MEpUMO aJeKBaTHO, Tj. HE KOPHCTUMO UCIIPABHO MEPHU ara-
part He MOYKEMO UMaTH MPaBy CIUKY O TPEHYTHOM, a U JKEJbEHOM CTamy.

VY neny OpraHuzaigja je ca jeiHe cTpaHe MOTPEOHO Jia ce OJPeIu KOjU Jbyau
he ynHKMTH THM KOju fie 1a MIaHupa U BOAU MPOTPaM, a ca Ipyre Ja ce OApeau Koja
je To Tpyna 3amnociieHux koja he moxaharu taj mporpam. TUM Jbyan KOjU BOIH TPO-
rpame Tpebasio OM HajMame 1a UMa KommeTeHIHje u3 cienachux obmactu: 6e30en-
HOCT, KOMYHHKal{ja, KynTypa U TpeHuHr. CaMuM THM TOTpeOHO je na Oyay K-
JbYUEHU 3aIOCICHN W3 OpPTaHW3aIliOHE jeAUHUIE 3a 0e30€THOCT, 3aTHUM 3a MapKe-
TUHT U KOMYHHKAIIKjy, Ka0 ¥ HEKO W3 OpraHU3allMoHe jeIMHUIIE 3a JbYJICKE pecypce
(Roer 2015, 44). Taj TuM je moTpeOHO Aa HAMIPABH TUIAH U OJIPEAN JIUCTY aKTHBHOC-
TH KOju he ce CIIpOBOAUTH HAJl TPYITH 3aI0CICHUX, Tj. 1a Kpenpa KaMIlamby 3a CBaKy
rpyny kopucHuka. CBaky rpyny KOPHUCHUKA je BaXHO NMaXJHbHBO aHAJIM3HPATH U
OIIpeIUTH Kako he ce akTMBHOCTH y TOj TPYIH pealu30BaTH, jep CBaKa OJ HUX je
criennguyHa 3a cede U 3aTO He MOCTOjU YHUBEP3anaH NpUCTYT, Beh Cy CBe aKTHBHO-
cTH moiokHe Moaudukanuju. TakaB mpucTyn omMoryhasa aa ce 3Ha4ajHO CMambu
OTITOP 3aIOCIICHUX Y YCBajalby HOBUX MOJIMTHKA.

VY neny Teme mpBo je MOTpeOHO OAPEAMTH KOje Cy TO 0e30€AHOCHO BaKHE
TeMe WJIM U3a30BH, Koju he Outn oOyxBahenu nporpamom. [lpu Tome, Tpeba nmatu
y BHJIy Z1a OHE MOpajy Ja Oyay y Kopenamnwju ca MIJFEeBUMa KOjH Ce JKeJle MIOCTHNH.
Hexe ox Tema mory OWTH: COLMjaTHU HHXEHwEpUHT, ¢pumuar, BYOD, ynpasiame
mudpama, paJ Ha COLMjaTHUM Mpexama u TA. HakoH Tora je moTpeOHO oapeauTu
aKTUBHOCTHU KOj€ je MOTPeOHO CIPOBECTH, a KOje CY yV Be3W ca 0/ladpaHOM TEMOM.
Hexe on mux mory outn (The Roer Group 2014b): e-yueme, Kypc, IeMOHCTpanyja
YKUBO, BUJICO JIEMOHCTpAI¥ja u T/I.

VY nmeny Ilnanep ce kpeupa OeTJbaH IJIaH KOjU CE CacToju OX: AeuHHCaHUX
[UJbEBA, [IMJbAHUX TPYIA, PA3THYUTHX AKTUBHOCTH U KaJa UX je MOTPEOHO CIpoBec-
TH, a 3aTHM M KaJla U3MEPUTH Hampenak. YmpolrheHa peanu3anyja mporpaMa WH-
(dhopmanmone 6e30eTHOCHE KyIType MOXKe J1a ce crpoBene Tako mro (Kassner n.d.):

— OZIpellu ce THM 3a Kpeupame mporpaMa
— neUHHUITY ce IIMJbEBH Mporpama

— YTBPJIM CE€ TPEHYTHH CTAaTyC (MEpEHE)
— neuHUIIY ce uJbaHe rpyme

— omabepy ce Teme

— MJIAHUPA CE U CIIPOBE/IC TPCHUHT

— MOHOBO CE CIPOBEJIE MEPCHE

— U3BPIIHU CE PeBU3Hja

— MOHOBH CE MOCTYTAK

[ToMeHyTH Ha4MH OcUTypaBa Jla ce AYropodYHO HJe Ka yCIOCTaBJbamy, a 3a-
TUM U OfpKaBamy UH(popManmoHe Oe30enHocHe Kynrype. [IpBo ce cnpoBene mpo-
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rpaM Koju oOpanu jeaHy Temy, HITp. QUIIUHT, HAKOH Tora ce omabepe HOBa Tema,
HIIp. ynpaBJbame mudpaMa, 1 Tako jeJHa o jeJlHa TeMa JO0K ce He o0pajie cBe TeMe
KOjH jefaH mporpam Tpeba na ucnyHu. Jlakie, paau ce o mepMaHEeHTHO] aKTUBHOCTH
KOja “Ma 3a IiJb JIa IPBO Kpeupa, a 3aTuM yBeha u opku nHpopMarmony 6e30e-
HOCHY KYJITYpY, jep I0jaBJbHBakbeM HOBHX MOJAINTETa yrposkaBama 0e30eaHOCTH
WM MEHhambeM HauWHa peanusanuje nocrojehux, GoHa 0e30€IHOCHUX MPETHHU CE
yBehaBa, 1a je moTpeOHO M aJeKBaTHE OAroBope Ha ucre omoryhuru. Ha taj HaunH
ce yTude Ha uJeje, HaBUKe W NMOHAIIamke 3all0CIeHUX Tako Aa oMoryhe ma opranusa-
rja Oyme ocimobohena 6e30€THOCHUX TPETHH.

CnuyaH mocTynak ce MoXe MPUMEHHTH Y JeQHuHuCcamy 0e30eTHOCHUX TpO-
rpama koje Tpeba na yTuuy Ha AeduHHCcamke U onpkaBame HH(popMannone 6e30en-
HOCHE KyJiType Mianux. Takolhe, moctoje oapehene moaudukamuje xoje Ou Tpedano
Jla ce CIIPOBEIY, a OHE Ce OJHOCE Ipe CBEra y MHKOPIOPHPAE POIUTEIhA Y IPO-
rpam, rjae Ou ce yjenHo U JeHuHUCa0 Ie0 aKTHBHOCTH KOje OHH Tpeba Ja CpOBOAY
ca CcBOjoM JterioM n1a O edekTH mporpama owmnu 3amoBosbaBajyhu. [lopen Tora, Tpe-
0ao Ou OpraHU30BaTH IPOTrpaMe y CKIOMY IIKOJA, TJe Y CKIOIy HACTaBHOT IUIaHA
W TIporpama, MJaJ i JbyIu OM CTBOPHJIM MOTpeOHE HABHKE M YCBOJIIIHN KeJbEeHa IMO-
Halllaka Koja Ou MM [TOMOTJIA Y OUyBambhy JIMYHE 0€30¢IHOCTH.

3ak/pyuak

HNudopmarmona 6e30eqHOCHa KyNTypa UMa 3a b Ja 00e30enu TyropodyHe
HaBHKE W TIOHAIIAMka 3aI0CIICHUX Y OJHOCY Ha M3a30BE KOjH J0ja3e U3 cajoep mpoc-
Topa. Benuku neo TMx u3a3oBa HacTaje y ynotpedbu MHTepHEeTa M MOOWIHUX aruiu-
Kalfja Koje 3amocieHl KOPHCTe U TUME cTBapajy MoryhHoct aa nole mo Hapymia-
Bama Oe30emHOCTH camux MH(opMaIrja, HHHOPMATHIKO-KOMYHHKAIIMOHE HH(ppac-
TPYKTYype, a Y HEKUM CIIy4ajeBHMa 4aK U 10 KpeHpama OMAcHOCTH TI0 JbYACKU JKH-
BoT. [lo3HaBajyhu Te nperme, cTBapa ce MOryhHOCT Jla ce Kpo3 OKBUp 0e30eqHOCHE
KyJType, MyTeM KOjer ce Kpeupajy eIyKaTHBHU MPOTpaMH, Kperpa U OApKaBa WH-
dhopmanmona 6e36emHocHa KyaTypa. [1akbHBO OCMUNIJLEHH MPOTpaMu oMoryhasa-
Jy Ma ce mpakca y MocTymamy npemMa pazInduTuM 0e30eJTHOCHUM H3a30BUMa Y KOH-
TUHYUTETY MIPaTH, aHaJH3Upa U MEPH, a 3aTUM JIa c€ CIIPOBOLY OHE aKTHBHOCTH KOje
UMajy 3a IIMJb J]a Kpeupajy U oJpKe Ujeje, HaBUKE U TOHAIIAba 3aroCICHHX JTyro-
POYHO y BE3M ca MIOMECHYTHM H3a30BMMa. Ha Taj HaYMH ce ocHrypapa aa ce OTIop
KOjH 3aloClieHH MMajy y CHpoBohemy Ne@HHUCAHMX MONUTHKA 0e30€JHOCTH yMa-
BH, @ CAMHM THM M 0YyBajy MH(POPMATHYKO-KOMYHHKAIMOHA CPEJCTBA OpraHU3a-
nmje. [Ipe Hero mTo moCcTaHy 3amociaeHH, MIAIH JbY TN Takole MOTY J1a ©Majy MHOTe
npobiemMe Koje HacTajy y ynorpebu MHTepHeTa 1 MOOWIHUX aruTUKaluja, IIe 1moc-
JeIMIE TI0 BbUXOB )KUBOT MOTY 1a Oyay BelHKe. 3aTO je BaKHO Ja C€ POTUTEIBH OJT
HajpaHUjuX JaHa, KaJa BUXOBO JCTE CTYIIN y MHTEPaKIujy Ha MHTepHETY, MOOpHHY
M yCMepe ra Tako Jia YCBOjU HOpME KOje My MOMaxKy Jia 04yBa CBOjy 0e30emHoct. Ha
TOM TyTy 0e30emTHOCHa KyITypa, IUTUTaTHa THCMEHOCT U eqyKaldja pOAuTEsba Cy
KJbYYHU y OCTBapHBamy MOMEHYTHX LWJbEBA. PasymMeBameM U yCBajambeM CIICIH-
¢braHOCTH KOje HOcH VHTEepHET Koje ce orieNiajy Y HBeroBoj HHTEPKOHEKTHBHOCTH,
WHTEPAKTUBHOCTH U aHOHUMHOCTH, oMoryhu he mianoj ocoOu 1a ce 3alITUTH.
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THE INFLUENCE OF SECURITY CHALLENGES IN
THE USE OF THE INTERNET AND MOBILE
APPLICATIONS ON CREATING A SECURITY CULTURE

Summary: The growing number of threats and challenges from cyber-
space, due to the increasing use of the Internet and mobile applications as never
before, requires the implementation of security policies aimed at preserving the
information and communication assets of the company. Security is achieved
through one part of measures that are technical-technological in nature, and the
other part is related to the actions of people in the organization. People are
known to be the weakest link, and security culture aims to act on people by
adopting certain behaviours, building habits and establishing communication in a
way that they can respond to threats from cyberspace. Information security cul-
ture is established and maintained through programs that aim to prepare people
for current and future challenges from cyberspace. One day, young people will
start working, but until that moment, parents, in synergy with school institutions,
should direct them so that they accept certain behaviours and norms. In this way,
the security culture ensures that their security is preserved from the earliest days,
so it is necessary to develop programs at different levels of education that will
enable this.

Keywords: information security culture, security culture framework,
creating a security culture, cyber security, youth safety

Introduction

The exit of the global network of connected computers, the Internet, from
the circle of the scientific and academic community, is associated with the crea-
tion of the World Wide Web (generally accepted Web) and the emergence of the
first search engines, in the early 90s of last century. Since then, the most famous
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global network has experienced a huge expansion. Many services that can be
used through the Internet service model, such as e-mail, searching, viewing, cre-
ating and sharing various content: documents, pictures, videos, etc., then con-
necting with friends and maintaining contacts in the form of social networks,
company, etc. have become an indispensable part of our reality. One of its most
important features is its ubiquity, which allows it to connect anywhere and any-
time. Continuous improvement of Internet access, especially through wireless
networks, with the declining price of sensors and actuators, as well as miniaturi-
zation, and the increasing adoption of the paradigm of cloud computing, leads to
a huge increase in connecting various devices to the World Wide Web - the
Internet of Things. The initial idea of communication between people has been
expanded so that people interact with different “things” and “things” also inter-
act with each other. The GSMA, an association representing the interests of mo-
bile operators, predicts that by the end of 2025, there will be around 25 billion
Internet of things online (Research and Markets 2020). Due to the need for in-
creased scope at the global level, the adoption of version 6 of the IP communica-
tion protocol, which is the core of the Internet, is accelerating.

Almost four decades ago, the first mobile phones with very limited func-
tionalities such as alarm, calculator and calendar, etc. appeared. Over time, the
price of mobile devices decreased, so they were more acceptable to the general
population, which opened the possibility to add new and expand their existing
functionalities. Mobile manufacturers at the time saw the use of the Internet as a
good way to attract customers and offered them WAP, which was actually an
impoverished version of HTTP, a protocol that is crucial for the Web. Due to the
poor user experience, WAP is not widely accepted, so the mass use of the World
Wide Web on mobile devices has prolonged until the advent of smartphones.
Smartphones, as multifunctional devices, have contributed to the reduction of the
market of many devices such as GPS, MP3 players, dictaphones, cameras, etc.
Since their inception with the advent of the iPhone in 2007, users have seen
many benefits, so interaction with smartphones and touch screens has been
quickly embraced. As the mobile app market grew, users used the apps more and
more, and this has made life almost unthinkable for most people today without
using at least some of the mobile apps daily. According to some research, a typi-
cal smartphone user checks their phone about 63 times a day, the average US
user has about 100 applications installed, 87% of users use a smartphone at least
1 hour before bedtime, while 69% use it at least 5 minutes before bedtime, about
7 billion people around the world use mobile phones by the end of 2021, by the
end of 2022 the number of downloaded applications will reach 258 million per
year (Mroczkowska 2021). These allegations show that the amount of interac-
tion achieved through smartphones is huge and that for most users it is an indis-
pensable device. Most mobile phone applications use the Internet in their back-
ground to exchange data with remote servers, whether they are in the cloud or
within the company itself, which shows that the Internet as a platform is an al-
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most indispensable part of the interaction of average users. Network traffic is
additionally intensified with the appearance of relatively new hybrid forms of
applications, such as e.g. Progressive Web Apps, which aim to offer the best of
native and mobile Web applications (Vesi¢ 2016). They aim to improve interac-
tion with end-users and increase device usage.

Cyberspace is a dangerous place where new models of security threats ex-
ist and are constantly being developed, because the way communication proto-
cols and computer networks work, and thus the Internet, allows malicious actors
to violate confidentiality, integrity and availability by knowing the mechanisms
of networks. Bearing in mind that the mentioned threats are not aimed exclu-
sively at violating the security of the information and communication infrastruc-
ture and the information itself, but can also be dangerous to human life, the
greatest attention should be paid to their prevention from the level of individuals
and organizations to the state level (Bjelajac and Vesi¢ 2020). In that sense,
measures of technical and technological nature that need to be implemented are
defined and are most often part of the defined policies of the organization. How-
ever, the weakest link in that chain consists of employees, ie. persons who by
their behaviour do not consciously or unconsciously respect the prescribed secu-
rity policies and thus enable malicious individuals and organizations to exploit
the vulnerabilities of various information systems. Security culture aims to re-
duce the security threats of employees in the organization to the information
systems of the organization and it is implemented by defining a series of meas-
ures. These include raising awareness through training and various forms of edu-
cation, as well as conducting specific communication with the team of employ-
ees in charge of information security. By knowing the threats that can occur
from cyberspace, it is possible to identify potential threats, define measures that
employees should respect, work on their development and thus ensure the raising
of safety culture to the required level so that these threats are reduced to an ac-
ceptable level.

Nowadays, children and young people are increasingly using the Internet
and various mobile applications from the earliest days. So, one part of their life,
and before they start their working life, is marked by interaction in the digital
world. There are many dangers they can face in that world, and the most famous
are Internet paedophilia, digital violence and Internet addiction. It is then neces-
sary for parents, together with programs designed in primary and secondary
schools, to influence them to adopt appropriate behaviours and habits related to
safety culture in the digital world.

Security challenges in the use of the Internet and mobile applications

Permanent progress in the development of information technologies, to-
gether with the possibilities of realization of new and more efficient business
models with the increasing integration of various digital services leads to the
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increasing use of the Internet. The mentioned trend leads to an increase in threats
from cyberspace, where, in addition to the old ways of endangering security,
new modalities also appear. We will now list some attacks and threats that are
directed at or related to employees who are expected to respond adequately and
prevent danger.

In the first place, there is certainly phishing, as a digital form of social en-
gineering that uses fake e-mails that have an authentic look in which information
is requested from users or are directed to a fake website that requires informa-
tion. (Stallings 2018, 124). This information is most often the user name and
password for access and credit card number, and sometimes the money itself.
The email appears to have been sent from a source important to the end-user,
which aims to persuade him to open his attachment, which contains a certain
malicious program or to click and open the URL of a fake website from a
browser (The European Union Agency for Cybersecurity 2020a). A more ad-
vanced variant of this attack is spear-phishing in which the target to which the
email is forwarded is very well researched by the attacker who sends a well-
constructed message so that the target cannot doubt its authenticity. It is most
commonly used in the domain of business and as an attachment may contain
malicious programs disguised in the form of fake invoices, business documents
or some other content that are the subject of business and that are expected by
the recipient (Stallings and Brown 2018, 232).

One of the very common scams that use spear-phishing is Business Email
Compromise, abbreviated BEC. This form of fraud has been identified by the
FBI as the most common form of financial fraud via the Internet, which has
various forms, and the most common are (FBI n.d.):

— the vendor with whom the company does business forwards the invoice
with the updated address of the recipient

— the CEO of the company asks his assistant to buy gift cards to send as a re-
ward to employees, where he asks for serial numbers so he can forward
them immediately by email

— the buyer of the property received a message from his agency with instruc-
tions on how to pay his deposit

According to the IC3 centre, in the period from 2016 to 2019, the financial
resources supplied by BEC fraud amounted to about 26 billion dollars (IC3
2019). In 2003, the Anti-Phishing Working Group, abbreviated APWG, was
established, which includes over 1700 companies worldwide, where the most
prominent members of the company are engaged in the production of antivirus
software and prevention of cyber threats such as Kaspersky Lab, BitDefender,
Symantec McAfee, etc. Each year, APWG publishes a report on trends and dam-
age caused by phishing attacks. The conclusion of that report is (APWG 2021):

— the number of phishing attacks doubles each year
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— BEC scams are increasingly costing victims, where in the last quarter of
2020 there was an increase of an average of $ 75,000 compared to the previ-
ous quarter in which the average was $ 48,000

— the most common victims of phishing are financial institutions, webmail
and sites that work on the Software as a service model

The large scale of this type of attack, especially during the COVID-19
pandemic, is also indicated by the European Cyber Security Agency, ENISA, in
a report from January 2019 to April 2020, according to which (The European
Union Agency for Cybersecurity 2020a):

— an increase of 667% in phishing attacks during one month during the
COVID-19 pandemic

—42.8% of all malicious attachments in emails are Microsoft Office docu-
ments

—30% of phishing messages are delivered on Mondays

—32.5% of all emails contain the word payment in their subject line

There is also another form of this attack called Whaling Attack or CEO
fraud in which an employee is forwarded an email that looks like it was from
some important manager e.g. CEO or Chief Financial Officer. This type of attack
requires significant preparation of the attacker, where he most often explores
potential connections and relationships through social networks and then creates
such an email so that the recipient can trust him. In this sense, this attack re-
quires an added dimension of social engineering where because the employee
does not want to reject the request of someone he perceives as an important per-
son in the company (kaspersky 2019). From all the above, it can be concluded
that special attention needs to be paid to the prevention of phishing attacks, es-
pecially because it can be an introduction to another type of attack. Also, one
should keep in mind its great variability and therefore as a user, it is necessary to
be more and more careful.

There are a large number of malicious programs, the so-called malware
that damages a company's IT infrastructure. There can be various viruses, tro-
jans, worms and others that have existed for years, and the forms of some of
them change with the advancement of technology. One of the most interesting
and very common are extortion software, the so-called ransomware. They are a
form of malicious software that allows a hacker to deny access to information of
importance to an individual or company in a certain way and to in turn require a
certain amount of money, in some form, to remove that prohibition (Brewer
2016). Some more modern forms of this attack encrypt the files of the victims of
the attack, which become inaccessible until they pay the ransom, where after the
ransom the attackers decrypt those files. According to the European Cyber Secu-
rity Agency's report for 2020, extortion software has become very popular in
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attacks on state institutions, companies and individuals, where (The European
Union Agency for Cybersecurity 2020b):

— the estimated redemption value is $ 10.1 billion during 2019, and the paid
redemption in the U.S. in 2018 was $ 3.3 billion

— compared to 2018 there was an increase of 365% in 2019 attacks detected
in the business domain

— more than 66% of health care organizations had experience with this type of
attack during 2019

—45% of organizations paid the ransom during 2019

According to the Verizon report for 2020, extortion software accounts for
27% of the total malicious software that produced the incidents (Verizon 2020).
It should be noted that encryption and decryption techniques are part of cryptog-
raphy, the science of protecting data, to make the data unreadable to any attacker
who might intercept the message. The same concepts are also used in extortion
software, so in the current context they belong to cryptovirology, which deals
with the study of cryptographic algorithms to create malicious software. Also, in
practice, sometimes there is a problem that even after the paid redemption, the
decryption of files is not done, ie. the system does not return to its previous state,
but the attacker just takes the money. Money is most often distributed through
cryptocurrencies, such as bitcoin, to cover up traces of attackers. What can be
stated is that even after paying the ransom, the target cannot be sure that the sys-
tem has been restored to its previous state and that some other problems will not
occur very quickly. For these reasons, backup is a very important activity, which
many companies have not adopted to date as a practice. If an unwanted event
occurs, and there is no backup, it can produce major problems for the business,
and even until its termination.

To make employees in companies more productive, as well as to stimulate
their satisfaction and comfort at work, with the possibility of reducing the cost of
purchasing separate equipment, some companies choose to allow users to bring
their devices to work and use applications through them and company data itself.
The mentioned concept is called Bring your own device, abbreviated BYOD and
in practice, it is realized by employees bringing their laptops, tablets and/or mo-
bile phones to work. With this concept, the users of the device already have cer-
tain knowledge and are familiar with the use of the device and applications on it,
so the line between time spent at work and free time is fading, and employees
themselves spend more time doing work. Statistical reports for 2020 confirm the
above facts and indicate a significant increase in this trend in the world
(Georgiev 2021):

— 67% of employees use personal devices at work
— the application of the BYOD concept creates an additional $ 350 each year
per employee
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— an employee who brings his device works on average 2 hours more

— 87% of a business depends on the ability of its employees to access busi-
ness mobile applications from their smartphone

—69% of IT decision-makers in the US say BYOD is a good thing

— the size of the BYOD market is expected to grow to $ 366.95 billion by
2022

—59% of organizations adopted BYOD

BYOD has become very popular for educational purposes and many pri-
mary and secondary schools as well as colleges have adopted its use and adapted
to it. Some of the basic benefits that schools see from them are: improved com-
munication and collaboration, reduced costs, absolute control over the device,
sharing information is easy, helping students access additional information and
promoting learning on the go (Soni 2017). One of the important features in the
use of the BYOD concept in educational institutions is that in addition to reduc-
ing costs where it is necessary to provide a device for each student, students can
use their time outside school to learn through their devices, as opposed to using
devices in laboratories and who work only as much as the lab does (Afreen
2014). Like most concepts that have their good sides, there are bad ones, and
with BYOD these are badly related to security risks and privacy risks which can
be: technical risks, then the absence of security policy, lack of security control,
lack of awareness of security and lack of privacy (Alotaibi and Almagwashi
2018). Technical risks include: malicious software, phishing, social engineering,
hacking, spoofing and network attack, as well as loss or theft of the device itself.
Theft, loss or sale of the device itself can cause a problem if the company's data
or documents have not been removed, which can be used to construct an attack.
Other risks are related to defining appropriate security policies, as well as raising
the awareness of the employees themselves.

In addition to BYOD, one of the problems that can occur when using mo-
bile applications is the so-called data leakage. End-users can use applications
that have not been tested and give them certain rights to be able to use various
data. This data can be copied to servers, where various users, even the malicious
ones, can use it.

When using mobile devices, phishing attacks can also occur, and one is
specialized for that type of device because it uses SMS messages and is called
Smishing. As with the classic phishing attack, the user receives a message from
someone who pretends to be a bank, state or some other institution and asks for
their personal data, account number, etc.

It has been noticed that there are some messages related to the COVID-19
pandemic, where people want to act to carry out activities that benefit malicious
users. Researchers have noticed that several fake COVID-19 Websites display
maps of people infected with the Coronavirus, where attackers direct users to
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visit those sites and leave data, posing as government institutions. Also, what has
been noticed is that mobile users are being targeted.

It should also be said that certain Websites deceive users by selling them
various drugs in the fight against the coronavirus, as well as tests, and they are
very active on social networks such as Facebook, where they offer it to users
(Waggoner and Markowitz 2021; Bannister 2021).

In addition to the above, there are several scams offered through chat ap-
plications, such as Viber and WhatsApp, where users receive messages about
incredible discounts for the purchase of items (O’Brien 2020; Singha 2021).
This type of social engineering takes various forms and is highly variable, so end
users need to develop an awareness of it.

The importance of youth safety culture on the Internet

In the use of the Internet and mobile applications, in addition to violating
the security of ICT infrastructure and the security of information itself, there is
part of threats to human life, especially for those age limits that have the least
opportunity to protect themselves, namely children and youth. As the availability
of devices and Internet access increases over time, so does the limit at which
children begin their interaction in the digital world. Young parents perform
many roles today, in an accelerated world, where the amount and flow of infor-
mation exchanged daily is constantly growing, as well as the number of respon-
sibilities they have. As a result, they cannot devote enough time to their child on
the one hand, while on the other they try to perform their parental role to the best
of their ability and thus do not want their child to miss any modern content on
offer, to keep up with their generation. In this way, they very often facilitate
children's interaction with the digital world, without even thinking about the
dangers that exist in that world. Initially, these are certain multimedia audio or
video content, then video games, and slowly new possibilities are discovered,
such as interaction through social networks and through messaging applications
(chat), as well as the possibility to attend certain curricula via network, etc. All
these different types of interaction in children create the feeling that the Internet
is a good and fun place, and later as they grow up and become young people that
the digital world is an integral part of their reality. So in a way, the system model
itself and the modelled interactions become a replacement or extension, in whole
or in part, for the system and the interactions within it. The changed relations
between the real world and its model are not without consequences, because
there are not a small number of accidents, where even some of them are fatal.
This is manifested in the example of several lost lives of young people using the
TikTok social network ([Iepuxomwuh 2021). Another part of the problem that the
border between the real and digital world brings is that certain anomalies and
deviant behaviours are transferred from the real to the digital world and there
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take on new dimensions, shapes and a new intensity of manifestation, and have
the same consequences as in the real world. Some of them are: Internet paedo-
philia, digital violence and Internet addiction. Bjelajac and Filipovi¢ explain the
specificity of the observed phenomena and their effect on human behaviour in
both the real and virtual world through the interaction of two triangles, where the
first triangle consists of the Internet, digital devices and digital content, and the
second consists of interconnectivity, interactivity and anonymity (bjenajan and
@unmunosuh 2021). Thus, the specifics of the use of the Internet between larger
groups of users, who do not have to show their true identity, with enhanced in-
teraction gives a large space for the described phenomena to be realized. It can
be expected that it will grow in the coming period with the growing trend of the
realized Internet traffic, which should worry all people, but also encourage them
to find mechanisms in their prevention. Safety culture, digital literacy and raising
awareness among parents that they must act on children to preserve their per-
sonal protection on the Internet are measures that should be part of preschool and
school programs, as well as special forms of education of parents themselves.

The authors state that Internet paedophilia is a specific type of computer
crime because paedophiles are increasingly wandering electronic networks and
looking for victims, pliable and gullible children. The Internet has become a new
playground accessible to paedophiles, where children are permanently exposed
to inappropriate sexual content and disturbing and hostile messages. Modern
criminological and victimological research has fundamentally changed the ap-
pearance of sexual abuse of children. Child-centred sexual offences often occur,
are under-researched, difficult to control, and are rarely mentally immoral. After
surviving victimization, the consequences for most children are severe and long-
lasting (bjemajary and @unmunosuh 2020). From the aspect of cybersecurity and
protection of computer networks, a certain parallel can be made between social
engineering and Internet paedophilia, in terms of the preparatory actions that the
predator carries out towards the target. In paedophilia, one can notice a much
more intensive effort not only in researching the target but also in preparing a
plan of activities related to it and maintaining a connection with it through vari-
ous forms of manipulation.

Digital violence refers to such use of technology that causes shame, calls
on others to commit violence and harassment, and causes psychological harm
(Von Solms and Van Niekerk 2013). It manifests itself in the form of peer vio-
lence where a harassed child or young person is threatened by sending messages,
shameful photos are published and the person is subjected to ridicule. Besides,
data from private life can be published, and even content related to a person can
be uploaded on pornographic sites. Such actions can put a young person in uni-
maginable danger by directing predators towards them.

Bjelajac and Filipovi¢ point out that Internet addiction can be seen through
how much the daily functioning of individuals changes to exposure to certain
digital content. The intensity of this type of addiction can be compared to nico-
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tine, alcohol or gambling addictions, and can be especially expressed in the form
of loss of control when deprived of digital content (Bjelajac and Filipovic¢
2020). Young people are especially susceptible, and it manifests itself: very fre-
quent checks of status on social networks, liking people they think are gurus in
an area that interests them, corresponding with other users, playing online
games, etc. All of these activities can have long-term consequences for their
health.

The actuality of the problem

Security challenges are growing worldwide with the increase in traffic on
the global network from year to year, and this was further emphasized during the
COVID-19 pandemic where the trend of cyber attacks and fraud to which indi-
viduals, organizations and even states are exposed is growing.

Several attacks have been directed at healthcare facilities around the
world, where many patients' records have been stolen. On the example of Elara
Caring, a health care institution that provides home care to patients in the United
States in December 2020, data was stolen for over 100,000 patients, and it is
suspected that their names, date of birth, address, telephone number, bank infor-
mation count, health insurance number, driver's license number (HIPAA Journal
2021). The investigation is ongoing, and for now, what is known is that 2 em-
ployees received phishing emails from a certain account. Another case that has
caused a great deal of attention in the community is the theft of data in a series of
cyberattacks between 2018 and 2019 on a large mental health clinic in Helsinki,
where even data from individual therapeutic sessions were stolen (Kleinman
2020). The clinic was blackmailed with payments in bitcoins worth about $
530,000, and besides, individuals were blackmailed for personal data from 200
to 500 EUR, also in bitcoins. A similar example of extortion appeared at the
world-famous company Foxconn, where about 1,200 servers were infected with
ransomware, and a cybercriminal group demanded a ransom worth about 1,800
bitcoins, which at the time amounted to about $ 33 million (Riley 2020). A simi-
lar experience was experienced by Barnes & Noble, one of the largest bookstores
in the world, where their Nook service was compromised (Osborne 2020). Mon-
roe College in New York was also the target of a ransomware attack, where
hackers demanded $ 2 million from the college for a buyout in bitcoins
(McKenzie 2019). One of the scams on mobile phones and the WhatsApp ap-
plication is that on the eve of Women's Day, messages arrive about the many
prizes that can be won, and the contacts are presented as Amazon or Adidas
(Smith 2021).

The situation in Serbia does not differ much from the situation in the rest
of the world. On April 7 and 8, 2021, a large number of users in Serbia received
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an email, where cybercriminals introduced themselves as PE Post of Serbia and
where users were told that the package was not delivered to them, because no
customs duties were paid and that they had to pay a certain amount (JIT ITomrra
Cpbuje 2021; Nacionalni CERT Republike Srbije 2021). The mentioned
phishing attack was covered by the media, and the company itself distanced it-
self from it and indicated the misuse of the symbols of the Post of Serbia. In
March 2020, the information system of the city administration of Novi Sad in
PUC Informatika was attacked (Blic 2020). The servers of the mentioned com-
pany were infected with ransomware and the attackers asked for 50 bitcoins, the
amount of which was around 400,000 EUR at that time, to restore the system to
its previous state. The attack was first launched through phishing, where the ran-
somware PwndLocker was then installed and encrypted the contents of many
computers on the network and made them unusable.

A similar attack took place in the region, in Croatia, where in February
2020 part of the IS of the Croatian oil company INA was blocked for some time,
so that bills could not be issued, there were problems with loyalty cards and
payment of gas bills (Bubanja 2020).

All these cases indicate that it is necessary to carry out activities to raise
awareness of end-users as well as to raise the level of their digital literacy and
define clear policy security to protect the IT infrastructure. This is done through
a security culture.

Information security culture

According to Bjelajac and Jovanovic, security culture includes security ac-
tivities that express readiness to act and behave following the acquired knowl-
edge and skills, as well as by accepted values (bjenajar and JoBanosuh 2013).
It is realized by recognizing dangers, reacting to them by avoiding dangers,
eliminating dangers or referring to those subjects who will react professionally
and preserve endangered values. Security culture consists of 3 main elements:
technology, policy (rules) and users, who interact in a way that people influence
the way technology is used, and the development of technologies creates new
policies (Milovanovi¢ and Radovanovi¢ 2015). What needs to be paid attention
to is that the security culture is established over a long period of time and cannot
be “overnight”, but it is a permanently well-designed action, subject to change
because society, people and their relationships, science, technology and even
security threats change over time.

All organizations need to define policies that on the one hand protect the
IT infrastructure, and also those others that direct users not to jeopardize the
existing security mechanisms by which it protects. Information security culture
is contextualized in the behaviour of people in the organizational context to pro-
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tect the information that the organization processes through compliance with
information security policies and procedures and understanding how require-
ments are implemented carefully and embedded in regular communication,
awareness, training and educational initiatives (da Veiga et al. 2020). Therefore,
by implementing appropriate information security policies and procedures, in-
formation security is achieved, and they are created by adequate behaviour of
employees, which is achieved through long-term communication, training, spe-
cific types of education and raising awareness of security-relevant information
tools. In this way, an information security culture is established as part of the
overall security culture of an organization.

Authors such as Zimmermann and Renaud, due to the growing trend of
cyberattacks, suggest that the starting points may not be good and that the “man
as part of the problem” approach should be abandoned or redefined to become
“man as part of the solution” (Zimmermann and Renaud 2019). Their argument
lies in the fact that the current activities carried out towards people who exclude
them, train them, limit them and control them lead to an increase in resistance to
security policies. A different approach consists of expertise, flexibility and learn-
ing from positive and negative examples, where resistance to cybersecurity poli-
cies is reduced through communication and cooperation. The described approach
has not been tested in practice, so there is not much information about its effec-
tiveness and efficiency, but it is important because it indicates that the design of
programs for creating information security culture should be such as to avoid
strong resistance to security policies of the target group over which the program
is implemented. The mentioned practice can be explained by the fact that there is
no adequate expertise in all necessary areas concerning activities aimed at em-
ployees as a target group over which the program is implemented, but the men-
tioned programs are implemented in isolation, ie. exclusively from the security
and information aspect.

To overcome the mentioned problem, and at the same time the programs
that should influence the establishment and maintenance of security culture were
expedient, certain authors define the framework of security culture. Roer and
others have defined a security culture framework, which has emerged as a result
of best practices and aims to create programs through which an information se-
curity culture is established and maintained (Roer 2015, 41-51).

The framework is organized according to the PDCA method, which aims
to continuously improve the results, and consists of 4 parts:

— Metrics

— Organization
— Topics

— Planner

The Metrics part defines the goals of what the programs want to achieve,
ie. what needs to be achieved with the security culture. The framework aims to
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define 2 types of goals (The Roer Group 2014a): result-oriented goals and learn-
ing-oriented goals. Examples can be:
— result-oriented goal - In 6 months, the organization should reduce the num-
ber of requests regarding “forgotten passwords” by 50%.
— learning-oriented goal - Those who are trained should be aware of the im-
portance of strong passwords, gain experience in creating strong passwords
and learn how to manage them securely and be able to share that knowledge.

To clearly define the goals, it is necessary to determine the current state,
and then determine which is the desired state. Therefore, it is necessary to carry
out appropriate measurements to determine the current situation. This is the most
difficult activity in this procedure because everything else depends on it. Orehek
and Petri¢ gave a detailed overview of security culture measurement methods
and found that most approaches offer limited results in terms of scale validation
and that the rigour with which information security culture scales are evaluated
varies widely and that none meet all evaluation criteria (Orehek and Petric
2020). This fact needs to be especially kept in mind when implementing the pro-
gram, because if we do not measure adequately, ie. we do not use the measuring
device correctly, we cannot have a true picture of the current and desired state.

In the Organization part, on the one hand, it is necessary to determine
which people will make up the team that will plan and lead the program, and on
the other hand, to determine which group of employees will attend the program.
The team of people leading the programs should have at least competencies in
the following areas: safety, communication, culture and training. Therefore, it is
necessary to include employees from the organizational unit for security, then
for marketing and communication, as well as someone from the organizational
unit for human resources (Roer 2015, 44). That team needs to make a plan and
determine the list of activities that will be carried out on a group of employees,
ie. to create a campaign for each user group. It is important to carefully analyze
each group of users and determine how the activities in that group will be real-
ized because each of them is specific to itself and therefore there is no universal
approach, but all activities are subject to modification. Such an approach makes
it possible to significantly reduce employee resistance in adopting new policies.

In the Topics section, it is first necessary to determine which security-
important topics or challenges will be covered by the program. In doing so, it
should be borne in mind that they must be correlated with the goals to be
achieved. Some of the topics can be social engineering, phishing, BYOD, code
management, work on social networks, etc. After that, it is necessary to deter-
mine the activities that need to be carried out, which are related to the selected
topic. Some of them may be (The Roer Group 2014b) e-learning, course, live
demonstration, video demonstration, etc.

In the Planner section, a detailed plan is created, which consists of defined
goals, target groups, various activities and when they need to be implemented,
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and then when to measure progress. Simplified implementation of information
security culture programs can be realized in this way (Kassner n.d.):

— create a team which will create the program
— define program goals

— determine the current status (measurement)
— define target groups

— choose topics

— plan and conduct training

— perform measurement again

— conduct revision

— repeat procedure

In this way, it is ensured that in the long run, we move towards the estab-
lishment and then the maintenance of information security culture. First, a pro-
gram is implemented that deals with one topic, e.g. phishing, then a new topic is
selected, e.g. password management, and so on one topic at a time until all the
topics that a program needs to fulfil are covered. Therefore, it is a permanent
activity that aims to first create, and then increase and maintain information se-
curity culture, because, with the emergence of new modalities of security threats
or changing the way of realization of existing ones, the fund of security threats
increases, so adequate responses to them need to be available. In this way, it
influences the ideas, habits and behaviour of employees to enable the organiza-
tion to be free from security threats.

A similar procedure can be applied in defining security programs that
should influence the definition and maintenance of the information security cul-
ture of young people. Also, certain modifications should be implemented, and
they relate primarily to the incorporation of parents into the program, where it
would also define part of the activities that they should carry out with their chil-
dren for the effects of the program to be satisfactory. Also, programs should be
organized within schools, whereas part of the curriculum, young people would
create the necessary habits and adopt desired behaviours that would help them
maintain personal safety.

Conclusion

Information security culture aims to provide long-term habits and behav-
iours of employees concerning the challenges that come from cyberspace. Many
of these challenges arise from the use of the Internet and mobile applications
used by employees, thus creating opportunities to disrupt the security of the in-
formation itself, information and communication infrastructure, and in some
cases even the creation of dangers to human life. Knowing these threats, it is
possible to create and maintain an information security culture through the
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framework of security culture, through which educational programs are created.
Carefully designed programs enable the practice of dealing with various security
challenges to be continuously monitored, analyzed and measured, and then to
implement those activities that aim to create and maintain the ideas, habits and
behaviours of employees in the long run about these challenges. This ensures
that the resistance that employees have in the implementation of defined security
policies reduce, and thus preserve the ICT assets of the organization. Before
becoming employed, young people can also have many problems with the use of
the Internet and mobile applications, where the consequences for their lives can
be great. That is why parents need to take care of and guide them from the earli-
est days when their child interacts on the Internet so that they adopt norms that
help them maintain their safety. Along the way, safety culture, digital literacy
and parental education are key to achieving these goals. By understanding and
adopting the specifics of the Internet, which are reflected in its interconnectivity,
interactivity and anonymity, will enable a young person to protect himself.
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