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YIIPAB/BAIBE HHTEPHETOM -
KOMITAPATUBHA NEPCIIEKTUBA:
PYCUJA U CJEJUILEHE AMEPUYKE JPKABE"™

Caxerak: MHTEpHET je TIPOCTOp KOjU, HACYNPOT MPBOOUTHHUM 3ajlarambuMa,
HUje ycreo na u3zderne perynauujy. [lutame Ja au ce unmeprnem mooice KOMmMpou-
camu? 3aMEmEHO je THTameM Ha Koju Hauun ce ynpaséma uHmepHemom?, jep je
MoryhHoCT KOHTpOJNIe ogaBHO moTBpheHa. HacympoT monmynapHOM MUILBEHY 11a ce
MEXaHU3MHUMa KOHTPOJIE, I1a U OHUM PECTPUKTUBHUM, KOPUCTE CaMO ayTOpUTapHU
pPEeKUMH, U THOepaIHe 3eMJbe UMajy UcTe MOTYhHOCTH KOHTpOJIE U YecTO UX, Majaa
codbucTuIpanuje, mpuMemnyjy. LIpsb oBOT pana je 1a ce KoMIaparyjoM YIIpaBibamba
WHTEepHETOM y Pycuju, Kao TpeACTaBHUIN ayTOpUTApHHUX pexknma, U CjeanmbeHnM
AwmepuukuMm JlpxxaBama, Kao PENpe3eHTY JHOEpaTHOr CHCTEMa, OATOBOPH HA WC-
TpaXuBa4yKko NUTame: Koje cy pasiuxe y ynpaemarby uHmepHemom usmely aymo-
PUMAPHUX U TUOEPATHUX pexrcuma?

Kibyune peum: ympaBibame mHTepHeTOM, CjemmmeHe Amepuuke Jlpxase,
Pycwuja, perynaruja, ciio6oa Ha HHTEpHETY

YBoa

3a MHTEpHET MPOCTOp C€ y HEroBOM 3a4eTKy CMaTpajo Ja je Hemperienas,
MOHOJIUTHU TIPOCTOp, ociobolen of crera npxasa. Ha ayToHOMHjU MHTEpHETa O
Ma KaKBHX €KCTEpHHX PETyJaTopa Hajlpe Cy MHCHCTHPAIN HeTOBU TBOPILH — WH-
KEHEPH U UHTEPHET JKUTEJbU — MPBOOUTHN KOPUCHUIIM; BEPOBAIIU CY Ja Cy CTBOPH-
JIU TIPOCTOp KOju he OWTH Kako (PM3WYKH TaKO U CYIITHHCKU OJIBOjE€H OJ CTBApHOT
ceera (Bymh m Mutposuh 2016). ¥V ckiamy ca TakBOM BU3HjOM, 32 jeAMHH HAYWH
ypehuBama oiHOCa y TOM BUPTYEIHOM MPOCTOPY NMPU3HAT je MEXaHU3aM CaMOpery-
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Janyje — mpaBuiia Koja OM yCHoCTaBJball HEroBH KOPHCHHIM. BepoBame y 1BojHE
UICHTHTETE, O]l KOjUX JAPYTH HE TpHUNaga QU3MYKOM CBETY, CTOTa HE MOJIJIekKE HU
HBErOBUM MpaBUIIMMa, OWia je OCHOBa TakBor mpuctymna. OBaj, Morio 6u ce pehw,
YTOIUCTUYKH TIOTJIeA Ha MHTEpHET Huje nyro Tpajao (Goldsmith and Wu 2006;
Palfrey 2010). Huje mpornmuro MHOTO BpeMeHa JOK MPHUBATHE KOMIIAHH]¢ HUCY YBH-
Jiesie KOMEpIjallHy MCIUIATHBOCT TIOCJIOBamka Ha HHTepHEeTYy. Ca cBe OpiKUM YMHO-
JKaBameM IPHUBAaTHUX aKTepa, OJl KOjUX CYy C€ HEKU OJ HHX HCKPUCTAIHCAIH Kao
TEXHOJIOIIKH TUTAHTH — TOCHOAAPH OHJIajH-CBETA, MPBOOUTHH MMITYJIC 3aCHOBAH Ha
JIOMMHAHTHO] camoperyJaiuju 0uo je cBe cinaduju, a yuemrhe ApXaBa U HaTHAIHO-
HAJTHUX TeJa y yIpaBibaky MOCTajajo je CBE BUJJbHBHjE U HHTCH3UBHU]E.

Hexonuko je pasmora Koju Cy JOBENH IO ,,Mellama’ ApKaBa y yHpaBJbame
WHTEPHETOM; jellaH O] HhHX je HaBeleH — KOMepIHjaau3aliija HHTepHeTa Koja je o1
OBOT OKpY’KeHa HalpaBwiia OM3HUC MPOCTOP, YHjE j€ aKTUBHOCTH OMIIO HEOITXOHO
perymucaTH, oHNajH kKao u oduiajH. Jpyru pasior jecte cBe MHTEH3MBHH]ja I10jaBa
IITETHOT CaJipiKaja, KOjH je MOCTao JOCTYIaH CBUMa Ca HHTEPHET KOHEKIIN]OM; OBJIe
ce TIpe CBera MHUCIH Ha TopHorpadcku canpkaj. Tpehu pasiior, HUMamo Mame Ba-
JKaH O MPETXOJHUX, jeCTe TO ITO Cy U caMme JAprKaBe yBUEIe MOh oBOT HOBOT Me-
IjymMa, Koju he BpeMeHOM ocTBapuBaTH cBe BehM yTWIaj Ha JPYIITBEHO-
MOJIMTUYKH KUBOT IpaljaHa/MHTEPHET KOPHCHUKA.

Jlanac je Beh ounrienHo Ja y yrpaBibalkby WHTEPHETOM YUECTBY]Y MPUBATHH
aKTepu — KOMITaHHje KOje IOCITyjy Ha MHTEPHETY, Ap)KaBe W HaIHAIMOHAIHA Tella
(Mutposuh u O6pagosuh 2020). tbuxosa capanma je Hy:kHa. MexaHU3MHMa CaMoO-
perynaiyje MpuBaTHEe KOMIIAHHje PETyIHUINY CBOje aKTUBHOCTH, MPEI0YaBajy mnpaBa
1 o0aBe3e KOPUCHHUITUMA, U CeOM TI0CTaBJhajy MPUHIIAIIE U cTaHmapnae. Perymarop-
HUM M KOPETYJIATOPHHM aKTHBHOCTHMA JIP’KaBe M HAJHALMOHAIIHA TeJla TOCTaBIbajy
3aKOHCKE OKBHpE YHYTap KOjUX OHJIajH-aKTHBHOCTH MOTY Jia ce oaurpajy (Mutpo-
Buh 2020).

Jayame ynore npxase y yrnpaBibakby HHTEPHET IPOCTOPOM IIPUMETHO je& KaKo
y TuOepaHUM TaKo M Y ayTOpUTapHHUM JpkaBama. L{usb oBor paaa je ma kommnapa-
II1jOM yTpaBibalba HHTEPHETOM y Pycuju, kao mpeacTaBHULIM ayTOPUTAPHHUX PEKH-
Mma, 1 Cjenumenum AmepuukuM Jlp:xkaBama, Kao JHOEpaTHOM CHCTEMY, OATOBOPHU
Ha MHCTPaXXUBa4yKo nutame: Koje cy pasuuke y ynpasnary uHmepHemom usmeny
aymopumapHux u aubepaitux pesxcuma?

Kako 0m ce oAroBopmiio Ha MOCTABJBEHO MCTPAKUBAYKO NMUTAKE Y pairy ce
MPETEKHO KOPHCTH UCTPAKUBAKE O CI000IM Ha MHTEPHETY opranuzanuje Opumom
xayc (2018) (enrn. Freedom House), OMHOCHO WHTEpIIpETaIlija BUXOBHUX pe3yJITaTa.
HctpaxxuBauu oBe HEBIAIUHE OpraHU3alHje KOpUCcTehn ce HCTOM METOJO0IOTHjOM,
NpUMeBYje ceT HACHTU(PHUKATOPA, Kao IITO CY: Hpenpexe 3a NPUCmyn uHmepHemy,
02paHuuasarke caopiicaja u nospede npasa KOPUCHUKA, N aHATTN3NPA]y peryliaTopHe
OKBHIpE PasIMIUTHX 3eMajba, KOjH Ce OAHOCE Ha ypeheme OHJIajH-aKTUBHOCTH, HITY-
cTpyjyhu Hajaze eMnupujom'.

! leramny MeTomomnorujy u Hamase Opugom xayca (2018) Buzery Ha
https://freedomhouse.org/report/freedom-net/2018/rise-digital-authoritarianism nocnearwu
npuctyn 03. janyap 2021. roxuse.
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Ynpasbame nutepaerom: CAJl u Pycuja

[Ipu amamusm ogroca CA/Jl m Pycuje mpema mHTEpHET ciio0omaMa y HajoTIII-
THjeM CMHCIY, OIHOCHO, IbUXOBUX HaYMHA YIpaBJbathba MHTEPHETOM, MOJAa3H CE O]
npeTnocTaBke aa he ogHOC KakaB Cy OBe JIBE 3eMJbe HMaJIe TpeMa TPAJAULMOHAITHOM
MEJIMjCKOM CHCTEeMy YMHOTOME YTHIIATH M Ha OJHOC IIpeMa HOBOM MH(pOPMAIMOHO-
KOMYHHKAIIHOHOM OKpY’K€IY, Ha uely ca nutepHeroM. OIHOCHO, 1a he y nmpeTexHo
nOepaTHOM CUCTEMY OJHOC IpeMa UHTEPHETY OMTH TUOEpaIHUju, HCTOBPEMEHO Aa
he ce y ayropuTapHUM paKUMHMa €TaTUCTUYKU OJHOC MpeMa TPaIHIHOHATHOM
MEJIMjCKOM CHCTEMY OJPa3uTH U Ha KOMYHHKAIlUjy Ha UHTEpPHETY. MeljyTum, Kako
0u ce nzberia XJaJHOPATOBCKA MOJIeNIa Ha THOepaliHe U ayTOPUTApHE CUCTEME, IIHJb
KOMIIapanuje 1Ba ogadpaHa cUCTEMa jeCTe U yKa3HBambe Ha CIMYHOCTH Y yNpaBiba-
Y HHTEPHETOM, KopHIThemeM CIMYHAX MeXaHW3aMa KOHTPOJIe U Hax3opa. YTpas-
Jbame MHTEPHETOM 00yXBaTa IIMPOK CIIEKTap aKTUBHOCTH, a Ja Ou ce m3bermia mpe-
OTIIIUPHOCT UCTPAKHUBAUKOT TIOIyXBaTa C10000A U3PANCABAFA U HAO30D HAO elleK-
MPOHCKOM KoMyHuKayujom, 6uhe nBa mocMarpaHa maeHTH(dHUKaTopa 3a omapeheme
HauMHa Ha KOjH ce ofadpaHe ABeE JApiKaBe OMXOJe IMpeMa UHTEpHET ciobonama, of-
HOCHO HauMHA Ha KOjU lUMa yIpaBibajy.

Cjenumene Amepuuke JlpxaBe Hajuemhe ce oxpel)yjy xao nuOepanHu cuc-
TeM y HajonmTujeM cmuchy. Kana je peu o MequjckoM cuctemy, rmpeMa Kiacuguka-
muju Xanmmaa 1 Marhuanja (Hallin and Mancini 2004), Cjenumene Amepuuke Jp-
JKaBe OJpakaBajy YNpaBo JHOEpalHU MOJEN MEIHMjCKOT cHCTeMa. AMepuka je
,»,OUUTIICTHO HAJYUCTHjU TpuUMep JubepanHor Monena. [...] Jiubepanne 3emibe cy,
Mo AepUHUIM]H, OHE y KOjiMa je IPYIITBEHA yiioTa IpKaBe PeTaTUBHO OTpaHWYCHA,
a yJiora Tp>KUIITa ¥ TMPUBATHOT CEKTOPA PENIATUBHO BENHMKA”, all, KaKo UCTUIY Xa-
nuH U Manhunn, “ynora apxkase He Moxke aa ce urHopuire” (Hallin and Mancini
2004, 228), npemaa je oHa 3HaTHO ciabuja Hero y apyruM Moxennma. Kana je ped o
yIpaBibalby WHTEPHETOM M OJAHOCY IpeMa MHTEpHET ciiobonama, Moxke ce mohu of
npeTnocTaBke Aa he m3pasuTo JMOepadHu MOJEN yIpaBibamka TpPaaWIHOHATHUM
MH()OPMAITOHO-KOMYHHUKAIIMOHUM CHCTEMOM MMAaTH YTHIAj U Ha OHJajH-cdepy, Te
na he AMepuka 1 y 0JHOCY IIpeMa HHTEpHET KOMYHUKAIMji UMAaTH JOMHHATHO JIH-
OepanHu CTaB.

VY cknany ca nubepaiHoM ycMepeHolnhy, ynpaBibatkbe nHTepHeToM y CAJ|
MPETEKHO Ce OJ[BHja KPO3 CaMOpETyJalnjy — OMHOCHO MPUBATHU CEKTOP MMa JOMH-
HAaHTHY TO3ULHUjJY y KpeHpamy IOJUTHKE YIpaBJbakba WHTEPHETOM y OIHOCY HA
jaBHU CEKTOp, JIOK BJIaja pearyje oHJa Kaja je TO HEONMXOIHO, Ha TpUMep, Kaja je
NoTpeOHO peryiucatu caiapikaj Koju je ommTenpuxBaheH kao mrteraH; mehyTum,
kako he OMTH MpHUKa3aHO Jajbe y paxy — JAp’KaBa WHTEPBEHMIIE W Ha HAYUH KOJU
9YeCTO JOBOJM M IO KpIIemka IpaBa MHTEPHET KOpHCHHKA. OBakaB BHUJ JeNIOBAbA
JpKaBe HajBUJBHBHjHU je Y 00JIaCTH HAA30pa EIEKTPOHCKE KOMYHHKAIIH]E.

JlubGepanna mpupona HMHTEPHETa, KapaKTEPUCTHYHA TPE CBETa 3a IHETOB
3a4eTaK, YMHOTOME je MOCJIe/INIIa HEeroBOr HacTajama Ha Ty AMmepuke. Morio Ou
ce pehn ma je: ,mMcame WCTOpHje WHTEPHETA, HA MHOTO HAYWHA CIIMYHO ITHCABKBY
ucropuje amepuuke mpexe” (Wagner 2016, 66). Mako HU Ka0 aMepHUYKH MPOU3BOJ
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HUje n30erao perynaiyjy, MHTepHET CYIITHHCKH TeXHU ociiobaljamy o1l CBakor BUAa
KOHTPOJIHUX CTera, Ia ce MOKe IMPETHOCTaBHTH Jia he y MecTy meroBor pohema
OWTH HajOIMKU OCTBAPEHY TE TEKIHE.

Ca npyre cTpaHe, IpETIOCTaBJba ce J1a he UCTOpHjaT pa3Boja MEIUjCKOT CHUC-
Tema y Pycuju, Te ofHOC ApkaBe mpemMa MEAHjCKUM cliobojamMa UMaTh JOMHHAHTAH
YTHUIIA] ¥ Ha B-EH OJHOC ITpeMa KOMYHHUKAITAjU Ha HHTEPHETY U MHTEPHET CII0001aMa
yomre. Kakas je Mmeaujcku cuctem Pycuje nanac? [la nu je Oy 3amaJHAM MO-
JIeIIMa ¥ Jia JIM Ta MOKEMO CBPCTAaTH Y HEKH OJI THIIOBA Koje HyJe XaauH u MaH-
hunu (2004)?* YipaBo oBuM nutameM OaBuia ce Enena Bapranosa (Elena Varta-
nova y Hallin and Mancini 2012) y paay koju je €0 300pHUKa pajioBa KOjU CYy ype-
mwi Xanud u Manhunu [Hopeherve medujckux cucmema uzsan 3anadnoz ceema
(eurn. Comparing media systems beyond the Western world).

BapranoBa cmatpa n1a je Pycuja 3emMsba KOHTpaAUKTOPHOCTH, a /1a je TAKBOM
ypehemy momnpuHENa BeHa Ayra W HCLpIHA TpaH3ULMOHa ucropuja. Hamme, nok
neBenectux roguna 20. BeKa HUje ylUia y NOCJIeA’Y TPAH3HIINjy Ka Trubepann3aiu-
JU ¥ ycTIocTaBJbamby 3alalHOT MOJIeNa IEMOKpaTHje, Pycuja je y mocnenma aBa Beka
uMaja BUIIEe TPaH3MLUOHUX IEPHOAA: OJ arpapHOr IpyIITBa y paHoM 19. Beky, ka
HEyjeTHAaYeHOM pacTy KaluTallu3Ma y JIpyroj MOJOBHHH 19. Beka, Te Ka KpPaTKOT-
pajHOj BHILIECTpaHAYKOj AeMokpaTthju (oktobap, 1917. romuue), u Ka couujanuc-
TUYKOj PEBOJIYLIMjU U YCIOCTaB/bakby KoMyHHCTHUKE apTHje, HAKOH 4yera Cy ycie-
JJie TOJHE €KOHOMCKE peLecHje M MOJUTHYKE IPOoNaraHiae, ITo je pe3yaTHpao
pacnagom CCCP u Ha kpajy 1o TpaHchopmalyje mo MoAeTy 3arnaJHuX JTHOepaHuX
JIeMOKpaTHja neBeaectux roguna (Vartanova 2012, 119 — 120).

JIpylITBeHO-TIONUTHYKA TpaHchopMmalrja IeBeICCETUX MOoApasyMeBana je u
TpaHnchopManmjy MEAHjCKOT cuctema Pycuje, koju je, ciemehm Mojen 3amagHuX
JIEMOKpaTHja, Tpebayio Jla YKHHE IIEH3ypy, 0jaya Meaujcke ciioboe, Te Aa Uie MmyT
npodeCHOHANM3AIMje W TpUBaTU3allUje, U OTPaHUYM YJOTYy JApkaBe. MehyTum,
BapraHoBa cmarpa aa je oBakBa MyTama TpaHchopMaluje Ouia yriaBHOM PETo-
pHUKa, T€ Ja je TaKO 3aMacKHpajia CIOXKEHOCT MOCTCOBjETCKHUX JAPYIITaBa KOja HUCY
Owmsa cripeMHa Jia Ha aJICKBaTaH HAYWMH MPEKONMUPAjy 3amaJHUA MOJCI, HUTH Ja Ta
MPUIArofie CONMCTBeHUM moTpebama: ,,Ctora ce TpaHcpopMalija MOCTCOBjJETCKUX
MEIUjCKUX CHCTEMa HE MOXKE O0jaCHHUTH Kao JIMHEApHO M YHHBEP3AIHO KpETamhe
nmpeéMa MMarnHapHoOM W HEKPHUTUYKHU CXBaheHOM nJacaJIHOM 3allaIHOM MeI[I/IjCKOM
moxeny” (Vartanova 2012, 121).

Menujcku cucteM Pycuje octao je mon jakiuM yTuliajeM Ap:kaBe cBe A0 JaHac:
»» [ PAIMIIMOHAIHN TATePHATUCTUYKY KapaKTep OJHOCA MeAWja W Jp)KaBe y KOjeM
MEJIMjH jOIl YBUjEK WrpPajy yJIOry HEBHHOT U TOCIYIIHOT JETETa OCTaje CPeAHIIBU
neo pyckor cuctema” (Vartanova 2012, 142). Jaky6osuu u Cykocn (Jakubowicz and
Siikosd 2008) cmatpajy ma cy MOCTCOBjeTCKE 3eMJbe HajONINXKe MEAUTSPAHCKOM TH-
my XanmvHa 1 ManhuHWja ¥ Ty UM mpoHaia3e ,,MecTo Ha Mamu”’. MehyTum, Bapra-
HOBa UCTHYE OJHOC JIpKaBe W MEHja Kao KJbYUHY KapaKTEpPUCTHKY KOjOM CE pyCKH

? Tlopen nubGepanHor cucteMa, Xanun 1 ManhiHM HABOJE jOIII [1BA: IEMOKPATCKO-KOPIIOPATHUBHI,
KapaKTepHUCTUYaH 32 3eMJbE CpelIibe U 3amajHe EBpore, 1 MequTepaHCK CHCTEM, KOjU MPENo3Hajy KOJ
3emasba 0ko Meaurepana (Hallin and Mancini 2004).
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MEJINjCKU CHCTEM Pa3HKyje O MEAUTEPAHCKOT, OAHOCHO TOJIAPU30BAaHOI CHCTEMA!
,,PYCKH MEIHjU Pa3IMKyjy C€ O] Iera y je[HOj KJby4HO] TUMEH3H]H, a TO j& OJITHOC
IpXaBe U MeAWja, YKJbydyjyhu ynory ap:kaBe U Ap)KaBHUX arcHIja y oONNKOBame
MEIMjCKUX CTPYKTypa, TMOJUTHKEe W HOBHHApCcKe mpakce” (Vartanova 2012, 142).
Haume, ayTopka ucTude Aa je yiora IpKaBe y IIOCTCOBjETCKHM 3e€MJbaMa KJbY4Ha,
Te Jla HUje WCTOBETHA YJIO3U Jp’KaBe y MEAMTEPAHCKHM CHCTEMHMa — JIp)KaBa je
YKJby4YeHa y CBaKy MOPY MeAUjCKOT cucTteMa Pycuje, oHa HUje camMo 3HauyajaH aKkTep
Beh Mormo 6u ce pehu u neHTpaHN.

Kaxko ce onma MOXke OpeIuTH MeIujcku cucteM Pycuje? BapranoBa cmarpa
Ja PyCKH MOJEN NeNUMHYHO Tpey3uMa JHOepaHi OKBHUDP, Y CMHCITY OTBOPEHOT
TPKHUIITA, KOj€ CE MPEBACXOHO OJHOCH Ha KOMEPIIMjalIHy TIOTPAXKILY, 3aHEMapY]y-
hu npymTBeHe nmoTpede u moTpaxkmy. Ca Ipyre cTpaHe, OrpoMHaA yyora JpKaBe U
HETperio3HaBamke Mearja Kao cTyba AeMoKpaTrje mpuOImKaBa pycKd MOIET MEIH-
TEpaHCKOM, I1a WTaK, HUjellaH OJ OBa JiBa Mojesia He Ou Morao Ja oO0yXBaTH KOH-
TPAIUKTOPE KapaKTepUCTUKE PycKor Mojena. 36or tora BapraHoBa pycku Mojen
HA3UBA eMamuCmudKko KOMEPYUjanu308an MOOENL — MPAHCUUHO OPjeHMUCar Mooel
y KOjeM JAprKaBa U Jajbe MMa TOMHUHAHTHY yJIOTY W 3Ha4aj (Vartanova 2012, 142).

[Mpu ananm3u omHoca Pycuje npema uHTEpHET cliobo1ama, y OBOM pany mojia-
31 ce O] Te3¢ 3aCHOBaHE Ha aHATU3U BapTaHoBe, M MPETHOCTaBIba Ja Cy pycka Oyp-
Ha TPaH3MLHOHA MCTOPH]ja, aJld U HUKAJa UCKOPEHEH €TaTH3aM IJIaBHH Y3POK Hbe-
HOT' OJJHOCA NIpeMa MHTEPHETY JaHac. Y MPHJIOT OBOj TE€3U FOBOPH M M3BELITA] Opra-
Huzanuje Opunom xayc o uHTepHeT ciobonama 2018. rogune, xoju Pycujy cBpcTa-
Ba y pen HeclioOOmHUX 3eMaba, ca 67 ox 100 HeraruBHux moena (M3Bemraj opra-
amanuje Opungom xayc, Pycuja, 2018). HeraTuBHM TOSHN Y W3BENITAjy AOICIHEHU
Cy TPEeTeXHO 300T PECTPUKTHBHUX 3aKOHA KOjuMa ce ypeljyje MHTepHET MmpocTop,
HeJleTalHOT IIeH3ypucama U OJoKupama BeO caapikaja W HapyllaBamkba OCHOBHUX
IpaBa UHTEPHET KOPHCHHUKA, ILITO j€ y CarjlaCHOCTH ca MPETIIOCTaBKoOM 1a he jaka
yJiora JpkaBe MMaTH JTOMWHAHTHH YTHIAj Ha ofHOC PycHje mpema MHTEpHET CIo-
6oxama.

Ca apyre crpane, CAJl, mpema usBemTajy ®pugom xayca (2018), cnanajy y
pen c1o00AHUX 3eMalba, Kaja je 0 cinoboau Ha WHTEepHeTY ped, ca 22 ox 100 Hera-
TUBHHUX HoeHa. Hamme, kpuTtruke y OBOM jeny u3BeliTaja ymyheHe cy Ha padyH u
JlaJbe BHCOKHUX II€HAa MHTEPHET MakeTa y mnopeljemy ca 3emMibaMa Koje UMajy HUCTH
HHUBO NIEHETpaLuje HHTEPHETA, KAa0 U Ha YMICHHUILY Ja je CTapHjuM AMepUKaHIHMa
Y OHMMa KOjU KHBE Yy PYPAIHUM CpelruHaMa MPUCTYI U YIOTPeOJbHMBOCT HHTEPHETA
JIenmuMUYHO orpaHndeH. Kazia je ped o orpaHnuaBamy MOBE3MBamkba Ha HHTEPHET, Y
N3BemTajy ce HaBoAW 1a AMEpPUKAHIIM TOTOBO Ja HEMajy MpoOjeM ca peCTPUKIIN-
jama Bnajie KojuMa Ou ce KOPUCHHIIMMA YCKPATHO TPHUCTYII CaipKajy HAa HHTEPHETY.
Taxohe, ,,Cjenumene [pxaBe mmajy OpojHE Tauyke MOBE3MBama, IITO OW TOTOBO
oHeMoTryhHiio UCKJbYUHMBamE I1eje 3eMJbe ca mHTepHeTa” (M3Bemraj opranmsaiyje
®punom xayc, 2018).

Kana je peu o perynaropHuM TelmMma, HE MOCTOjU TEJO KOje Peryiuiie WH-
TepHEeT y AMepurtn. @enepanna komucHja 3a komyaukanuje (PKK) 3amgyxkena je 3a
OpojHa MUTama MOBE3eHA ca MHTEPHETOM, Meh)yTHUM, yKHAame HET HEeyTPaTHOCTH,
neremOpa 2017. rogune, cmammio je MmoryhHoct ®KK na ympaBika nurtamuma y
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Be3u ca uHTepHeToM (M3BemrTaj opranuzanuje @punom xayc 2018). Ca gpyre crpa-
HE, OJHOC TIpeMa MHTePHET KOMYHHKAINjU Vv Pycrju Hajupenn3Huje ce MOKe HIICH-
TU(PHUKOBATH YIPABO HA HUBOY PEryJalyje, OJHOCHO Tejla U 3aKOHa KOjiMa ce yIpa-
BJba MHTEPHETOM. PerynmaTopHO Telno HaaJeXHO 3a MHOTOOpOjHE 3aKOHE KOjuMa ce
perynuiie uHTepHET y Pycuju je Pockomuanzop (pyc. Pockomuadsop), OJHOCHO
Oenepanna cinyx0a 3a HaA30p KOMYHHUKalMje, MH()OpPMAIMOHUX TEXHOJOTHja U
MacoBHUX Menuja (pyc. @edepanvras cayicba no Hao3opy 6 cepe césa3u, ungop-
MAYUOHHBIX MEXHOL02UN U MACCO8bIX KOMMYHUKayull). PockoMHaI30p je 3acimykaH
3a yCcBajarkbe MHOTOOPOjHUX CIIOPHHUX 3aKOHA KOjUMa Ce€ PETYJIHIIE WHTEPHET KOMY-
HuKalyja, Mel)y kojuma cy 3akoH o Ojorepuma, 3aKOH O JIOKaJIHM3allMjH [T01aTaKa, |,
HajKOHTpPBEP3HUjU Mely BUMa, CeT aHTUTEPOPUCTHIYKUX aMaHaMaHa ycBojeH 2016.
ToIWHE, TIO3HAT 1O/ Ha3uBOM JapoBaja 3akoH (eHTn. Yarovaya law) (U3Bemiraj op-
ranuzanuje @punom xayc 2018).

Cnobooa usparcasarwa na unmepuemy: CAJ/l u Pycuja

OuekuBaHO je Ja TPUCTYN CIIO0OIM HW3pakaBamka Ha WUHTEPHETY Oyne Ha-
jounriieTHUja pa3nuka u3Mely 3emasba koje ce mopene. Hamme, [lpBu amannmaH je
OHO IIITO aMEPHYKH MEIUjCKH CHCTEM HAjBHUINE Pa3INKyje OJ CBPOICKHX, aad U
ocTamx cucreMa. XanuH 1 ManhuHM mojammaBajy 1a JOK €BPOIICKH MIPUCTYII CIIO-
0071 U3pakaBama MOIPa3yMeBa YPaBHOTEIKEHOCT Ca OCTAIMM MPaBUMa, Kao IITO je
MpaBo Ha MPUBATHOCT, 3AIITHTY JOCTOjaHCTBA M CIIMYHO, Y AMEPHIIU CE OBOM IIPaBy
MPUCTyIa TOTOBO allCOXYTHCTHYKHU, U y CKJIay ca TaKBUM IMPHUCTYIOM ce ciobona
M3pakaBarmka TPETHpa Kao HajBHINW MPUHITAIT ocTBapema aemMokparuje (Hallin and
Mancini 2004, 229). [Ipsum amanaMaHoM clI000HO HU3paxkaBame je jour 1791, ro-
JIMHE TIOCTABJbEHO Ha MHUjeICCTA:

,,JKOHIpec He MOXe Ja JTOHOCH HHUKAKaB 3aKOH O YCTAHOBJCHY JIPIKABHE pe-
JIUTH]e, Ka0 HU 3aKOH KOjH 3a0pamyje CJI000JHO UCIIOBEIamkhe BEPEe, & HU 3aKOH KOjU
orpaHuuara ci000/1y roBopa WM INTaMIIe WIH MPaBO HApoJa Ha MHPHE 300poBe U
Ha yrmyhuBame TIeTHITH]e BIIaau 3a uctpaBibame HenpaBan~ (YcraB CAJl, AManmaH
1).

OuekuBaHO, IPaBO Ha TOTOBO ATICOIYTHO OCTBapUBamkE CI000/1E U3paKaBamba
y TPaguITnOHAIIHO] chepr OApa3miio ce W Ha oHiajH-cdepy. HajzHauajuuju morahaj
Yy TOM KOHTEKCTY OJHOCH ce Ha 1997. roauny, kana je Bpxosuu cyn y ciaydajy Reno
vs American Liberty Civic Union’ moTBpAMO a ¥ OHJIAjH-CI000/1a U3paKaBamba
yKUBa HajBUIIN HUBO YCTaBHE 3aITHTE, OJHOCHO na je 3amTuhena [Ipeum amanz-
MaHOM.

VY Besu ca THM, KaJia je ped 0 oepaHuuasary caopiicaja Koja obu Moria yTHIla-
TH Ha CI00OJHO M3pakaBame Ha UHTEpHETY y M3BeiTajy ce HaBoau: ,,I eHepaiHo,
Biaga CAJl He mprUMOpaBa HHTEPHET CEPBUC MPOBAjACPE UM XOCTOBE caapikaja Ja
Onoxupajy win Guatpupajy caapikaj Ha mpexxu” (M3Bemraj opranuzanuje Opunom
xayc 2018). MehyTum, 3aK0H KOjUM ce mpelBula yKIamame ITETHOT caapkaja Ha
MpexH, ycBojeH Maprta 2018. rogune, KpUTHKOBaH je 300r moBehama 0rOBOPHOCTH
WHTEPHET CEpBHUCA 3a WJICTAJIHM caapxkaj. Ped je o 3akoHYy KOju ce OJHOCH Ha

} lleraspuje o ciydajy Bumern ma: https:/supreme.justia.com/cases/federal/us mocnenmu mpucrym
02. mapra 2019. ronune.
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CIpeYaBame CEKCYyaTHOT UCKOpHUIhaBama U TPrOBUHE JbYIMMa OHJIAjH, O3HATHjer
ka0 CECTA/®OCTA®. IIpema 0BOM 3aKOHY, JIETAJIHY OJATOBOPHOCT MMajy HHTEPHET
CEePBHCH KOjH: ,,JIPOMOBUIIY HJIH OJAKIIajy IPOCTUTYIH]Y MET WM BUIIE 0c00a, W
[...] mocTynajy HenmpoMHUIUBEHO 3aHeMapHBajyhu MoHaIIamke Koje JOIPHHOCH CEK-
cyannoj tprosunn” (U3Bemraj opranmzauuje @pumom xayc 2018). o ycBajama
OBOT 3aKOHA, IpeMa 3aKOHY O MPHUCTOjHOj KOMYHHUKAIMjH, TAKBH UHTEPHET CEPBUCU
HHUCY OWJIM 3aKOHCKH OATOBOPHH 3a CaApKaj YKOJIHMKO HHCY OOaBEeIITEHH Ja ce€ OH
HaJla3u Ha BUXOBOM cepBepy. OBakaB BHJ MOOMITPaBama OATOBOPHOCTH OBOJAU 10
MPEBEHTHUBHOT YKJIamama cajpxkaja, ITO BOIU ayTOLEH3YPH U OJjpakaBa ce Ha CIIo-
0oxy u3pakaBama OHJIAjH, CMaTpajy KpUTUYApH OBOT 3aKoHa. U 3amcra, y u3BemTa-
jy opranmzanuje OpumoM xayc HaBoje ce IPUMEPH ayTOLEH3Ype, KOjH Cy HACTYITU-
nu yOp30 HakoH ycBajama POCTA.

Konrpec je ycBajameM OBOT 3aKOHA LIEH3YpHUCAO MHTEPHET, cMaTpa XapMOH
(Harmon 2018), u nogaje na yhyTknBame WHTEpHET KOPUCHUKA HE YMHH HHTEPHET
curypHujuM MectoM. Ca Jipyre cTpaHe, ycBajarmh¢ OBOT 3aKOHA JIOBOJU Y INHUTAmE
ynad 230 3akoHa O MPHUCTOJHOCTH y KOMYHHKAlMjH, a OH je, KaKo Ceé HaBOIU Ha
ctpanuty Electronic Frontier Foundation: ,,Haj3Ha4ajHUjU aKT KOjU 3aKOHCKH IIITH-
TH cnoboxy ToBopa Ha mHTepHeTY . Hamme, y wiany 230 HaBoau ce Ja HHjeIaH
MpOBajliep HUTH KOpUCHUK Hehe OuTH oAroBopaH 3a MHPOpMaIHje, TO jecT 3a calup-
Kaj Koju 00e30elyje Hekn Apyru npoBajaep nHpopmanyja.

Hako cy ce MHTepHET JMOepTapHjaHIM WUCIPBA MPOTUBWIN 3aKOHY O TpHC-
TOJHOCTH KOMYHHUKaIHje, lberoB wiad 230 mocraje 0CHOBA 3a OJI0paHy HHTEPHETA OJ1
1eH3ype. Ympaeo 300r oBora je HoBoycBojeHH 3akoH @OCTA TOIHMKO KPUTHKOBAH
— OH OTBapa IpOCTOp 3a ayTOLEHTYPY, 300T cTpaxa ox npaBHUX caHkuuja. DOCTA
je, Moro Ou ce pehu, aTUIMYaH 3aKOH 3a THOEpaTHHU MPHUCTYIT HHTEPHETY U CI000-
IV M3pakaBama OHJIAjH, Koje AMepuKa ciaBu. 300T Tora je W BpelaH MoMeHa, Kao
npuMep NMpoMeHe Kypca, Ka ,,He-aMepU4KoM™’ MOoHMMamy OrpaHHvaBama ciodoje
u3paxkaBara Ha HHTEPHETY.

Ca npyre cTpaHe, pETKH CY CIIy4ajeBH KPUBUYHOT TOMEHA OHJIAjH-aKTHBHCTA,
MIPBEHCTBEHO 300T 3amTUTe KOjy MM mpyka [IpBu amanaman. CirydajeBH KOjHU CY Y
nepuoiy mnucama l3BemrTaja NPUBYKIH MaXmky JaBHOCTH jecy mpuBoheme
Kpucrodepa danujenca (Christopher Daniels)® 360r HaBOAHOT MO3UBamba Ha HACH-
Jbe Hanm monmmujoM myTeM (DejcOyka u mpuBoheme HOBHMHApa, MaHyena DBypaHa
(Manuel Duran)’ 360or u3BermraBama 0 MpoTecTy murpanara. O6e ontyxoe cy oj-
OaueHe HaKOH caciymama (M3BemTaj opranusaiuje @pumom xayc 2018).

* ITyn masus 3axona: ,,Allow States and Victims to Fight Online Sex Trafficking Act of 2017”, mo3mar
je xao - SESTA/FOSTA.

> Electronic Frontier Foundation. CDA 230. The Most Important Law Protecting Internet Speech.
[Mocnenwu npuctyn 02. mapra 2019. ronune https://www.eff.org/issues/cda230

% Bume o ciyuajy: Martin de Bourmont. (January 30, 2018). Is a Court Case in Texas the First Prosecu-
tion of a ‘Black Identity Extremist’?. Foreign Policy. ITocnenmu npuctyn 02. mapta 2019. roause.
https://foreignpolicy.com-a-court-case-in-texas-the-first-prosecution-of-a-black-identity-
extremist

7 Bume o ciyuajy: US Press Freedom Tracker. (April 5, 2018). Journalist Manuel Duran, arrested
while covering immigration protest, could be deported by ICE. Tlocneamwu npuctyn 02. mapra 2019.
roaune. https://pressfreedomtracker.us/all-incidents/journalist-manuel-duran-arrested
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Kana je peu o cnoboau m3pakaBama Ha MHTepHETY Y Pycuju, pycke Biactu
MMajy IMHPOKO JUCKPEIIMOHO MPaBo Ha OJIOKHpamke BeO canpikaja. Kako je HaBeneHO
y UzBemirajy, y nepuoay ox 2012. mo 2013. roaune amanaManuma je, mopen Poc-
KOMHA/130pa, YBEIEHO jOIll HEKOIWKO areHnuja — KaHiemapuja riaBHOT TY>KHOIIA,
ODenepanHa cayk0a 3a HAA30p HAJ MIpaBUMa MMOTpoIada u J00poduT byau (Pocno-
mpebuad3op) — Koje nMajy opnamhemna 3a OJloKkpuame Bed CTpaHHLa U caapkaja 0e3
cyACKor Hayora. Ped je o campkajuMa Koju Cy IPEMo3HaTH Kao Jedja mopHorpadu-
ja, uHpopMalnHje y Be3H ca caMOyOHCTBOM, JpOraMa, KpIICHE ayTOPCKUX ITpaBa,
aJi U 0 Calipkajy KOjH je MPENo3HaT Kao eKCTPEMUCTHYKH, WIH Kao MO3UB Ha HEllo-
3BOJBCHU jaBHH cKym win akuujy (M3Bemraj opranmzanuje @pumom xayc 2018).
CIopHoO je TO IITO OBE areHIuje YecTo He Aajy jacHa oljalmerma 300T yera cy Heke
canpikaje OJOKMpaH, MITO MOTBphyje W MIUPOKO MeHUHHUCAHE MPOTUB3AKOHUTHX
cazpkaja Koje ce MOXKE JIaKO 3JI0YMOTPEOUTH O]l CTpaHe BIAJWHUX arcHiuja. Ha
OBOM MECTY MOYXE C€ YOUHTHU CIMYHOCT ¥ 00a cucrema. HamMe, yKOJIHMKO ce KpUTH-
K¢ aMepHYKHX 3aKOHa KOjuMa ce WMHAyKyje ayTtoreHsypa (Ha mpumep @OCTA),
MOHOBO Pa3MOTpe, CYIITHHA je ciuyHa. Pasnmka je y Tome mro y Pycuju To aupek-
THO W OTOJbEHO YWHE BJIAIMHE arcHIHje 3aIy’KeHE 3a (GUITpHpame M OJIOKHpPAme
caapxaja (yensypa), noxk y CAJl 3akoH mpuMopaBa IpoBajAepe Jla TO CaMH YHHE
Kako Ou n30eriu caHkumje (aymoyeH3ypa).

3aHuMIBHBO je 1a je Pycuja, mo yrieny Ha Hemauku NetzDG®, anpuna 2018.
TOJIMHE YCBOjWJIa 3aKOH O CIIPEeYaBamy LIMPEHa JaXHUX BECTH. 3aKOHOM ce Mpea-
Buha 1a BeO cTpaHmlle, yKJbyuyjyhu u apymreene Mpexe ca Buie ox 100.000 gue-
BHHX ITOCETa, YKJIIOHE cajpikaje ca HeTauHUM WHpopmalijama y poky on 24 carta.
VYKOIUKO TO HE y4WHE MOTy Ja ce cyoue ca kazHoMm ox 800.000 momapa. Takohe,
uctoBeTHo NetzDG mponucy, W PyCKW 3aKOH TpeaBuba Ja OHJIAJH TEXHOJIOIIKE
KOMITaHHj€ UMEHY]Y TIPaBHO JIHIle Ha TepuTopuju Pycuje koje he 6utn oaroBopHO 3a
cnpoBoleme 3akoHa (M3BemTaj opranuzanuje ®pugom xayc 2018).

Kommpame Hemaukor 3akoHa y Pycuju Moxke ce MpOTyMadlTH U Kao CBOjeBp-
caH mapajzokc. Pemoprepn 0e3 rpaHuUIla Tako cMaTpajy Ia je PeCTPUKTUBHU 3aKOH
jeIHe IEMOKpaTCKe 3eMJbe MOCIYKHUO Kao ONpaBIame 3a 3aKOH KojuM he ce IeH3y-
pucaTH calpkaj y HeIEMOKPAaTCKAM 3eMJbama: ,,PycKu 3aKoH moka3syje Ja Kajaa Bo-
nehe meMokpaTHje OCMUIIIBaBajy APAKOHCKE 3aKOHE, OHE PEIPECHBHUM PEKUMUMA
najy uzneje” (Reporters Without Boders 2017). CauuHO KpUTHKaMa HEMadke
CTpy4HE jaBHOCTH, KpUTHKe yryheHe pyckoj Bep3uju NetzDG omHOCe ce Ha pUTOpO-
3He Ka3HEHe Mepe, KOje MOTY BOIWTH ayTOIeH3ypH, T€ Ha HejacHO neduHucame
HauMHa Ha KOjU ce yTBphyje HETauHOCT calpiKaja, ¥ ¢ THM y BE3H HIHPOKE MOTyhHO-
CTH 3JI0yTI0Tpebe.

Hao3op nao enrexmponckom komynuxauujom: CA/ u Pycuja

Kapna je ped o Hag3opy W HapyllaBamky NMPUBATHOCTH KOPUCHUKA HHTEPHETA Y
AMepu1y, IPOTEKINX TOAWHA YCBOjEHH CY 3aKOHM KOjU MOTY HEraTHBHO Ja YTHUY

8 NetzDG, mosnar u xao ,3axon o dejcbyxy* (meM. Netzdurchsetzunggeselz) je KOHTPOBEP3HH 3aKOH
ycBojeH 2017. ropune, KojuM cy npensul)eHe eHOpMHE HOBYAHE Ka3HE 3a APYIUTBEHE MpExXe Koje y
POKy ox1 24 cata, y U3y3e€THHUM CIIy4ajeBUMA JIO CElaM JaHa, He YKJIOHE CaJpikaj IPHjaBJbeH Kao rOBOP
Mpxibe. [IpenBubarbe OBaKBUX CaHKIMja JOBOAU 10 ayTOLCH3YpE, CMATPajy KpUTHYApH 3aKOHA.
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Ha MpaBa KOpUCHHKA. HanMe, KOpUCHUYKY MToaly aMepudkux rpahana 3amruhenn
cy uinanoM 5 3akona o denepanHoj TproBuHckoj komucuju (Federal Trade Commis-
sion Act — FTCA, Section 5), xojuM ce 3a0pamyje oOMaHa KOPUCHUKA Y TOTJCIY
Kopuithema HBUXOBUX MojaTaka. Takohe, wian 222 3akoHa O TEIEKOMYHHKAIlHja
(Telecommunications Act Section 222) mponucyje aa TEICKOMYHHUKAITMOHH OIlepa-
TepH HE CMejy /1a AeJie TOAaTKe KOPUCHNUKA 0e3 ’hHXO0BE CarjlaCHOCTH.

Peapupmucame onespka 702, ynme ce 3aKOHOM O HaA30py Y MHOCTPAHCTBY
(Foreign Intelligence Surveillance Act — FISA) omoryhaBa Ham30p U cakyIbame
Mmetanogaraka rpahana CAJ] no 2024. roguHe, jenaH je o akara, KOjuMa ce JOBOAH
y MUTake 3alITUTa NoJaTaka KopucHUKa U nokpehe murame Ham3opa. Takohe, AKT
0 MOjallkelky 3aKOHUTOT Kopuiihema nojnataka y unoctpanctBy (Clarifying Lawful
Overseas Use of Data Act — CLOUD), ycBojeH mapta 2018, npommpyje opnamhemne
[PaBOCYIHUM OpPTraHuMa, Kaja je ped O MPUCTYIy HOoAaluMa WHTEPHET KOPHCHUKA
(M3Bemraj opranuszanuje @pugom xayc 2018).

YommteHo, Haa30p U orpaHnvaBame npuBaTHocTH rpahana CAJ] oOyxsahe-
HU cy IlaTpHOTCKMM akTOM, 3aKOHOM KOjU je CTYyNHO Ha CHAary HaKOH TEpOpHC-
THYKOT Hamajma Ha 3rpame Omm3Hakume, 2001. romuue (M3Bemraj opraHuzanuje
Opugom xayc 2018). OcHOBHE LIWJb OBOT 3aKoHA jecte: ,,O4yBambe KHBOTA U CIIO-
Oozme: YjenumaBame U jadyarbe AMEpUKe MpyKamkeM OAroBapajyhnux cpencraBa mot-
pebHuX 3a mpecperame u omerame Tepopmsma’ (The USA Patriot Act). OBaj akT
nmpenBuha orpaHrYaBame MPUBATHOCTH Tpal)ana AMepuke y 3aMeHy 3a 0e30eqHOCT,
0IHOCHO 00pOy mpoTHB Tepopu3Ma. OBaKO IMIMPOKO MOCTAaBJFEHA OBIamhema MOTy
JIAKO JIOBECTH U JI0 3JI0ynoTpede y MPUMEHH 3aKOHa, IITO CE UCIIOCTABHIIO Kao HC-
THHATO HakoH CHOYIIEHOBOT OTKprnha 0 MacoBHOM Ham3opy rpahana Amepuke on
crpane Hanmonanne 6e30eqnocHe arennuje’. [TaTpuoTcku akT je, u3mely ocrasor,
npeasubao npumeny nporpama PRISM, kojum cy rpahann Amepuke OHIM MacoBHO
npaheHu ox cTpane mUXoBe Biaze.

Bapak Ob6ama je 2015. roguHe, ca HaMEpOM J1a peBUANpPA CIIOpHE oxaelbke [la-
TPUOTCKOT akTta, nornucao Akt Cnobome. M3meHa, Koja ce MOXe TYMadyWTH Kao
MO3UTUBHH [TIOMAK, jeCTe yKHIambe MOTyNHOCTH HaA30pa eNeKTPOHCKE KOMYHUKAIIH-
je rpabhana 6e3 Hamora. Hanme, HoBH AKT mipenBuha na npaheme u Ham3o0p TeiaedoH-
CKHX TIO3WBA M CIICKTPOHCKE KOMYHHKaIije rpahana AMeprke HHje 3aKOHHUTO Oe3
,,OCHOBaHE CyMIe” Jla MMajy Be3€ ca TepOpH3MOM, IITO ce nokasyje npex OUCA
cynoM. Mehytum, ®UCA cyn je y mocieqmux TpuaeceTak roJuHa CKOPO CTOIPO-
IIEHTHO 0JT00paBa0 OBAaKBE 3aXTEBE, T j€ MUTAmE KOJHMKO he ePuKacHO ITHTH TIPU-
BatHOCT Amepukanana (Kapocsi 2018). ¥V M3Bemrajy ce jacHO JOBOAH y CYyMEbY
Hamepa aMmepuike Bmane xana je ped o Ham3opy rpahana, aim U 0 MOXpamUBALY
BUXOBHX JIMYHKUX ITO/IaTaKa.

3aanmibnBo je na je momumuja y CAJl 2016. romuHe cripoBOWIIa HAI30p
JIPYIITBEHUX MpEXka, OTHOCHO KOPUCHHKA KOje je CYMBbUUMIA 32 KpUMUHAIIHE aKTH-
BHOCTH ca HaMepoM Ipahema KOMyHHKaIWje Ha IPYIITBEHHM MpexaMa, kopucrehn

% Glenn Greenwald. (Jun 6 2013). NSA collecting phone records of millions of Verizon customers
daily. The Guardian. Tlocnenmwu npuctyn 03. mapra 2019. ronune
https://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order
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anat Geofeedia. Hakon caznama o Tome, dejcoyk, TButep u Uncrarpam Onokupanu
Cy MPUCTYN OBE alIMKaluje BUXoBUM nojnanuma (M3semraj opranuszanuje Opumom
xayc 2018).

Taxohe, U3Bemrajem ce uctudy M nmokymaju Biane na ce yBeae 3akoH o eH-
KPHIIIIHjU, KOJUM OM ce OpraHuMa peia OJlaKkIano Aemn(ppoBame MopyKka KOPHCHH-
Ka OHJa Kajga Brmama mma ocHOBaHY CyMmby J1a Cy KOPHCHHIHN IIOBE3aHH ca HEKHM
KpUMHUHAITHUM JesioM. Mel)yTuM, OBakaB 3aKOH HHUj€ YCBOjeH, 0K moctojehin 3akoH
Communications Assistance for Law Enforcement Act — CALEA npensuba na ore-
parepy IHM3ajHUPajy CBOje YCIyre Tako Ja BIaIMHHM OpPraHMMa OJaKIIajy mpecpe-
Tambe KOMyHHKalllja OHJa Kajga To 3akoH npeasuba (M3Bemnraj opranuzanuje Opu-
oM xayc 2018).

Jom jemaH 3aKoH, KOjH je BpeJaH MOMEHa Y KOHTEKCTY HapyllaBama MpaBa Ha
3alITUTY MoAaTaka rpahaHa AMepHke, jecTe 3aKOH O KOMITjyTepCKUM IpeBapama U
snmoynorpedbama (Computer Fraud and Abuse Act — CFAA) u3 1986. ronuae. OBuM
3aKOHOM ce TipeaBula 1a HUKO HeMa MpaBo Ha MPUCTYI KoMIjyTepy 0e3 omoOpema
y okBupy CFAA, u 4ecTo je KpUTUKOBaH 300T OCTaBJHEHOT MPOCTOPa CyIOBUMA Aa
caM{d HWHTEPHETHPajy INTa ce€ MoapasyMeBa II0J TEPMHHOM ,,0e3 omobpema”
(U3Bemraj opranmszanuje @punom xayc 2018). [IpuMeHa oBor CIOpHOT 3aKOHA JI0-
Bena je 2011. ronqune 10 camoyOucTBa UHTEpHET akTuBUCTe ApoHa [lIBapia (Aaron
Swartz), koju je mpotuBHO CFAA mpey3eo MIIIMOHE TaTOTEKa aKaJeMCKUX YIaHaKa.
300r KazHe, Koja je Moria goctuhu u 35 roguHa 3aTBopa, llIBapIr je u3Bpmmo camo-
youcTBO 1 HUje nouekao cyheme (M3Bemraj opranusanuje ®pumom xayc 2018).

Hakon otkpuha Enpapna CHoynena o npuciyimkuBamby Harnmonanne 6e36e-
JIOHOCHE CITy’K0e, M0jaBro ce jour Behu MpUTHCaK 3a jadoM KOHTPOJIOM HHTEPHETa y
Pycuju. Ilon ytuckoMm oBor otkpuha: ,,Hekonmko digaHoBa 06a moma mapiiaMeHTa
MPEJIOKHIIO je JIa CBU CEpBEPHU Ha KOjUMA C€ UyBajy JIMYHU MOJAIM PyCKuX rpahana
Tpeba na Oyny cmemTenu y Pycuju [...] unu ga 3axteBajy Aa Oyny noctymHu y Py-
CHjU TIOJ] IOMEHOM .py, WJIH J1a ce 00aBexy Ja OyIy XOCTOBaHM Ha PYCKOj TEPHTO-
puju” (Nocetti 2015, 114). Haume, pycke BiacTu cMartpajy Aa Cy MOJUTHKE MPUBAT-
HOCTH TPaHCHALIMOHAIHUX KOMIIaHHWja, kao mro cy ['yrin, dejcoyk, TButep, 3anpaso
,TIPETHa TUTUTATHOM CyBEpEeHHTETY PycHje — a THMe M HallMOHAJIHO] CUTYPHOCTH”
(Nocetti 2015, 114). CBe HaBeZeHO pe3yATHPAIIO j€ YCBajambeM 3aKOHA O JIOKAJIH3a-
muju noparaka 2014. roanHe, Koju je cTynuo Ha cHary centemOpa 2015. roaune, a
KOjUM ce mpeaBuha na KOMIaHHUje Koje mocuyjy y Pycuju cknaauimire mogatke Ha
cepBepuMa m3udku orupannM y Pycuju (Savelyev 2016). Ilpumena oBor 3akoHa
JOBENa je 70 MHOTOOPOjHHX KOHTPOBEP3HHX NOCTynaka Pycuje mpema MHTEpHET
KOMITaHHjaMa Koje TIOCITyjy Y OKBHPHMa HheHUX TPaHHUIIa.

[IpBu criopHM mpUMep NPUMEHE OBOT 3aKOHA OJHOCH CE Ha Cydaj U3 HOBEM-
Opa 2016. rogune, kaxa je npymTBeHa mpexa LinkedIn 6nokupana y Pycuju. Hau-
Me, LinkedIn je 6no O6510KHpaH 01 cTpaHe JIOKATHUX MHTEPHET CepBUC MPOBajAepa, a
Ha Hapeheme TeraekoM peryraropa Pockomuanzopa. Tako je LinkedIn “moctao mpsa
Bennka MehyHapomHa tutatdopMa Koja je Omokupana y Pycmju 300or Heyc-
Kkial)eHOCTH ca 3axXxTeBHMa 3a JIOKanu3anwjy momaraka” (M3Bemraj opranmsaiyje
dpumom xayc 2018).
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[Ipemaa mocToje crnekynanuje 1a je MpUMEHa OBOT 3aKOHA IPEBACXOIHO Y
CIyOH [IEH3ype U KOHTPOJIC MHTEPHET KOPHCHHUKA'', OjeIMHE CBETCKE KOMIIaHH]je
Cy Y CKJIaJly ca 3aKOHOM IIpecenuie HeKe cBoje cepBepe y Pycujy — mehy muma cy
Yo6ep u Bubep, amu u Emn (Tung 2015) u I'yrn (Razumovskaya 2015). Ca nmpyre
cTpaHe, KOMITaHHjaMa KOje ce HHUCY IMOBHHOBAJIE 3aKOHY O JIOKAIHM3AIlUj! ToaTaka,
pYCKe BIIACTH TpeTe OJNOKHpameM M cyAckuM TyxkOama. Tako je Pockomuanzop,
janyapa 2019. rogune, o6jaBuo aa Tyxu PejcOyk u Tsurep 300r HemoumToBama
3aKOHA O JoKamm3aruju nmoxaraka. [loctojeha perynaruBa He npensul)a puroposHe
HOBYaHE Ka3HE 3a HEIOIITOBAaKE 3aKOHA, au mpensuha obaBe3y yckiahupama ca
3aKOHOM y OTPaHHYEHOM BPEMEHCKOM pPOKY, HajBHUILE FOJMHY JaHa OJ CTyMama Ha
CHary, T¢ pyCKH peryJaTop NpeTu OJOKHpameM YKOJIMKO OBE KOMITaHH]je He YCKIIane
CBOje MOCIIOBakhe Ca HAIIMOHAITHUM 3aKOHOM o Jokanu3amnuju (Meyer 2019).

HajkoHTpoBep3HUjU CET 3aKOHA CTYIHO je Ha cHary jyma 2018. rogune — Ja-
poBaja 3akoH. OBaj ceT 3aKOHCKUX M3MEHa MMe je TOOHO MO je[JHOj O]l lerOBOj Haj-
3HAYajHUjUX KpeaTopKH, 3aMeHuIM mpencenasajyher JlpxaBue ayme, Hpunu
JapomajeBoj (Irina Yarovaya). JapoBaja 3aKOH 3alpaBo MpEACTaB/ba CET aMaHIMaHa
KOjlMa ce MEHa JeceTak 3aKoHa KOjU ce Y 3HauajHOj MEepPH OJHOCE M Ha WHTEPHET
cnobone. Jlok BIacT oBaj 3aKOH BUAM Kao aHTU-TEPOPUCTHUYKY MeEpy, ca LUIbEM
noBehama 0e30eHOCTH KOPUCHUKA, HHTEPHET aKTHUBHUCTH OIITPO CY KPUTHUKOBAIU
JTIOHOIIICH-€ 3aKOHA UM Tpo3Baiu ra Pycku 3akon ‘Benuku Opat’ (enrn. Russia’s ‘Big
Brother’ Law)" .

VY usBeniTajy opranuzanyje @pugoM xayc CyMHpajy ce Haj3HAYajHHUjEe U3MEHE
KOje je OBaj ceT 3aKOHa JJOHEO: MOOIITpaBame 3aTBOPCKUX Ka3HU 3a JAejia MOJACTH-
Iama M MM03WBamka Ha OHJIQjH-TEpOpH3aM (10 cejaM TOJIMHA 3aTBOpa), Kao M 3a eKC-
TpEMHU3aM U cemaparu3aM (JI0 TeT TOAWHA 3aTBOpA), U MOACTHUIIAKE HA MPXKEY (110
HIecT roauHa 3ateopa). [lopen Tora, yKOJNIHUKO Ce HEKO JIUIEe CYMEbHYM 33 HEKO OJ1
HaBeJICHHMX KPUBHYHHX JIeNa, YaK M YKOJIMKO CE MCIIOCTaBH Jia jeé HEBUHO, MOXKE JI0-
CIETH Ha JIMCTY €KCTPEMHCTa, U Y CKJIagy ca TUM OM ce MOIIIO MOCTYMaTH ca THM
JIUTIEM, OMHOCHO MOTJIA OM My OMTH 3aMp3HYTH OaHKOBHH padyHH, yckpaheHo 0aB-
Jbeme oapehennmM mpodecujama, O6e3 003Mpa Ha TO WTO HHUje ocylheHo 3a aeno 3a
Koje ce Tepermio. Y M3memrajy ce moceOHO uctHue aa: ,,OmTpe Ka3He U MIHUPOKa
dbopmMymaja peKpIIaja 0TBapajy BpaTa 3JI0yIoTpedamMa, 0OJJHOCHO KpUMUHAIH3a-
IIUjU JICTUTUMHOT, HCHACWJIHOT M3pakaBama Ha uHTepHeTy  (M3BemTaj opranmsa-
uje Opunom xayc 2018).

Ca npyre cTpaHe, 0Baj ceT 3akoHa rmoBehaBa m MOTYhHOCT Hamg30pa, OJHOCHO,
,,[IPUCHUJbaBa MOOUIHE M MHTEPHET KOMIIAHHU]E Jla PETUCTPY]y TEKCTyallHe MOpYKe,
Tene(OHCKE Pa3roBOpE M YET aKTUBHOCTH KOPHCHHKA Ha IMIECT Meceld M Ja UX
Ipy’Ke CUTYPHOCHHM CIy)k0ama y cliydajy cyackor Hamora.”'? 3akoH mpensuba u
JOII PECTPUKTHBHHUjE Mepe, Halnaxyhu OoHJajH-yciIyrama Koje HyJe CHKpHUIIHjy Aa

'"BBC. (Nov 17 2016). LinkedIn blocked by Russian authorities. ITocrenmu npuctym 02. mapra 2019.
roaune https://www.bbc.com/news/technology.

! The Moscow Times. (July 1, 2018). Russia’s ‘Big Brother’ Law Enters Into Force. Ilociemmu
npuctyn 03. mapra 2019. rogune https://www.themoscowtimes.com/2018/07/01/russias-big-
brother-law-

12 Y6un.
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Oenepannoj 6€30€J0HOCHO] areHIMj1 MOMaxy Ja aemndpyje muppoBane noaaTke.
Nako je To yak ¥ TEXHHYKHA HEW3BOIAJHMBO 32 MHOT'C KOMIIaHH]e, Ka3Ha KOja UM TIpe-
TH YKOJIMKO 010H1jy capaamy Moxke goctuhin 15.000 gosnapa (M3Beinraj opranu3aiu-
je @punom xayc 2018).

Jaryapa 2018. roguHe Ha CHAry je CTyIIHO M aMaHIMaH Ha 3aKoH 0 MHpopMa-
MjaMa, HHGOPMAIIMOHUM TEXHOJIOTHjaMa U MH(POPMAIIMOHO] CUTYPHOCTH, KOjUM ce
JPYUITBEHHM MpeXkaMa M KOMYHHKAIMjCKUM IuiaTrgopmama 3abpamyje Ja IITUTe
aHOHMMHOCT CBOjHX KOpHCHHKA: ,Ilimardopme Mopajy ma moBeXy KOPUCHUIKE Ha-
Jiore ca BUXOBHUM Tele@OHCKHM OpojeBuMa, eUKacHO MOBe3yjyhHu aKTHBHOCTH Ha
MpEXH ca BUXOBUM IpaBuM uaeHtuterom” (M3BemTaj opranuzanuje Opugom xayc
2018). ITopen oBora, mpema Baxkehem 3akoHOAAaBCTBY y Pycuju, ma Ou mHTEpHET
CEpBHC MPOBajaepy J00MIN A03BONY 3a pan y Pycuju onu mopajy aa ucnyne COPM
CHCTEMCKE 3aXTeBE, OHOCHO “00aBe3HU Cy Ja MHCTAIUPAjy TEXHOJIOTH]y KOja OMO-
ryhaBa curypHocHuM ciryk0ama fa npate HHTepHeT caoOpahaj” (3Bemraj opranu-
3anuje ®punom xayc 2018).

Ha ocHOBY kpaTkor mperjiena Haj3HAUajHUjUX 3aKOHA KOjuMa ce, IIpeMa aHa-
JUTHYApUMa U KpUTHYApHMa, YIpoXKaBa MPpaBo Ha MPUBATHOCT HHTEPHET KOPUCHHUKA
00e 3eMJbe, MOXKE Cce YBHIETH M M3BECHa CIMYHOCT, Ma KOJHMKO OBa /IBa CUCTEMa
Ona y OCHOBM pa3nuduTa. To caMo TOBOPH Y IPHIIOT MTOYETHO] TE3H, 11a CBE 3eMJIbE,
Ma KOJHMKO Owmie jubepaliHe jKelle J1a KOHTPOJIMILY M yIPaBJbajy CBOjUM WHTEPHET
npoctopoM. [Ipemaa ce vemhe roBopu O HaMOHANH3aLWjU WHTEPHETA y ayTOPH-
TapHUM 3eMJbaMa, HH JIMOEpalHe 3eMJbe HE TO0Ka3yjy OTIIOp OBOM TpeHxay. Harmo-
HaJM3alldja WHTEePHET mpocTopa y Pycuju, Ha mpuMep, MOXKe ce HajIpe YOUHTH Ha
npuMepy TOMHUHAaHTHE yIOTpeOe pyCKOT HallMOHAIHOT MpeTpaxuBadya Yandex.ru n
pycke npymrTBeHe Mpexe BKonmaxme. Hanonannyu nperpaxusad je yemrhe ynotT-
pebspeH Hero ['yTiT 1 Hama3u ce Ha APYyTroM MECTy HajmoceheHnjux cajroBa y Pycujm,
1ok je ['yrm Ha werBpToM. Ha Tpehem Mecty je HanmoHallHa JPYIITBEHAa Mpexka —
BKoumaxme, nox je, nopehema pagu, dejcOyk Tek Ha yeTpHaecToM MecTy (Alexa -
Top sites in Russia). OBakBa TO3MIIMja HAI[MOHAIHAX WHTEPHET KoMIlaHuja Beh Ha-
TOBEINTaBa €TATHCTHYKUA OJHOC TMpeMa WHTEPHET MpocTopy y Pycuju. MehyTum,
0BOM (PEHOMEHY Ce MOXKE MPUCTYMUTH U U3 IPYror yria — HalMOHalIM3aluja MH-
TepHET MPOCTOpa HE MOpa Ce HY>KHO MOCMAaTpaTh Kao o(paH3WBHA M yCMEpeHa Ka
KoHTpoJu rpahana, Beh 1 kao AedaH3uBHA — Y CMUCITY OJ0paHe Of IIpeIOMUHAIII]C
aMepUYKOT MOjiella HHTEepPHEeTa, KOjU APYIITBEHO, TIOJIUTHYKY, a HU KYJITYPOJIOIIKH
HE 0/IroBapa KOMIUIEKCHOCTH oHoca Y Pycuju.

Ca gpyre cTpane, TpeHA peryJanyje HHTEpHET MPOCTOpa OUYUTIICAHO HHjE 3a-
00MIIIa0 HU KOJIEBKY CIIOOOTHOT MHTEpHET mpocTopa — AMepuky. CAJl cy 3amprkane
nrbepantHy OHOC MpeMa MHTEPHET KOMyHHUKalHjaMa, ¢ TUM IITO je MPUMETaH Ha-
Mop J1a ce KOMyHHKalljaMa Ha HHTepHeTy y Behoj MepH yrpaBiba, HAPOUHUTO Kaja je
ped 0 HaI30py HaJ eNeKTPOHCKOM KOMYHHKanujoM rpaljana Amepuke, ra W IIHpe.
HecymmuBo je ma je 6opOa MpoTHB TepopH3Ma UMaa yjaeiaa y TOTOBO CBHM HOBOY-
CBOjEHUM WM peadUpMUCaHUM 3aKOHCKAM Mepama, 1a Ou ce MOTJIO 3aKJbYUUTH J1a
je omHOC AMepuKe IpeMa HHTEpPHET KOMYHHUKAIjH y 3HA4YajHOj Mepu uirpal)eH mox
YTHUIAjeM TEPOPUCTHYKHUX MPETHH WA CKOpammmux jgorahaja. MehyruMm, caciyria-
BHUMa YEeITHUKA TEXHOJIONIKUX TMI'aHaTa Y BE3W ca HapylIaBamkeM MpaBa Ha 3allITUTY
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JUYHKX T0/IaTaKa ¥ YTHIAjeM JTaKHUX BECTH Ha u3bope y AMepuiy, aMepruyka Biia-
Jla T03Bajia je Ha OJrOBOPHOCT W MPUBATHE KOMIIAHH]jE, YAME j¢ MOTBPAMIA Ja je Y
o0nacTu ynpaBjbamkha HHTEPHETOM YJioTa JIpKaBe HeKalla JOMUHAHTHA U HEOIXO/Ha,
KOJIMKO TOJl CUCTeM OMo nubapanaH v OKPEHYT CaMOpeTyJIalldju.

3akibyuak

WHTepHeT je, YMHM ce O] HETOBOT 3aYeTKa, JOMHWHAHTHO IOCMAaTpaH Kao
amMepHuKka TBOPEBHHA, OJHOCHO Kao MPOCTOp KOju je cTtBopeH oj ctpaHe CA/l, u
CaMHM THM IIPOCTOP Y KOje€M BJalajy MpeTeXHO JudepanHa MpaBuia U BPeJHOCTH.
Kako to Majep (Mayer) koHCTaTyje: ,,AHTepHET je amepuuka ctBap” (Mayer 2000,
149). Ilymujen Homeru (Julien Nocetti 2015) cmaTpa 1a mocToju jacHa TEHICHITH]aA
He3almaJHuX 3eMaba Ja M0CTaBe HOBE TeMeJbe yIpaBibama cajoep mpoctopoM. [loc-
Toje yOOKO MOJIMTHYKH Pa3JIo3H 3a TaKBY HaAMepy ,,0CBajarba HHTEpHETa” O] CTpaHe
He3almaHuX 3eMajba: ,,cBe Behn Opoj Biaga BHIE HHjE 3aI0BOJbAH CAIAIIFHIM CHC-
TEMOM yIpaBJbatba HMHTEPHETOM W HACTOje Ja W3a30BY HMCTOPHjCKY IOMHUHAIN]Y
Cjenumennx Amepnukux Jpxkasa y cajoep nomeny” (Nocetti 2015, 111 — 112).

Oga nacuBHa 60op0a, n3melhy Amepuke u Pycuje, 3a npeBnacT y cajoep mpoc-
TOPY MOXE Ce€ OIMUCATH U Kao MOJUTHKA XJagHoT oHiajH-pata y 21. Beky (Nocetti,
2015, 127). MeljyTuM, 3a IpETEKHO ayTOPUTApaH OJHOC MpeMa WHTepHeTy, Honern
HaBoJM joi aBa Moryha pasnora. Ca jeiHe cTpaHe, ayTop TO MOBe3Yje ca ,,AHXCPEeH-
THO ayTOPUTAPHOM IPHUPOJOM PYCKOT peknMa’ U ‘“‘HacTaBJba-eM BEKOBHE HABHKE
Ookmpama TUCHACHTCKUX TIIacoBa OMIIO KOJUM CPEACTBOM KOje jé TPEHYTHO JOC-
tynHo” (Nocetti 2015, 115). Ca agpyre crpase, ,,cTpaTerdja c€ MOXKE MPHUIIUCATH
YHEBCHUIM Ja je Pycuja penaTUBHO Mitaja HAI[MOHAIHA JIPJKaBa joIll YBEK HECUTYP-
Ha y TIOTJIEZly CBOT CyBepEeHHUTETa, T€ CTOra CHa)KHHje MMocBeheHa CyBepeHOM IpPHC-
TyMy yInpaBjbama nHTepHeToM” (2015, 115).

[IpBu pasmor Homern oOpaznaxke >KeJbOM 3a APKABHOM KOHTPOJIOM HOBHX
KOMYHHKAIIMOHUX KaHaja OHAKO KaKO JIP>KaBa TO YMHU Ca TPATUITMOHAIHUM ME/IH]-
CKHAM CHICTEMOM, U HEJaroJoM KOjy W3a3WBajy HOBH HauWHU WH(OpMHCAka, 3 KOJH
CHCTEMOM AMCHUHTEpMEIHjallije 3a00nIa3e TpaaulMoHaTHe KaHajle U MPKOCe KOH-
Tpoau u ueH3ypu. Iloromu paznmor Houmeru (Nocetti 2015) ob6jamrmaBa Tpaguimo-
HAJIHUM OJHOCOM Pycuje mpema kaTeropujama cyBepeHocTu. Hamme, pycka apxasa
CBOjy TEpIIENINjy CyBEepEHOCTH IMpeluBa U y cajoep mpocTop u, ucrpraBajyhu Bup-
TYCJIIHC HAIIMUOHAJIHE I'PaHUIIC, 3aXTEBAa UCTU HUBO KOHTPOJIE U CYBEPEHOCTH Kao 1ITO
je To cny4aj ca QU3NYIKIM CBETOM.

MehyTtumM, He MOKyIlIaBajy caMO He3amajgHe 3eMJbE Ja MHTEPHET CKpoje Io
cBojoj Mepu. Kao mro je mokazano Ha npumepy CAJl, ynpaBibame HHTEPHETOM Yy
JIEMOKPATCKUM 3eMJbaMa 4eCTO FCcKaue M3 OKBUPA JEMOKPATCKHUX MPUHITAITA, KOjuMa
ce nubepanHe 3eMibe Tako ounraenHo nmonoce. CAJl uma MexaHu3Mme, Kao yocTaaoM
M CBE OCTajie 3alajHe 3eMJbe, Ja y MOTIIYHOCTH KOHTPOJIHIIE CBOj HHTEPHET MPOC-
top. Ca ToM paznukom mro CAJ] momohy cepBepa Hajsehux MOHOMOJUCTA HAa WH-
TEpHETY, KOju ¢y JokanmuzoBanu y CAJl, To MOXe Jla YUHA ¥ MUMO TPaHUIIA CBOjE
teputopuje. Braga CAJ] koHTpoBep3HE 3aKOHE O HaI30py HaJ MOAaLUMa, O]l KOjUX
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CY HEKH OTOJhCHHU JABHOCTH W JIOBENHU A0 TI00amHux ckangana (CHOYACHOBO OTKPH-
he MacoBHOT mpecpeTama €JIEKTPOHCKE KOMYHHUKaIHje), mpaBaa 00pOOM NpOTHB
Tepopu3Ma U Jo00po mo3HATOM (PIOCKYIIOM Oe36edrocmu epahana. YnmeHnna je aa
Pycuja KOHTpOBEp3HE 3aKOHE CIPOBOAM CYpOBHje U ydectanuje, 1ok CAJl To 4yiHU
pehe u copuctunmpanuje. Melhytum, y demy je cymrTuHcka pasznuka? Jla mu je uc-
npaBHo nomuciuTd 1a CAJl To yBeK YMHM U3 MyKO aNTPYUCTHUKUX paszjiora — na
3amTHTU CBOje rpahane, ok Pycuja TO yBek YMHM M3 €TATUCTHYKUX pasjora — Ja
3aIITUTH CHCTEM OJf Ma KaKBHX TUCHUACHTCKUX TJIacoBa W mMpoMmeHa? BepoBaTHHjeE je
Jla ¥ 13a MOJINTUKE yIpaBihbamka uHTepHETOM y CAJl moHEKasn JieKe YHUCTO TIONH-
TUYKU Pa3lio3d, Kao W Ja C€ MOHEKMM KOHTPOBEP3HUM 3aKOHOM Pycuja 3ampaBo
OpaHM OJ EKCTEpHHX yTHUIIAja, IPe HEero Of COncTBeHuX rpahana. CBakako je ympa-
BJbAFhe WHTEPHETOM TOJIPYyUje KOje C€ HEe MOXKE MOJCIUTH Ha YUCTE JHuOepaTHe U
ayToOpHUTapHE MOJIENE yIpaBibamka. Y ayTOPUTApHOM ce Mory mpoHahu oOpucu ne-
MOKPATHYHOCTH WITH HEKOT JPYTOor BHIIET IMJba, KA0 IITO CE O Y JIHOCPATHUM YeCTO
MOTY BHJICTH ayTOPHTapHE Mepe M HEeJIEMOKPATCKH MEXaHWU3MHU KOHTpOJE, JIOK je
MHCHUCTUPABE Ha OTPOMHUM pa3jIMKaMa y IPUCTYILY NPE UACOIOIIKO HErOJIM €MU-
MTUPHjCKH 3aCHOBAHO.
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A COMPARATIVE PERSPECTIVE ON INTERNET
GOVERNANCE - RUSSIA AND THE UNITED STATES

Summary: The Internet is a space that, contrary to its primary efforts, has not
managed to escape regulation. Also, the question Can the Internet be controlled? has
been replaced by the question In what way is the Internet governed?, because the
possibility of control has already been confirmed. Contrary to popular belief that
only authoritarian regimes use control mechanisms, even the restrictive ones, liberal
countries also have the same possibilities of control and often apply them, although
in a more sophisticated way. The aim of this paper is to compare internet governance
in Russia, as the representative of the authoritarian regime, to the United States of
America, as the representative of the liberal system, and answer the question: What
are the differences in internet governance between authoritarian and liberal regimes?

Keywords: Internet governance, the United States of America, Russia, regula-
tion, freedom on the Internet

Introduction

In the beginning, the Internet was considered to be an immense, monolithic
space, free from the constraints of the state. Its creators — engineers and internet
residents — the original users insisted on the autonomy of the internet from any ex-
ternal regulators; and believed that they had created a space that would be both
physically and essentially separated from the real world (Vuli¢ & Mitrovi¢ 2016). In
accordance with such a vision, the only approved way of regulating relations in that
virtual space is the mechanism of self-regulation — the rules that would be estab-
lished by its users. The belief in dual identities, of which the second does not belong
to the physical world, and is not subject to its rules, was the basis of such an ap-
proach. However, this Utopian view of the Internet did not last long (Goldsmith &
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Wu 2006; Palfrey 2010). It was not long before private companies realized the
commercial viability of conducting business online. With the multiplication of pri-
vate actors, some of which became technological giants — the masters of the online
world, the initial impulse based on a dominant self-regulation was weakening, while
the participation of states and supranational entities in the governance became more
manifest and intense.

There are several reasons that led to the “interference” of states in internet
governance, one of which is mentioned: the commercialization of the internet, which
turned this environment into a business space and whose activities needed regula-
tion, both offline and online; secondly, the increasingly intense appearance of harm-
ful content, which has become available to everyone with the internet connection,
here it refers to pornographic content; thirdly, no less important than the previous
ones, is the fact that the states themselves have perceived the power of the new me-
dium, which will have a growing impact on socio-political life of citizens/internet
users over time. Today, it has been known that private actors participate in internet
governance — states, supranational entities, companies that conduct business on the
internet (Mitrovi¢ & Obradovi¢ 2020). Their cooperation is necessary. With self-
regulation mechanisms, private companies can regulate their activities, present rights
and obligations to users and set principles and standards for themselves. Through
regulatory and self-regulatory activities, states and super-national entities set the
legal framework within which online activities can take place (Mitrovi¢ 2020). The
strengthening of the state’s role in governing the internet space is noticeable in both
liberal and authoritarian states. The aim of this paper is to compare internet govern-
ance in Russia, as the representative of the authoritarian regime, to that in the United
States of America, as the representative of the liberal system and answer the re-
search question: What are the differences in internet governance between authori-
tarian and liberal regimes?

The research concerning the freedom on the internet, conducted by the or-
ganization Freedom House (2018) and the interpretation of their results have been
predominantly used in this paper in order to answer the research question. Using the
same methodology, the researchers of this non-governmental organization applied a
set of the following identifiers: barriers to Internet access, content limit and viola-
tions of user rights, analyzed the regulatory frameworks of different countries re-
lated to the organization of online activities and illustrated the findings empirically."

Internet Governance: the United States and Russia

The analysis of the relationships between Russia and the United States to-
wards internet freedoms in the most general sense, more precisely the analysis of

13 For detailed methodology and findings of the Freedom House (2018), see:
https://freedomhouse.org/report/freedom-net/2018/rise-digital-authoritarianism (accessed 3 January
2021)
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their ways of internet governance, starts from the assumption that the relationship
these two countries once had towards the traditional media system will significantly
affect the relationship towards the new information and communication environ-
ment, including the internet. In other words, that in a predominantly liberal system
the relation towards the Internet will be more liberal, and in authoritarian regimes, at
the same time, the statist model towards the traditional media system will have an
impact on the communication on the internet. However, in order to avoid the Cold
War division into liberal and authoritarian systems, the aim of comparing the two
selected systems is to indicate the similarities in internet governance, by using simi-
lar control and monitoring mechanisms. Internet governance includes a broad spec-
trum of activities and, in order to avoid the excessiveness of the research project, the
freedom of expression and the surveillance of electronic communication will be two
observed identifiers for determining the way in which the selected countries deal
with internet freedoms and how they manage them. In the most general sense, the
United States of America is mostly defined as the liberal system. When it comes to
the media system, according to the classification of Hallin and Manchini (2004), the
United States precisely reflects the liberal model of the media systems. America is
“obviously the clearest example of the liberal model.”’[...] By definition, liberal
countries are those in which the social role of the state is relatively limited, but the
role of the market and the private sector is relatively big.” However, as Hallin and
Manchini point out, “the role of the state cannot be ignored” (Hallin & Manchini
2004, 228), although it is notably weaker than in other models.

As for internet governance and the relation towards internet freedoms, we can
start from the assumption that a very liberal model of governing the traditional
communication and information system will have an impact on the online sphere, so
that America will have a dominantly liberal attitude towards the Internet communi-
cation.

According to liberal orientation, internet governance in the United States is
mostly done through self-regulation, where the private sector has a dominant role in
creating the policy of internet governance unlike the public sector, while the gov-
ernment responds only when necessary; for example, in cases when it is necessary to
regulate content which has been generally accepted as harmful; however, as will be
presented later in the paper — the state intervenes in a way that often leads to the
violation of internet user rights. This type of state’s intervention is the most evident
in the field of electronic communication supervision. The liberal nature of the inter-
net, primarily characteristic of its formation, is largely a consequence of its emer-
gence on the American territory. It can be said that: “writing the history of the Inter-
net is in many ways similar to writing the history of American network” (Wagner
2016, 66). Although it did not escape regulation as an American product, the internet
is essentially striving to be liberated from any type of restraints, so it can be assumed
it will be the closest to achieving that goal in the place of its birth. On the other
hand, it is assumed that the history of the development of the media system in Rus-
sia and the state’s relation towards media freedoms will have a dominant influence
on its attitude towards communication on the internet and internet freedoms in gen-
eral. What is the media system in Russia like today? Is it closer to western models or
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can we classify it according to the types offered by Hallin and Manchini (2004)'?
Furthermore, Elena Vartanova dealt with this question in the research paper that was
part of the collection of papers Comparing media systems beyond the Western world,
edited by Hallin and Manchini, (2012). Vartanova believes that Russia is a country
of contradictions and its long and exhaustive transition history has contributed to
such a structure. Namely, until Russia entered the last transition towards liberaliza-
tion in the 1990s and saw the establishment of the western model of democracy, it
had witnessed several transition periods in the last two centuries: from the agrarian
society in the early 19™ century, to the inconsistent growth of capitalism in the sec-
ond half of the 19™ century, then to a short-lived multi-party democracy (October
1917), to the socialist revolution and the establishment of the Communist party,
followed by the years of economic recession and political propaganda, which led to
the dissolution of the Soviet Union and eventually to the transformation based on the
model of Western liberal democracies in the 1990s (Vartanova 2012, 119-120).

The socio-political transformation in the 1990s also involved the transforma-
tion of Russia’s media system, which, following the model of Western democracies,
was supposed to abolish censorship, strengthen media freedoms, follow the path of
professionalization and privatization and limit the role of the state.

However, Vartanova suggests that this path of transformation was mostly rhe-
torical and concealed the complexity of the post-Soviet societies that were neither
ready to adequately apply the Western model nor adapt it to their own needs:
“Therefore, the transformation of post-Soviet media systems cannot be explained as
a universal and linear movement towards an imaginary and uncritically observed
ideal Western media model” (Vartanova 2012, 121). Russia’s media system has
remained under the state’s strong influence to this day: “The traditional paternal
character of the media-state relationship in which the media still play the role of an
innocent and obedient child remains the central part of the Russian system” (Var-
tanova 2012, 142). Jakubowicz and Siikdsd (2008) believe that the post-Soviet coun-
tries are closest to the Mediterranean model (according to Hallin and Manchini) and
they found a “place on the map”. Still, Vartanova emphasizes the relationship be-
tween the state and the media as the key feature that distinguishes the Russian media
system from the Mediterranean or polarized system: “Russian media differ from it in
one key dimension, and that is the relationship between the state and the media,
including the roles of the state and state agencies in shaping media structures, poli-
tics and journalistic practice” (Vartanova 2012, 142). Namely, as the author pointed
out that the role of the state in post-Soviet countries is crucial and is not the same as
the role of the state in the Mediterranean systems — the state is involved in every
aspect of the Russian media system, so it is not only a significant, but also a central
actor.

How can the media system of Russia be defined, then? According to Var-
tanova, the Russian model partially takes over the liberal framework, in the sense of

' In addition to the liberal system, Hallin and Manchini suggested two others: democratic-corporate
system, characteristic of the countries of Central and Western Europe and the Mediterranean system,
which they recognized in the countries around the Mediterranean (Hallin and Manchini, 2004).
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the open market, which primarily refers to commercial demand, thus neglecting
social needs and demands. On the other hand, the great role of the state and the fail-
ure to recognize the media as the pillar of democracy, only bring the Russian model
closer to the Mediterranean; yet, neither of these two models could encompass the
contradictory characteristics of the Russian model. That is why Vartanova labeled
the Russian model the statist-commercialized model — a market-oriented model, in
which the state has a dominant role and significance (Vartanova 2012, 142). When
analyzing Russia’s relation towards internet freedoms, the starting point in this paper
is based on Vartanova’s analysis and presupposes that Russia’s turbulent transition
history and the ineradicable statism are the main cause of its attitude towards the
Internet today. Furthermore, the thesis is supported by the report on internet free-
doms in 2018, done by the organization Freedom House, which classified Russia in
the category of countries with the absence of freedom, with 67 out of 100 negative
points (report of the Freedom House organization, Russia, 2018). The negative
points in the report were given mainly as a result of the restrictive laws regulating
the internet space, illegal censorship, blocking web content and violation of basic
rights of internet users, which is in line with the assumption that a strong role of the
state will dominantly influence Russia’s attitude towards internet freedoms.

According to the Freedom House report, the United States belongs to the
category of free countries when it comes to freedom on the internet, with 22 out of
100 negative points. In other words, the criticism in this part of the report refers to
very high prices of internet packages compared to countries that have the same level
of internet pervasion, as well as the fact that older Americans and people living in
rural areas have a limited access to the internet and its convenience. As for restrict-
ing the internet connection, it is stated in the report that Americans almost have no
problem with government restrictions that would deny users the access to online
content. Also, the United States of America has numerous connecting points that
would almost prevent the disconnection of the entire country from the internet (re-
port of the Freedom House organization, 2018). As far as regulatory entities are
concerned, there is no entity that is able to control the internet in the United States.
The Federal Communications Commission (FCC) is in charge of numerous issues
related to the internet; however, the abolition of net neutrality in December 2017 has
reduced the ability of the FCC to manage issues related to the internet (Freedom
House report, 2018). Moreover, the attitude towards internet communication in Rus-
sia can be most precisely identified at the level of regulation, according to entities
and laws that govern the internet. The regulatory entity responsible for laws regulat-
ing the internet in Russia is Roskomnadzor (Russian: Pockomuanzop) or the Federal
Service for Supervision of Communications, Information Technology and Mass
Media. Also, it is notable for passing the controversial laws regulating internet
communications, such as: the Bloggers law, the Data Localization law, and the most
controversial one, the set of anti-terrorism amendments adopted in 2016, knows as
the Yarovaya law (Freedom House report 2018).
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Freedom of Expression on the Internet: the United States and Russia

The approach to freedom of expression on the internet is expected to be the
most evident difference between the countries included in the comparison. Namely,
the First Amendment is what distinguishes the American media system from the
most European, but also from other systems. Hallin and Manchini explain that while
the European approach to the freedom of expression implies the balance with other
rights, such as the right to privacy, protection of dignity, etc., in America, this right
is approached in an absolutist way, and in accordance with such an approach, the
freedom of expression is treated as the highest principle (Hallin and Manchini 2004,
229). Also, the First Amendment placed the freedom of expression on a pedestal in
1791: “Congress shall make no law respecting an establishment of religion, or pro-
hibiting the free exercise thereof; or abridging the freedom of speech, or of the press;
or the right of the people peaceably to assemble, and to petition the government for a
redress of grievances” (U.S. Constitution, First Amendment).

As expected, the right to complete and absolute freedom of expression in the
traditional sphere also reflected on the online sphere. In that context, the most im-
portant events refer to 1997 and the case of Reno v. American Liberty Civic Union
“when the Supreme Court confirmed that the online freedom of expression contains
the highest level of constitutional protection, and is protected by the First Amend-
ment. In relation to this, when it comes to restricting content that could affect the
free expression on the internet, the following is stated in the report: “In general, the
U.S. government does not force internet service providers or content hosts to block
or filter content on the internet” (Freedom House report, 2018). However, the law
which provides the removal of harmful content, adopted in May 2018, has been cri-
ticized for increasing the responsibility of internet service for illegal content. This is
a law related to the prevention of sexual exploitation and online human trafficking,
known as FOSTA-SESTA'S. According to the law, internet services are held ac-
countable if they: “promote or facilitate the prostitution of five or more persons or
[...] act in reckless disregard of the fact that such conduct contributed to sex traf-
ficking” (Freedom House report, 2018). Until the adoption of this law, according to
the Communications Decency Act, such internet services were not legally responsi-
ble for the content if they were not previously informed that it exists on their server.
This type of tightening of responsibilities leads to a preventive removal of content,
which causes self-censorship and affects the freedom of expression online, accord-
ing to the critics of the law. Indeed, in the Freedom House organization’s report,

'3 For more details on the case, see: https:/supreme.justia.com/cases/federal/us (accessed 2 March
2019)

16 The full name of the act “Allow States and Victims to Fight Online Sex Trafficking Act of 20177, is
known as FOSTA-SESTA
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different examples of self-censorship are mentioned, which occurred shortly after
the adoption of FOSTA.

As Harmon (2018) points out, with the adoption of this law, the Congress
censored the internet, adding that silencing internet users does not make the internet
a safer place. On the contrary, the adoption of this law brings into question the Sec-
tion 230 of the Communications Decency Act, which is:’the most important act that
legally protects the freedom of speech on the internet'”” (suggested by the Electronic
Frontier Foundation website). Namely, the Section 230 states that: “no provider or
user will be treated as the publisher or speaker of any information provided by an-
other information content provider.” Despite the fact that internet libertarians ini-
tially objected to the Communications Decency Act, its Section 230 became the
basis for defending the internet from censorship. This is exactly why the newly
adopted FOSTA law has been criticized — it creates the space for self-censorship and
for fear of legal sanctions. It can be said that FOSTA is an untypical law for liberal
access to the internet and the online freedom of expression, which America praises.
That is why it is worth mentioning, as an example of a change of direction, towards
the “non-American” notion of restricting freedom of expression on the internet.

On the other hand, there are rare cases of criminal prosecution of online activ-
ists, primarily due to the protection provided by the First Amendment.

Cases that attracted the attention of the public, at the time of writing this re-
port, were the arrest of Christopher Daniels', who allegedly called on violence aga-
inst police on Facebook, as well as the arrest of a journalist Manuel Duran'’, who
covered migrant protests. In addition, both charges were dismissed after the hearing
(report by the Freedom House organization, 2018).

Concerning the freedom of expression on the internet in Russia, the Russian
authorities have a wide discretionary power to block web content. As mentioned in
the report, in the period between 2012 and 2013, alongside Roskomnadzor, the
amendments introduced several other agencies — the Office of the Chief State Prose-
cutor, the Federal Service for Surveillance on Consumer Rights Protection and Hu-
man Wellbeing (Rospotrebnadzor), which are authorized to block web pages and
content without a court order. For example, the content related to child pornography,
information related to suicide, drugs, copyright infringement, but also the content
that is recognized as extremist or call for illegal public gatherings or action (report
by Freedom House organization, 2018). These agencies often do not offer clear ex-
planations why they have blocked certain content, which is particularly dubious.

'7 Electronic Frontier Foundation. CDA 230. (accessed 2 March 2019). The Most Important Law Pro-
tecting Internet Speech. https://www.eff.org/issues/cda230

18 More about the case: Martin de Bourmont. (January 30, 2018). Is a Court Case in Texas the First
Prosecution of a ‘Black Identity Extremist’?. Foreign Policy. (accessed 2 March 2019).
https://foreignpolicy.com-a-court-case-in-texas-the-first-prosecution-of-a-black-identity-extremist

19 More about the case: US Press Freedom Tracker. (April 5, 2018). Journalist Manuel Duran, arrested
while covering immigration protest, could be deported by ICE.(accessed 2 March 2019).
https://pressfreedomtracker.us/all-incidents/journalist-manuel-duran-arrested
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Also, it is evidenced by the broad definition of illegal content that can be easily mis-
used by government agencies. At this point, similarities can be seen in both systems;
namely, if the criticism of American laws that induce self-censorship is reconsidered
(for example, FOSTA), the essence is similar. The difference is that in Russia gov-
ernment agencies are in charge of filtering and blocking content (censorship), which
they perform in a more direct and explicit way, while in the United States the law
obliges the providers themselves to do that in order to avoid sanctions (self-
censorship). Following the example of the German NetzDG”, in April 2018, Russia
adopted a law on preventing the spread of fake news, which is quite interesting. The
law requires that websites, including social networks with more than 100,000 daily
visits remove the content with inaccurate information within 24 hours. If they fail to
do so, they could face paying the 800,000 dollar fine. Also, in accordance with the
NetzDG regulation, the Russian law prescribes that online technology companies
appoint a legal entity on the territory of Russia that will be responsible for the law
enforcement (report by the Freedom House organization, 2018). Copying the Ger-
man law in Russia can also be interpreted as a kind of paradox. Reporters without
Borders believe that the restrictive law of a democratic country served as a justifica-
tion for the law that would impose censorship of content in non-democratic coun-
tries: “The Russian law shows that when leading democracies devise draconic laws,
they give ideas to repressive regimes” (Reporters without Borders, 2017). Similar to
the criticism of the German academic community, the criticism directed at the Rus-
sian version of NetzDG refers to rigorous sanctions that can lead to self-censorship,
to a vague definition of the manner in which the inaccuracy of content is determined,
together with the great possibility of misuse.

Surveillance of Electronic Communication: the United States and Russia

When it comes to controlling and violating the privacy of internet users in
America, in recent years certain laws have been passed, that could negatively affect
users’ rights. Namely, the user data of American citizens are protected by the Article
5 of the Federal Trade Commission Act (FTRA), which prohibits the deception of
users related to the usage of their data. Also, the Section 222 of the Telecommunica-
tions Act requires that telecommunication operators must not share user data without
their consent. Reaffirming the Section 702, which allows the Foreign Intelligence
Surveillance Act (FISA) to monitor and collect the metadata of American citizens by
2024, is one of the acts that bring into question the protection of user data and raises
the question of surveillance. In addition, the Clarifying Lawful Overseas Use of
Data Act (CLOUD) adopted in March 2018, expands the authority of judicial au-

2 NetzDG, also known as the Facebook Act (German:Netzdurchsetzunggesetz) is a controversial law
adopted in 2017, which prescribes enormous fines for social networks that fail to remove the content
reported as hate speech within 24 hours,in exceptional cases within seven days. However, requiring
such sanctions leads to self-censorship, the critics of the law point out.
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thorities, when it comes to the access of internet users’ data (report by the Freedom
House organization, 2018).

In general, monitoring and restricting the privacy of citizens of the United
States are covered by the Patriot Act, a law that came into effect after the terrorist
attack on the Twin Towers in 2001 (report by the Freedom House organization,
2018). The main goal of the law is: “Preserving Life and Liberty (Uniting and
Strengthening America by Providing Appropriate Tools to Intercept and Obstruct
Terrorism)”, (the USA Patriot Act). This act prescribes the restriction of privacy of
American citizens in exchange for security, more precisely, the fight against terror-
ism. Those types of widely set permissions can easily lead to the abuse of the law
enforcement, which turned out to be true after Snowden’s disclosure of the mass
surveillance of American citizens by the National Security Agency (NSA)*. Among
other things, the Patriot Act prescribed the implementation of the PRISM program,
by which American citizens were massively monitored by their government. In
2015, Barack Obama signed the “USA Freedom Act”, with the intention of amend-
ing the debatable sections of the Patriot Act. The correction, which can be inter-
preted as a positive move, is the abolition of the possibility of monitoring electronic
communication without a warrant. In addition, the new act prescribes that monitor-
ing and surveillance of telephone calls and electronic communication of American
citizens are not legal, unless there is a “reasonable doubt” of their connection to
terrorism, while such cases have to be proved in the FISA court. However, in the last
thirty years, the FISA court has approved almost one hundred percent of such re-
quests, and the question is how effective will it be in protecting the privacy of Ame-
rican citizens (Kapocsi, 2018). In the report, the intention of the U.S. government to
monitor citizens and protect their personal data is evidently brought into question.

In 2016, the police in the United States conducted the surveillance of social
media and users who were suspected of criminal activities, with the intention of
monitoring communication on social media, using the Geofeedia tool. After this
revelation, Facebook, Twitter and Instagram blocked the application’s access to
their data (report by the Freedom House organization, 2018). Also, the report indi-
cates that there were numerous attempts of the government to introduce the Encryp-
tion Law, which would facilitate deciphering users’ messages to the law enforce-
ment, especially in cases when the government has a well-founded suspicion that
users are connected to a criminal act. However, such a law has not been passed,
while the existing Communications Assistance for Law Enforcement Act (CALEA)
prescribes that operators should design their services in order to facilitate the work
of government agencies of intercepting communication, when required by law (re-
port by the Freedom House organization, 2018). Another law, which is worth men-
tioning in the context of the violation of the right to data protection of American

2! Glenn Greenwald. (Jun 6 2013). NSA collecting phone records of millions of Verizon customers
daily. The Guardian https://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-
court-order .
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citizens, is the Computer Fraud and Abuse Act (CFAA) of 1986. This law prohibits
accessing a computer without authorization under the CFAA, and is often criticized
for leaving space to courts to interpret by themselves what is meant under the term
“without authorization” (report by the Freedom House organization, 2018). Fur-
thermore, the implementation of this law led to the suicide of the internet activist
Aaron Swartz in 2011 and who, contrary to the CFAA, downloaded millions of files
of academic journals. Faced with the possibility of being sentenced to 35 years of
prison, Swartz committed suicide and did not live to see trial (report by the Freedom
House organization).

After Edward Snowden’s disclosures on the surveillance by the National Se-
curity Agency, there was even more pressure on the stronger control of the internet
in Russia. Impressed by the disclosure, Nocetti indicated that: “Several members of
both houses of the Federal Assembly suggested that all servers storing the personal
data of Russian citizens should be located in Russia [...] or demand to be available
under the .7u domain, or to be obliged to be hosted on the Russian territory” (Nocetti
2015, 114). Namely, the Russian authorities consider that the privacy policies of
transnational companies, such as Google, Facebook and Twitter are in fact “a threat
to Russia’s digital sovereignty and to national security” (Nocetti 2015, 114). All of
that resulted in the adoption of the Data Localization Law in 2014, which came into
effect in September 2015, and prescribes that companies conducting their business
in Russia should store data on servers physically located in Russia (Savelyev 2016).
Also, the implementation of the law caused numerous controversial actions of Rus-
sia towards internet companies that operate within its borders. The first example of
the application of this law refers to the case from November 2016, when the social
media LinkedIn was blocked in Russia. In addition, LinkedIn was blocked by local
internet service providers, following the order of the telecommunications regulator
Roskomnadzor.

That is how LinkedIn “became the first major international platform to be blo-
cked in Russia due to the disharmony with the data localization requirements” (re-
port by the Freedom House organization, 2018). Although it is speculated that the
application of this law is primarily intended towards censorship and control of inter-
net users”, some global companies have moved some of their servers to Russia, in
accordance with the law — among them are Uber and Viber, but also Apple (Tung,
2015) and Google (Razumovskaya 2015). Moreover, the companies that do not
comply with the Data Localization Law are threatened with blocking and legal ac-
tions by the Russian authorities. Likewise, in January 2019, Roskomnadzor an-
nounced that it filed a lawsuit against Facebook and Twitter for not complying with
the Data Localization Law. The existing regulations do not require rigorous fines for
not complying with the law, but do require the obligation of complying with the law
within a specified period, up to one year since coming into effect, so these compa-

22 BBC. (Nov 17 2016). LinkedIn blocked by Russian authorities. (accessed 2 March 2019).
https://www.bbc.com/news/technology
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nies face blocking if they fail to coordinate their business activities with the national
law on localization (Meyer 2019).

Furthermore, the Yarovaya Law is the most controversial set of laws that ca-
me into effect in July 2018. This set of law amendments was named after Irina
Yarovaya, one of its most important creators and the Deputy Chairman of the State
Duma. In addition, the law represents a set of amendments that change a dozen laws
related to the freedom on the internet. While the government regards the law as an
anti-terrorist measure, with the aim of increasing the security of users, internet activ-
ists have sharply criticized the adoption of the law and called it the Russia’s ‘Big
Brother’ Law”. The Freedom House organization’s report summarizes the most
significant changes introduced by this set of laws: tougher prison sentences for in-
citement to online terrorism (up to seven years in prison), incitement to extremism
and separatism (up to five years in prison) and incitement to hatred (up to six years
in prison). Besides, if one is suspected of committing some of the crimes, even if
they prove their innocence, they may be found on the list of extremists and they
would be treated according to that situation. For example, their bank accounts could
be frozen, they could be forbidden from certain professions, regardless of the fact
they were not convicted of any crimes for which they had been previously charged.
It is specially emphasized in the report: “Severe penalties and a broad definition of
violations create the space for abuse and the criminalization of legitimate, non-
violent expression on the internet” (report by the Freedom House organization,
2018). On the other hand, this set of laws increases the possibility of surveillance
and “forces mobile and internet companies to register text messages, phone conver-
sations and chat activities of users for six months and forward them to security ser-
vices, in the case there is a court order.””” The law prescribes even more restrictive
measures, requiring online services which offer encryption to help the Federal Secu-
rity Service decode the encoded data.

Although it may be technically impossible for many companies, if they refuse
to cooperate, they can be faced with the 15,000 dollar fine (report by the Freedom
House organization, 2018). In January 2018, an amendment to the law of Informa-
tion, Information Technologies and Information Security came into force, which
prohibits social media and communication platforms from protecting the anonymity
of their users: “Platforms must connect user accounts with their telephone numbers,
by connecting their online activities with their true identity in an effective way”
(report by the Freedom House organization, 2018). According to the current legisla-
tion in Russia, in order that internet service providers obtain license for operating in
Russia, they must fulfill the requirements of the SORM system; they are required to
install technology that enables security services to monitor internet traffic (report by
the Freedom House organization, 2018).

3 The Moscow Times. (July 1, 2018). Russia’s ‘Big Brother’ Law Enters Into Force. (accessed 3
March 2019). https://www.themoscowtimes.com/2018/07/01/russias-big-brother-law-
24 1.

Ibid.
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Based on a brief outline of the most important laws which, according to ana-
lysts and critics, endanger the right to privacy of internet users in both countries,
certain similarities can be noticed, regardless of the fundamental differences be-
tween the two systems. This only contributes to the initial thesis that all countries,
no matter how liberal they are, want to control and govern their internet space. Even
though the nationalization of the internet is a frequent topic in authoritarian coun-
tries, liberal countries do not show resistance to this trend. For example, the nation-
alization of the internet in Russia can be seen in the example of the dominant use of
the Russian national search engine Yandex.ru and the Russian social media VKon-
takte (Russian: BKonTakte). The national search engine is used more often than
Google and is on the second place of the most visited sites in Russia, while Google
takes the fourth place. In addition, the national social media VKontakte is on the
third place, while Facebook takes the fourteenth place (4lexa — Top sites in Russia).
Such positions of national internet companies already suggest the statist attitude
toward the internet space in Russia. However, this phenomenon can be approached
from a different perspective — the nationalization of the internet need not necessarily
be perceived as offensive or directed at the control of citizens, but also as defensive
— in terms of protection against the dominance of the American model of the inter-
net, which socially, politically and culturally does not correspond to the complexity
of relations in Russia.

Nevertheless, the trend of regulating internet space has obviously not by-
passed America, the cradle of free internet space. The United States has maintained
the liberal attitude towards internet communications, with an apparent effort to gov-
ern communications on the internet to a large degree, particularly in relation to mo-
nitoring electronic communication of American citizens and beyond. Undoubtedly,
the fight against terrorism has contributed to almost all newly adopted or reaffirmed
legal measures, so it can be concluded that America’s relation towards internet
communication has been, to a large degree, formed under the influence of terrorist
threats or recent events. However, after inquiring the leaders of technology giants
concerning the violation of rights to personal data protection and the impact of fake
news on the elections in America, the United States government called on private
companies to assume responsibility. Also, it confirmed that in the domain of internet
governance the role of the state is sometimes dominant and necessary, regardless of
liberalism and self-regulation of the system itself.

Conclusion

It seems that the internet has been predominantly regarded as an American
product from its establishment, more precisely, as the space created by the United
States and the one where liberal rules and values exist. Meyer states that: “The inter-
net is an American thing” (Meyer 2000, 149), while Julian Nocetti believes there is a
clear tendency of non-Western countries to lay new foundations in governing cyber-
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space. There are deeply political reasons for the intention of “conquering internet”
by non-Western countries: “a growing number of governments are no longer satis-
fied with the current system of internet governance and seek to challenge the histori-
cal domination of the United States in the cyber domain” (Nocetti 2015, 111 — 112).
This passive struggle for the dominance in the cyberspace, between America and
Russia, can be also described as the policy of the online Cold War in the 21* century
(Nocetti 2015, 127). However, for the principally authoritarian attitude towards the
internet, Nocetti suggests two other possible reasons. On the one hand, the author
connects this to the “inherently authoritarian nature of the Russian regime” and “the
continuation of the centuries-long habit of blocking dissident votes by any means
currently available” (Nocetti 2015, 115). On the other hand, “the strategy can be
contributed to the fact that Russia is a relatively young nation state still uncertain of
its sovereignty, and therefore more committed to a supreme approach of internet
governance” (2015, 115). The first reason, as Nocetti explains, is the desire for state
control of new communication channels in the way the state does with the traditional
media system and the discomfort caused by the new ways of informing, which avoid
traditional channels, resist control and censorship by the system of disintermedia-
tion. The second reason is Russia’s traditional attitude towards the categories of
sovereignty. Namely, the Russian state transfers its perception of sovereignty to
cyberspace, and by drawing virtual national borders, demands the same level of
control and sovereignty, as it is the case with the physical world.

Nevertheless, non-Western countries are not the only cases trying to design
the internet according to their needs. As the example of the United States has shown,
internet governance in democratic countries often goes beyond the democratic prin-
ciples that liberal countries are boasting about. Like all other Western countries, the
United States has mechanisms to entirely control its internet space; with the differ-
ence that the United States with the help of servers of the biggest monopolists on the
internet, localized in the United States, can do that beyond the borders of its terri-
tory. Controversial laws on data surveillance, some of which have been exposed to
the public and caused global scandals (for example, Snowden’s discovery of the
mass interception of electronic communication) are, by the U.S. government, justi-
fied as the fight against terrorism and the well-known phrase citizen security. Also,
the fact is that Russia enforces controversial laws more harshly and more frequently,
while the United States does that in a less common and more sophisticated way.
However, what is the crucial difference? Is it right to think the United States always
does that for purely altruistic reasons — to protect its citizens, while Russia does so
for statist reasons — to protect its citizens from any dissident votes and changes?

It is more likely that purely political reasons lie beneath the internet govern-
ance policy in the United States, as well as that with some controversial laws Russia
is defending itself from external influence, rather than from its own citizens. Cer-
tainly, internet governance is an area which cannot be divided into purely liberal or
authoritative models of governance. In the authoritarian model, one can find indica-
tions of democratic nature or other higher goal, as in the liberal model one can find
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authoritarian measures and undemocratic control mechanisms, while insisting on
huge differences in the approach is more ideologically rather than empirically based.
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