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Human-Centered Security in Society 5.0: Revisiting Algorithmic Bias and
Methodological Constraints in Predictive Policing

Abstract

Society 5.0, envisioned as an advanced, human-centered civilization in which the physical and digital realms
seamlessly complement one another, represents a sustainable model for the functioning of human communities
on an increasingly overpopulated planet. In such an environment, a progressively deeper symbiosis between social
processes and technological innovation is expected, with the security sector emerging as one of the key domains
of this integration. Within the field of public security, predictive policing stands out in particular: its models, based
on artificial intelligence and big-data analytics, enable the anticipation of criminal patterns and the potential for more
effective risk prevention. This paper examines predictive policing as a transformative approach to law enforcement,
while simultaneously problematizing its deeply embedded challenges - especially in the context of the value
framework of Society 5.0, which seeks to ensure that technological advancement remains subordinate to human
dignity, justice, and social inclusion. Through an analysis of case studies from Chicago, London, and Tokyo, the
paper identifies the operational advantages of predictive techniques but also highlights key concerns such as
algorithmic bias, lack of transparency, insufficient data quality, and methodological limitations that may jeopardize
the fairness and legitimacy of police interventions. The findings demonstrate that although predictive algorithms
can contribute to the enhancement of preventive strategies, their implementation must occur within a clearly defined
normative framework that incorporates technical robustness, independent oversight, institutional accountability,
and active citizen participation. In line with the principles of Society 5.0, the paper concludes that the successful
application of predictive policing requires the development of systems that are ethically grounded, methodologically
transparent, and oriented toward the protection of human rights - ensuring that technology serves society rather
than the other way around.

Keywords: Society 5.0, security, predictive policing, artificial intelligence

Introduction

The concept of Society 5.0, formally introduced within Japan’s Fifth Science and Technology
Basic Plan (2016), represents a normative-strategic vision of a super-smart, human-centered society in
which physical and cyber spaces are systematically integrated to enhance the quality of life for individuals
and communities. In this model of social development, artificial intelligence, big-data systems, and the
Internet of Things (loT) constitute the foundational technological infrastructures that enable faster, more
accurate, and contextually adaptive decision-making across almost all domains of public and private
activity, including healthcare, education, transportation, energy, and public security.

Unlike earlier developmental paradigms - commonly described as Society 1.0 through 4.0 - which
were predominantly oriented toward industrialization and digitalization (see: Cosan, 2021; Bjelajac &
Bajac, 2022), Society 5.0 introduces a qualitatively new normative dimension rooted in the idea of seamless
coexistence and synergy between cyber and physical spaces. This model presupposes the broad
application of artificial intelligence, loT infrastructures, robotics, autonomous systems, and advanced
communication technologies to provide systemic responses to key contemporary challenges such as
demographic aging, urban mobility, the sustainability of healthcare systems, and the increasing demands
placed upon security.
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Terminologically, it is necessary to distinguish between the interconnected but conceptually distinct
frameworks of “Society 5.0” and “Industry 5.0.” Although complementary, these concepts are not identical
(Huang et al., 2022). Industry 5.0 emerges within European industrial policy as a critical response to the
technocentric model of Industry 4.0, whereas Society 5.0 was developed in the Japanese context as a
national strategy aimed at addressing broadly defined social problems. Their differing genealogical origins
point to a divergence in normative focus: Industry 5.0 primarily addresses issues of labor, production, and
economic transformation, while Society 5.0 offers a broader framework for understanding changes in
everyday life, social cohesion, and overall societal well-being.

The literature identifies several key normative—technological characteristics of Society 5.0. First,
human-centricity serves as its fundamental axiological principle, according to which the development and
implementation of technologies are meant to prioritize the enhancement of human quality of life rather
than merely increasing economic efficiency. Second, integration of the digital and physical worlds entails
the continuous collection of data from the real environment, their algorithmic processing, and
transformation into operationally relevant information, enabling a shift from reactive to proactive and
preventive models of governance. Third, sustainability and inclusiveness stand out as essential political-
ethical dimensions, emphasizing the reduction of social inequalities and broad accessibility of technological
solutions. Fourth, smart resource management, enabled by Al and loT systems, supports the optimization
of infrastructure in both urban and rural settings. Fifth, participatory and proactive governance promotes
the active involvement of citizens in decision-making through digital platforms and analytical tools for
predictive planning. Finally, the development and application of these technologies are normatively framed
by the requirements of ethics, safety, and legal protection of fundamental human rights (see: Bjelajac,
Filipovi¢ & Stosi¢, 2022).

In contemporary criminological and sociological literature, predictive policing refers to the use of
statistical methods and machine-learning algorithms to assess the likelihood of future criminal events in
relation to specific spatial, temporal, or demographic variables (Meijer & Wessels, 2019). Theoretically, it
is important to emphasize that these systems are not based on notions of precognition or any form of
paranormal foresight, which have no empirical grounding in modern security studies or criminology.
Contrary to popular-cultural representations, real predictive-policing systems rely entirely on quantitative
data, statistical models, and algorithmic processing.

Within the normative context of Society 5.0, predictive policing is presented as a potential tool for
strengthening the preventive function of the state in the field of public security, provided that the principles
of legality, transparency, accountability, and human rights protection are strictly respected. The conceptual
framework of Society 5.0 thus enables a deeper understanding of the ethical, legal, and methodological
tensions that accompany the implementation of predictive systems in the security sector, making this
framework theoretically relevant for analyzing contemporary security policies.

Historically, early institutional forms of analytical police management were developed through
systems such as CompStat, which relied primarily on descriptive and retrospective analyses of crime
patterns (Eterno & Silverman, 2006). With the advancement of machine learning and increased
computational power, specialized commercial software solutions for predictive analytics emerged, the
most frequently cited in the literature being PredPol (later Geolitica), HunchLab, and ShotSpotter (Egbert
& Esposito, 2024; Degeling & Berendt, 2017; Feathers, 2021). These systems apply a wide spectrum of
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methods - ranging from regression models and Bayesian networks (Ben-Gal, 2007) to cluster analysis
and deep neural networks - in order to generate risk estimates based on historical crime data, demographic
indicators, and spatio-temporal patterns.

The core theoretical premise of predictive policing is that the allocation of police resources can
be rationalized and optimized through empirically processed data rather than relying solely on the heuristic
knowledge and experience of officers. However, empirical literature provides ambivalent findings: while
some studies indicate improvements in operational efficiency and more targeted deployment of police
units (Mohler et al., 2015; Perry et al., 2013), others warn of structural risks such as the reproduction of
institutional bias and the emergence of self-fulfilling prophecies (Lum & Isaac, 2016; Brayne, 2020). In
this sense, predictive policing cannot be understood as a neutral technological tool, but rather as a socio-
technical system whose implementation raises complex methodological, ethical, and legal questions -
questions that demand critical and interdisciplinary analysis.

Methodological Framework

This research is grounded in a qualitative—interpretative methodological approach aimed at
examining the normative, theoretical, and empirical dimensions of predictive policing within the conceptual
framework of Society 5.0. The central premise of the study is that predictive policing cannot be adequately
understood as a purely technical matter; rather, it represents a complex socio-technical phenomenon that
simultaneously encompasses technological, legal, ethical, and socio-political dimensions.

The primary research method is qualitative content analysis of relevant scholarly literature, reports
issued by international organizations, and normative documents. This includes works from the fields of
criminology, security sociology, science and technology studies (STS), data-protection law, and digital
policy, as well as strategic documents of national governments and supranational institutions concerning
the development of artificial intelligence and smart security systems. The literature review was conducted
as a thematic analysis, through which dominant theoretical models, key debates, and critical gaps in
existing research were identified.

Additionally, a comparative method was employed through the examination of different models
of predictive-policing implementation in selected national contexts - primarily in the United States and the
member states of the European Union. This comparative perspective enabled the identification of patterns
of similarity and divergence in regulatory approaches, institutional arrangements, and forms of public
legitimation of these systems.

A normative-legal analysis was used to assess the compliance of predictive-policing systems
with the core principles of criminal law and human-rights protection, including the principles of legality,
proportionality, the presumption of innocence, and the right to privacy. Special attention was devoted to
relevant European standards, particularly the General Data Protection Regulation (GDPR), as well as
documents of the Council of Europe and the European Union pertaining to artificial intelligence and digital
rights.

The empirical component of the research is limited to secondary analysis of available case studies
and evaluation reports of predictive-policing systems. Rather than collecting primary data, the study relies
on a critical synthesis of existing empirical findings to identify structural limitations, unintended
consequences, and potential risks associated with the practical deployment of these technologies.
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Finally, the research adopts an interdisciplinary analytical framework, integrating insights from
criminology, legal studies, sociology, and digital-technology studies. This approach makes it possible to
understand predictive policing not merely as an instrument of security policy, but as an indicator of the
broader transformation of relations between the state, technology, and citizens in contemporary societies.

The Concept of Predictive Policing — Technical Foundations, Human-Centric Orientation, and
Conceptual Limitations

Predictive policing represents one of the most ambitious attempts to apply artificial intelligence in
the field of security, relying on advanced statistical models, machine-learning algorithms, and social-
network analytics to identify patterns of criminal behavior and forecast future risks. These systems promise
more efficient allocation of police resources and improvements in public safety, yet they simultaneously
raise complex ethical and methodological questions. Their accuracy and reliability depend on the quality
and structure of the data, the design of the algorithms, and the manner in which they are implemented in
practice - factors that make them particularly vulnerable to various forms of bias. Understanding the
technological basis of these models - from spatio-temporal analysis to classification algorithms and
probabilistic approaches - is essential for evaluating the risks posed by predictive-policing systems within
a society striving for value-oriented and inclusive digital transformation, as envisioned by Society 5.0.

The technological foundation of predictive policing typically rests on a combination of advanced
analytical approaches. These include, above all, spatio-temporal models such as Poisson regression and
spatio-temporal point-processes, which estimate the likelihood of crime occurring in specific locations
within defined time intervals. In addition, a wide range of classification algorithms (Belcic, n.d.), including
random-forest models, support-vector machines (SVM), and neural networks, are used to categorize
events according to type or estimated probability. Social-network-analysis models play a particularly
important role in mapping criminal networks and relationships among offenders, while Bayesian
probabilistic models (Ben-Gal, 2007) combine diverse data sources to provide more accurate risk
assessments. Despite their technical sophistication, the accuracy and reliability of these algorithmic
approaches depend critically on the quality, scope, and representativeness of the underlying data, raising
the central issue of algorithmic bias.

Algorithmic bias refers to systematic deviations in model outputs that arise from unbalanced,
incomplete, or incorrectly labeled input data, as well as from the design choices embedded in the algorithm
itself (Jonker & Rodgers, n.d.). This appears to be the core structural problem of predictive policing: models
that analyze crime do not observe the world as it is, but rather as it is represented in the data. When those
data reflect historical patterns of selective law enforcement or institutional prejudice, algorithms may
reproduce - and even intensify - the very patterns society seeks to overcome. As a result, predictive
policing can lead to disproportionate deployment of police resources to certain geographic areas or toward
particular demographic or ethnic groups, thereby reinforcing existing social inequalities.

The literature commonly distinguishes three dominant types of bias in predictive policing. Data
bias arises when historical datasets reflect institutional patterns of selective control rather than the actual
distribution of crime. Model bias occurs when the choice of models, parameters, or underlying assumptions
systematically privileges certain types of predictions while neglecting more complex patterns. Finally, user
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bias emerges from the ways police officers interpret and apply model outputs, potentially amplifying
discriminatory outcomes.

The aim of this paper is to identify, through a critical analysis of existing case studies and
methodological approaches, the key challenges in designing and implementing Al-based predictive-policing
systems, particularly in light of the value-oriented goals and infrastructural characteristics of the Society
5.0 framework.

Dominant Types of Algorithmic Bias in Predictive Policing and How They Arise

The implementation of predictive policing rests on the belief that algorithmic analysis of large
datasets can enable more precise allocation of police resources and thus contribute to crime reduction.
However, empirical experiences show that these systems are not neutral; they incorporate various forms
of bias that can seriously undermine fairness, legitimacy, and public trust in institutions. In this context,
algorithmic bias is not merely a technical flaw but a direct reflection of social relations and historical patterns
of policing. Predictive policing does not operate in a vacuum: it reproduces - and frequently intensifies -
existing inequalities and prejudices, thereby risking the reinforcement of structural injustice rather than
improving public safety.

The most common sources of bias emerge at the level of the data on which these systems are
trained. When historical records are shaped by selective law enforcement - for example, if police have
disproportionately patrolled certain neighborhoods or social groups - algorithms internalize these patterns,
marking the same communities as “high risk,” regardless of their actual crime rates. Bias also appears in
data sampling: non-representative datasets can mislead the system into false conclusions. Wealthier
areas, for instance, tend to report fewer incidents, which the algorithm may interpret as evidence of genuine
safety. Measurement practices additionally affect prediction quality, as citizen reports often reflect
subjective fears and prejudices; algorithmic systems may then treat these perceptions as objective facts,
even when they do not reflect actual criminal activity.

Biases are further embedded in the very design of the algorithm, since the selection of variables,
weighting factors, and model assumptions is shaped by the value judgments of engineers and the
institutions that determine what counts as a “relevant” risk indicator. Including variables such as
unemployment or low socioeconomic status can automatically stigmatize disadvantaged citizens as more
prone to criminal behavior. Even model evaluation can be problematic: systems are often assessed through
metrics such as precision and recall, but these measures may reflect only where police tend to intervene,
not where crimes actually occur. Finally, the feedback-loop effect reinforces bias: when algorithms
repeatedly direct police to the same locations, increased police presence generates more recorded
incidents, which the system then interprets as confirmation of its predictions, creating a closed cycle of
self-confirming error amplification.

Although machine learning is often perceived as a neutral and objective technology, its models
possess numerous methodological limitations that can significantly reduce the accuracy and reliability of
predictive outputs. These limitations are especially pronounced in predictive policing, where algorithmic
systems function not merely as technical tools but as complex socio-technical constructs vulnerable to
errors, biases, and misinterpretations. Among the most significant methodological weaknesses are
challenges related to generalization, transparency, and performance evaluation. Overfitting leads models
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to perform well on historical data but poorly in new contexts. Lack of transparency - particularly in deep
neural networks - prevents users from understanding how predictions are generated, creating a “black
box” in which even experts cannot fully trace the logic of the model. Performance metrics such as precision
and recall (Juba & Le, 2019) can obscure broader societal implications, especially when “high accuracy”
does not translate into fair policing outcomes. Limited replicability - stemming from the restricted availability
of operational data - further undermines independent verification and critical validation.

The most important methodological limitations identified in predictive-policing models point to
deep structural weaknesses (see: Kenge, 2020). The first concerns the limited quality, scope, and
representativeness of available data: algorithms learn exclusively from historical records, which are often
incomplete, inconsistent, or shaped by structural biases. This leads to the second major limitation -
generalization - since models that function effectively on familiar datasets may become unreliable when
confronted with demographic changes, crises, or shifts in social behavior. Their predictive accuracy
implicitly relies on the assumption that “the future will resemble the past,” an assumption that, as Hume
(1739) warned, lacks epistemological grounding. Predictive systems also rely on correlations rather than
causal understanding, making them susceptible to identifying statistically convincing patterns that have
no real connection to criminal behavior.

Algorithmic outputs are further sensitive to design choices and hyperparameter configurations;
even small adjustments can generate radically different predictions, reducing model reliability and
reproducibility. The feedback-loop effect intensifies these problems: algorithm-driven deployments shape
future datasets, reinforcing inaccurate assumptions. The opacity of complex models - especially deep
neural networks - presents a serious challenge in security contexts, where institutions and citizens have
a legitimate right to understand the foundations of decisions affecting their lives (Rawashdesh, n.d.). Lastly,
excessive reliance on statistical performance metrics risks masking discriminatory outcomes: a model
may be “accurate” in predicting repeated police interventions, while simultaneously producing unfair and
unequal treatment of certain social groups.

Examining different forms of algorithmic bias and methodological limitations reveals that predictive
policing, despite its technological sophistication, remains deeply entangled in pre-existing institutional and
societal patterns. Model accuracy cannot be separated from historical inequalities, data-collection
practices, or the ways in which police actors interpret and implement algorithmic recommendations. If
such systems are introduced without critical scrutiny, they can reproduce and even amplify structural
injustices. For this reason, it is essential to develop methodologically transparent, ethically grounded, and
socially responsible approaches to ensure that technological innovation aligns with the human-centered
principles of Society 5.0 - a society in which people, not algorithms, remain at the core of security policy.

Society 5.0 as a Framework for the Ethical and Legal Regulation of Predictive Policing

The concept of Society 5.0, envisioned as a global reference point for future socio-technological
systems, is grounded in the idea of a “super-smart society” in which digital technologies, artificial
intelligence, and the Internet of Things (loT) serve the human being rather than the other way around. Its
core principle is the harmonization of technological progress with human values, which makes Society
5.0 a suitable framework for reflecting on the ethical and legal regulation of predictive policing. Society
5.0 can function as a normative compass for the development of predictive-policing systems, insisting
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that technology must remain subordinate to human needs. This ensures that predictive systems are not
only efficient but also ethically legitimate, legally regulated, and socially acceptable.

Society 5.0 begins from the premise that technology must serve human beings and that every
digital system - regardless of its complexity - must contribute to the preservation and enhancement of
human dignity. This establishes a clear normative foundation for all forms of artificial-intelligence
applications, including predictive policing. Within such a conceptual environment, algorithms must not be
constructed solely to maximize efficiency and operational output; rather, they must be aligned with the
foundational principles of human rights, including privacy protection, non-discrimination, and equal access
to justice. One of the central ethical principles of Society 5.0 is the requirement of full transparency and
accountability of digital systems. In the domain of predictive policing, this implies mandatory mechanisms
for algorithmic auditing, public access to information about the data, statistical patterns, and logical
assumptions that inform operational decisions, as well as institutional accountability for all consequences
arising from algorithm-driven actions.

The concept of balancing security and liberty is especially significant. Society 5.0 emphasizes
that security goals must never be achieved at the expense of fundamental civil rights. Predictive policing
may serve as a preventive tool that enhances public safety, but only within clearly defined boundaries
that prevent excessive surveillance, the normalization of population control, and the stigmatization of
particular social groups based on statistical predictions. Furthermore, the idea of digital inclusion and
fairness is one of the pillars of Society 5.0. This implies that predictive-policing algorithms must not rely
on data that are selective, exclusionary, or biased, as such systems would directly undermine the principles
of equality and social cohesion. Instead, the ethical framework requires the development of models that
minimize the risk of bias, ensure equitable representation of all social groups, and promote fairness in
decision-making.

Parallel to this, Society 5.0 advocates the establishment of a legal infrastructure that evolves
simultaneously with technological innovation, rather than reactively and post festum. This ensures that
legal norms clearly define the boundaries of algorithmic use, establish mechanisms of institutional
oversight, create independent supervisory bodies, and guarantee citizens the right to legal remedy if they
are harmed by an unjust algorithmic decision. Finally, since Society 5.0 promotes international cooperation
and global standardization of ethical principles in digital technologies, the same logic can be applied to
the regulation of predictive policing. Harmonized international rules and minimum human-rights standards
could significantly reduce the risk of misuse, increase transparency, and ensure responsible and just
application of artificial intelligence in the security sector.

Given this, the use of biased and methodologically limited predictive-policing systems must be
deemed unacceptable in a highly sophisticated, experimental society that cannot tolerate error or
improvisation. The fundamental question arises: How can the concept of predictive policing be purified of
bias, methodological limitations, and other deficiencies before it is certified as a safe, humanistic, and
human-centered technology worthy of Society 5.0? If we have established that predictive policing suffers
from two fundamental weaknesses - algorithmic bias and methodological limitations - then it becomes
evident that this technology, in its current form, cannot exist within the envisioned framework of Society
5.0. This is a society built on the assumption that human dignity cannot be compromised under any
circumstances and that technological intervention is justified only if it contributes to greater humanity,
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security, and social justice. The question that follows is unavoidable: What must be done for predictive
policing to become a legitimate candidate for use in such a society?

The first task belongs exclusively to the scientific and academic community. Those who develop
algorithms must assume responsibility for the origin and quality of the data. In practice, this means that
datasets must be purged of historical layers of discrimination, class and ethnic stereotypes, and the uneven
or distorted representation of particular social or ethnic groups. Itis not enough to build “stronger” models
on top of flawed datasets; new datasets must be created - carefully designed to be representative, plural,
and ethically neutral. In other words, science must recognize that a dataset is as normative as a legal
statute, since it defines the framework within which the algorithm “sees” reality.

We have already identified many existing methodological procedures as technologically obsolete,
if not technologically ruinous. It is therefore necessary to encourage technological innovation - an obligation
that falls to the technology industry. The industry developing software and hardware for predictive policing
cannot remain confined to its present state. Instead of relying on simple statistical correlations and
predictive models that reduce complex social phenomena to raw numerical data, the industry must develop
multimodal, adaptive, and hybrid machine-learning approaches (Sheng et al., 2024). Such approaches
do not analyze only quantitative data; they incorporate qualitative aspects such as social context, urban
spatial dynamics, and even cultural patterns. The industry must abandon “fast and cheap” models and
adopt models that are slow, expensive, but reliable - because Society 5.0 will not tolerate improvisation
Or erroneous assessments.

If algorithms are to be used in such a sensitive field as predictive policing, transparency must be
an obligation, not an option. Regulatory bodies must establish clear protocols for independent audits,
periodic evaluations, and publicly accessible reports on algorithmic performance. No model may remain
a “black box.” Citizens, as the ultimate bearers of sovereignty, have the right to know the parameters and
logic by which an algorithm produces predictions. Only such transparency can guarantee public trust and
reassure citizens that the state respects the ethical standards of a human-centered society. This also
means that ethics must not be added later as an ad hoc or unwanted corrective, but must be integrated
directly into the architecture of the algorithm itself. This task cannot be carried out by science alone or
industry alone; it requires interdisciplinary collaboration. As we argued in an earlier study (Bjelajac &
Filipovi¢, 2022), since contemporary humanity is unwilling to think of itself outside the technological
paradigm, scholars - especially philosophers, sociologists, and theologians - are not prepared to entrust
the development of Al ethics to engineers and technicians alone. Teams must include philosophers,
lawyers, sociologists, anthropologists, and psychologists, alongside engineers and mathematicians.
Together they must design algorithms in which ethical principles are encoded internally rather than merely
imposed externally. In this way, predictive policing is prevented from ever crossing the humanitarian
threshold that Society 5.0 defines as a mandatory standard.

Finally, no technology - even the most sophisticated - can be implemented in a vacuum. A strong
legal framework must define the scope and limits of predictive-policing use. Citizens must have the right
to appeal, the right to explanation, and the right to protection from the errors of the algorithm. Moreover,
society must establish institutions capable of monitoring the long-term consequences of these
technologies, so that systemic risks and failures can be detected in time. Without these guarantees, no
technology can be considered “worthy” of Society 5.0.
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Empirical Experiences with Predictive Policing: The Cases of Chicago, London, and Tokyo

Chicago is one of the first cities in the United States to attempt a systematic, real-world
implementation of predictive policing. As early as 2012, the Chicago Police Department developed the
so-called Strategic Subjects List (SSL), a “list of high-risk individuals,” using machine-learning algorithms
and statistical models (Tucek, n.d.). The idea behind the program was simple yet highly ambitious: to
predict which individuals were most likely to commit, or become victims of, violent crimes.

At first glance, this approach appeared promising. Instead of responding only after a crime is
committed, the police could act preventively, guided by “probability-based data” (Jeffrey, 1992). In a Society
5.0 environment - where proactive, integrated security mechanisms are emphasized - such a concept
would seem like a perfect testing ground. However, the reality soon revealed a deep gap between ambition
and practice. The SSL program proved to reproduce longstanding patterns of bias embedded in police
work (DaViera et al., 2023). The training data derived from historical police records carried with them
decades of accumulated distortions and inequalities, particularly affecting Black and Latino communities.
Instead of eliminating discrimination, the algorithm reinforced and institutionalized it. Individuals with no
criminal history could find themselves on the list simply because they lived in “the wrong neighborhoods”
or had social ties to people under police scrutiny.

Academic and civil-rights organizations were sharply critical. They argued that the program
undermined the presumption of innocence and stigmatized citizens without just cause. After years of
debate, Chicago officially discontinued the SSL in 2019, noting that “there is insufficient evidence that the
algorithm reduces crime rates” (Advisory Concerning the Chicago Police Department’s Predictive Risk
Models — Chicago Office of Inspector General, 2023).

This case clearly illustrates what Society 5.0 must never permit. A highly sophisticated, human-
centered society cannot allow experimentation with tools that generate social injustice. The Chicago
example teaches that the foundational prerequisites for any predictive technology are full methodological
transparency, independent ethical oversight, and continuous assessment of impacts across different social
groups.

Unlike Chicago - which entered early and failed quickly - London has taken a more cautious and
fragmented approach to predictive policing. The Metropolitan Police Service, along with several local
police forces, experimented with various algorithmic tools, including systems predicting crime “hot spots,”
geographic areas with an elevated likelihood of criminal activity (London Assembly, 2013).

One of the most well-known experiments was conducted with the support of PredPol, a company
whose algorithmic methods were originally inspired by earthquake-prediction models. The system relied
on past crime data (time, location, type) to generate maps of “hot spots.” Police patrols were then directed
to these zones for preventative purposes. Initial results seemed encouraging: in several neighborhoods,
minor crimes such as burglaries or thefts decreased.

However, critical questions soon emerged. Do such systems, in fact, create “self-fulfilling
prophecies”? In other words, if police repeatedly send patrols to the same areas, it is natural that more
incidents will be detected there, thus reinforcing the algorithm - even if no actual rise in criminal behavior
has occurred. British public opinion, characterized by strong commitments to privacy and human rights,
reacted cautiously. Facial-recognition technologies, often associated with predictive policing, came under

Page 83 of 109



HUMAN-CENTERED SECURITY IN SOCIETY 5.0: REVISITING ALGORITHMIC BIAS AND Kultura polisa
METHODOLOGICAL CONSTRAINTS IN PREDICTIVE POLICING / Aleksandar Filipovi¢ and Zeljko Bjelajac 22(3), 74-88
. _________________________________________________________________________________________

particular scrutiny. Courts and independent regulators repeatedly warned that such systems must be
strictly regulated and their use tightly constrained.

London’s lesson is dual: on one hand, predictive systems can help optimize resource allocation
and yield measurable short-term results; on the other, without robust legal and ethical safeguards, they
risk eroding public trust and paving the way for mass surveillance. In Society 5.0 - where public trust must
be a foundational pillar - London’s experience demonstrates that the balance between efficiency and
freedom is fragile, contested, and highly sensitive.

As the country that originally launched the Society 5.0 concept, Japan offers a particularly insightful
example of how predictive policing can develop in a different social and cultural context. Unlike Western
metropolises, where debates center on individual rights and legal restrictions, Japanese society is
characterized by a strong cultural consensus around the importance of collective safety and social
harmony.

The Tokyo Metropolitan Police have long employed advanced statistical tools for analyzing crime
patterns, and over the past decade have integrated elements of artificial intelligence (ltakura, n.d.). These
systems analyze vast quantities of data - from citizen reports and historical case files to urban sensor
networks and video surveillance. The goal is not only to predict crime hot spots but also to optimize the
deployment of police resources in accordance with the city’s dynamic rhythms.

What distinguishes the Japanese case is the high level of public trust in institutions and the
relatively low crime rate. In such an environment, predictive policing has not been perceived as a threat
but rather as a natural extension of societal digitalization. Nevertheless, critical voices exist (Ema, 2020),
particularly within academia, warning that algorithms can become “black boxes” and that mechanisms of
independent oversight are essential (Tsunoda & Komatsu, 2022).

The Japanese model illustrates how Society 5.0 might integrate predictive policing: through
gradual implementation, process transparency, and ongoing communication with citizens. The key is not
eliminating all risks - an impossible task - but ensuring that technology remains aligned with societal values
and continuously subject to democratic control.

Concluding Recommendations for the Implementation of Predictive Policing in Society 5.0

For predictive policing to function in accordance with the high humanistic and technological
standards of Society 5.0, it is necessary to establish a framework that goes beyond mere technical
functionality and incorporates a broader range of ethical, legal, and social criteria. The first and most
important requirement is strict compliance with human rights. Predictive-policing systems must be designed
to guarantee privacy, freedom of movement, and non-discrimination. Without these safeguards, such
systems would become instruments of social control rather than tools for enhancing public safety. The
second pillar is transparency. Algorithmic decision-making must not remain enclosed within “black boxes.”
Institutions that develop and deploy predictive models must publish documentation such as model cards
and datasheets that clearly present data provenance, methodological assumptions, and system limitations.
Mandatory algorithmic impact assessments should demonstrate how a system affects different social
groups. The third element concerns citizen participation. Predictive policing cannot be imposed from above
as a ready-made technological package. Its legitimacy depends on the involvement of local communities,
which must take part in the design, evaluation, and oversight of these systems. Such participation builds
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trust and reduces the risk of alienation between the police and the society they are meant to protect. The
fourth aspect involves technical safeguards. The most advanced systems should incorporate tools such
as differential privacy, federated learning, and transparent disclosure of prediction uncertainty intervals.
These mechanisms reduce the risk of data misuse while increasing public confidence in the technical
soundness of the models. The fifth principle relates to institutional oversight. Independent regulatory bodies
should perform regular inspections, while public algorithm registries must be accessible in ways that
enable expert and civic scrutiny. Additionally, periodic stress tests and red-teaming simulations can reveal
potential abuses and system vulnerabilities before they cause actual harm. The sixth requirement concerns
the evaluation of fairness. Accuracy alone cannot serve as the primary measure of value; it is equally
important to assess the fairness of algorithmic outcomes. This includes monitoring indicators such as
calibration, selection parity, or false-positive rates. When different fairness metrics come into conflict, a
formalized decision-making procedure is needed - one that incorporates legal, ethical, and social
considerations.

Ultimately, predictive policing in Society 5.0 must remain dynamically adaptable. Crime patterns,
social contexts, and technological capabilities evolve constantly, and the systems must undergo periodic
review and recalibration. This ensures that algorithms remain aligned with contemporary ethical and legal
standards while keeping pace with the realities in which they operate. Taken together, these
recommendations form a practical framework for responsible implementation of predictive policing. They
make it clear that predictive policing cannot be seen merely as a technical experiment but must be treated
as a social project rooted in the humanistic values of Society 5.0.

Predictive policing as we know it today is not acceptable in a society aspiring to perfect synergy
between humans and technology. However, this does not mean the idea is doomed. On the contrary,
within the conceptual horizon of Society 5.0, predictive policing can serve as a test: if human communities
manage to free it from bias, methodological weaknesses, and lack of transparency, then it may be possible
to create a technology that truly serves humanity. If they fail, that will be a clear signal that there are limits
to what can be delegated to algorithms. Society 5.0 will not tolerate improvisation or untested
experimentation. It demands technologies that are humanitarianly safe, legally protected, and ethically
sound. Only then can predictive policing be verified as secure and worthy of such a society. Until that
point, it remains a transitional concept - situated between an imperfect present and a possible future ideal.
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Humanocentriéna bezbednost u Drustvu 5.0: Razmatranje algoritamske
pristrasnosti i metodoloskih ograni¢enja u prediktivnoj policiji

Aleksandar Filipovi¢ i Zeljko Bjelajac

Pravni fakultet za privredu i pravosude, Novi Sad

Sazetak

Drustvo 5.0, zamiSljeno kao napredna, humanocentri¢na civilizacija u kojoj se fizicka i digitalna sfera medusobno
neprimetno dopunjuju, predstavlja odrziv model funkcionisanja ljudskih zajednica na sve prenaseljenijoj planeti. U
takvom okruzenju ocekuje se sve dublja simbioza druStvenih procesa i tehnoloSkih inovacija, pri ¢emu se sektor
bezbednosti izdvaja kao jedno od klju¢nih podrucja ove integracije. U domenu javne bezbednosti posebno se isti¢e
prediktivna policija: njeni modeli, zasnovani na vestackoj inteligenciji i analitici velikih podataka, omogucavaju
anticipaciju kriminalnih obrazaca i potencijaino efikasniju prevenciju rizika. Ovaj rad razmatra prediktivnu policiju
kao transformativni pristup sprovodenju zakona, istovremeno problematizujuci njene duboko ukorenjene izazove
- naro€ito u kontekstu vrednosnog okvira Drustva 5.0, koje teZi tome da tehnoloSki napredak ostane podreden
ljudskom dostojanstvu, pravednosti i drustvenoj inkluziji. Kroz analizu studija sluéaja iz Cikaga, Londona i Tokija,
rad identifikuje operativne prednosti prediktivnih tehnika, ali isti¢e i kljune probleme kao $to su algoritamska
pristrasnost, nedostatak transparentnosti, nezadovoljavajuéi kvalitet podataka i metodolo$ka ogranicenja koja mogu
ugroziti praviénost i legitimitet policijskih intervencija. Nalazi pokazuju da, iako prediktivni algoritmi mogu doprineti
unapredenju preventivnih strategija, njihova primena mora biti uokvirena jasno definisanom normativnom strukturom
koja ukljucuje tehniCku robusnost, nezavisni nadzor, institucionalnu odgovornost i aktivno u¢esce gradana. U skladu
sa principima Drustva 5.0, rad zakljuCuje da uspeSna primena prediktivhe policije zahteva razvoj sistema koji su
eti¢ki utemeljeni, metodolo$ki transparentni i usmereni ka zastiti ljudskih prava - obezbedujuéi da tehnologija sluzi
drustvu, a ne obrnuto.

Klju¢ne reci: Drustvo 5.0, bezbednost, prediktivna policija, vestacka inteligencija
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