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Abstract

The year 2022 was marked by anonymous reports of bombings in schools and
other important institutions across Serbia, spread via computers. These events
have triggered a public debate on whether the authorities responsible for
combating cybercrime can adequately respond to such attacks. As the number
of internet users increases, so does the number of potential victims of
cybercrime and the obligation of states to protect citizens. Recent events have
shown the vulnerability of society to high-tech crime and the risks it poses. The
paper analyses the normative and institutional framework for combating
cybercrime and data from the Ministry of Internal Affairs on cybercrime. The
paper aims to suggest possible changes, based on the analysis of existing
cybercrime legislation and the analysis of the institutional framework here and
in some European countries, to ensure more effective protection against
cybercrime. The paper uses both a normative and a comparative method to
present the measures taken in other countries. Descriptive analysis was used to
analyze the data collected. The conclusion is that despite a good normative
framework, the fight against cybercrime is not adequate, mainly because of the
far too small number of staff in special departments and sections of the
prosecutor's office and the police compared to the number of crimes, which is
increasing year by year. The danger is also that many people are not educated
about the dangers of using the internet. Therefore, more attention should be
paid shortly to educating citizens of all ages about the dangers and the types of

cybercrime.
Keywords: cybercrime, criminal acts, institutions, normative regulation,
information technologies

Page 83 of 202



CYBERCRIME IN THE REPUBLIC OF SERBIA Kultura polisa
Lazar V. Stosi¢ & Aleksandra V. Jankovi¢ 19(4), 82-99
.

Cybercrime in the Republic of Serbia: Prevalence, Situation and
Perspectives

Along with the development of technology, one of the characteristics
of modern society is the occurrence of criminal acts precisely through the
use of the same technology to commit criminal acts. "The attribute most
often attributed to modern society is digital, which is a consequence of the
high degree of role and importance of digital technology in daily life... there
are no activities of social actors that do not rely more or less on different
types of digital technology and modalities of its use" (Stojsi¢ Dabeti¢, 2021,
p. 162). The question is how many users are aware of the dangers of using
the internet and the possibility of becoming a victim of a cybercrime. The
existence of a culture of security today represents the basic principle of
human security, along with the rule of law (Bjelajac, 2021). Cybercrime is the
commission of crimes in which the computer is the means or object of the
criminal act and in which all potential victims are independent of age, gender
and place of residence. The terms: computer crime, electronic crime, e-
crime, high-tech crime, cybercrime are also in common use (Sabillon, 2016,
p. 166). In the Republic of Serbia, the term high-tech crime is used.

The aim of the work is to propose possible changes, based on the
analysis of existing cybercrime legislation and the analysis of the institutional
framework, in order to ensure more effective protection against cybercrime.
The work uses a normative method to analyse the legal regulations, a
comparative method to show the measures taken by countries to protect
against cybercrime, and a descriptive analysis to evaluate the data collected.

The most common types of cybercrime are online fraud,
cyberbullying, cyber deviance, cyber paedophilia, cyber pornography, the
crypto market, etc. (Abu & Israt, 2020, p. 95). The scale of cybercrime is also
evident from the data on the involvement of this type of crime relative to
other types of crime. For example, we have information that at the global
level, cybercrime accounted for 59.5% of the total number of crimes in 2015,
and in 2016 this percentage was 82.7%. The data on the targets of the
attacks show that the most frequent targets are legal entities at 23%, then
state institutions at 21%, individuals at 12% and the rest are various
organisations, educational institutions, and the financial sector (Stamenkovic¢

Page 84 of 202



CYBERCRIME IN THE REPUBLIC OF SERBIA Kultura polisa
Lazar V. StoSi¢ & Aleksandra V. Jankovi¢ 19(4), 82-99
.

et. al., 2017, p. 10). According to the Strategy for Combating High-Tech Crime
for the Period 2019-2023. (Government, 2018), the Special Department for
High-Tech Crime received 2,371 criminal complaints in 2017, which is an
increase of more than 15 times compared to ten years earlier when 154
criminal complaints were received in 2007. The largest increase was
recorded in 2014 (+68%) and 2015 (+69%). Among other things, the strategy
contains data on the structures of criminal offences in the period from 2013
to 2017. Based on this data, the highest percentage of criminal charges, 64%,
related to the criminal offence of tax evasion, followed by the criminal
offence of harming creditors (22%), criminal offences against intellectual
property (9%), criminal offences of display, acquisition and possession of
pornographic material and exploitation of a minor for pornography (3%),
and criminal offences against the security of computer data (2%)
(Government, 2018).

The anonymity that cybercrime affords to perpetrators makes it even
more difficult to identify the perpetrator. In some situations, an additional
problem in identifying the computer used is identifying the person who used
the computer to commit the crime (Sallavaci, 2022, p. 17). Some real-world
crimes take place in the virtual world, so predators are increasingly hiding
behind computers and anonymity rather than lurking in predator
playgrounds. (Bjelajac & Filipovi¢, 2020, str. 260; StojSi¢ Dabeti¢, 2021, pp.
164-165). The difficulty in establishing the identity of the perpetrator is one
of the reasons for a large number of cybercrimes, precisely because modern
technology allows for a high level of anonymity (Me & Pesticcio, 2022). A
quick identification process is extremely important in cybercrime files and
can be a major problem due to modern technology that complicates the
identification process. The identification process means finding and
exploring traces that cyber attackers left unintentionally, such as B. the IP
address of the origin of the attack. Government agencies need to be careful
as attackers often leave false fingerprints to mislead government agencies.
In addition, one of the ways of detection is to analyse similar cyberattacks
to establish a correlation between them (Pournouri et al., 2022).

The anonymity that cybercrime affords to perpetrators makes it even
more difficult to identify the perpetrator. In some situations, an additional
problem in identifying the computer used is identifying the person who used
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the computer to commit the crime (Sallavaci, 2022, p. 17). Some real-world
crimes take place in the virtual world, so predators are increasingly hiding
behind computers and anonymity rather than lurking in predator
playgrounds. (Bjelajac & Filipovi¢, 2020, str. 260; StojSi¢ Dabeti¢, 2021, pp.
164-165). The difficulty in establishing the identity of the perpetrator is one
of the reasons for a large number of cybercrimes, precisely because modern
technology allows for a high level of anonymity (Me & Pesticcio, 2022). A
quick identification process is extremely important in cybercrime files and
can be a major problem due to modern technology that complicates
the identification process. The identification process means finding and
examining traces left unintentionally by cyber attackers, such as: B. the IP
address of the origin of the attack. Government agencies need to be careful
as attackers often leave false fingerprints to mislead government agencies.
In addition, one of the ways of detection is to analyse similar cyberattacks
to establish a correlation between them (Pournouri et al., 2022).

Based on the analysis of data from international institutions dealing
with cybersecurity and the ranking of countries in the field of cybersecurity
(International Telecommunication Union, European Union Agency for
Cybersecurity), we found that international institutions do not use the same
criteria for measuring the cyber security index in certain countries, which is
why the data on the ranking of countries differ. According to research by the
International Telecommunication Union (2020), the Global Cybersecurity
Index shows countries' commitment to cybersecurity with the aim of helping
them identify gaps. One of the studies determined the cybersecurity index
of individual countries based on an analysis of five areas: legal measures,
technical measures, organisational measures, capacity development
measures, and cooperation measures (ITU, 2021, p. vi). Based on the analysis
of these five areas, Serbia ranks 33rd out of a total of 182 at the global level,
while in Europe it is ranked 25th out of a total of 46 places. The ten best-
ranked countries in terms of commitment to cyber security in Europe in 2020
are Great Britain, Estonia, Spain, Lithuania, France, Turkey, Luxembourg,
Germany, Portugal, Latvia, and Netherlands (2021, p. 25-27). What these
countries have in common and which ranks them in the top ten is the
undertaking of measures in the field of education, i.e. the inclusion of
materials on cyber security in educational programs in primary, and
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secondary schools and colleges, training on the subject of cybercrime, a
large number of training/campaigns which raise public awareness of the
risks of cybercrime, as well as professional training for institutions involved
in the prevention, detection and sanctioning of cybercrime, the existence
of programs for the certification and accreditation of cyber security
professionals (2021). "Building human and institutional capacities is essential
to raise awareness, and knowledge in all sectors, for systematic and
appropriate solutions, and to promote the development of qualified experts"
(2021, p. 133). Another survey published by Enjoy Safer Technology (ESET,
2021) contains data on which cyber countries are the safest. In this research,
the ranking criteria used data for the last three years: detected malicious
software devices, number of hacked social networks or e-mail accounts,
victims of bank card or internet banking fraud, victims of identity theft, and
number of cyber security laws. According to this research, the top ten safest
cyber countries are Portugal, Lithuania, Slovakia, Greece, Spain, Estonia,
Latvia, Finland, Denmark and Slovenia (TBTECH, 2021; ESET, 2021). What
these countries have in common is the great importance given to the
training of employees in institutions responsible for dealing with cybercrime
cases (police, prosecutor's office, judiciary) and the promotion of cybercrime
prevention mechanisms. In these countries, "efforts are being made to
provide legal actors with more engineering courses and engineers with
more legal knowledge" (Ferrara et. al, 2022, p. 64). Another common
characteristic of the safest cyber states is the commitment to inform and
raise awareness of the public and business sectors, as well as civil society
about the dangers of cybercrime (2022). Cyber security in these countries is
also due to the number of people working in specialized units, which is in
line with the number "considered necessary depending on the scope of the
relevant cases" (2022, p. 749).

Criminal Acts of Cybercrime

Criminal acts against the freedoms and rights of people and citizens,
which are carried out with the aid of computers, fall under the jurisdiction
of state special agencies for combating high-tech crime. These offences
include hating speech online based on race, religion, political party, age,
disability, sexual orientation, support for a sports club, and other forms of
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hate that affect social rights, freedom of expression, and liberties (Sabillon
etal., 2016, p.172). The cybercrime of identity theft is the theft of someone's
identity, the attacker pretends to be someone else in order to gain financial
gain (p. 173). Cybercrime Against Sexual Freedom (Viewing, Receiving and
Possessing Pornographic Material and Exploiting a Minor for Pornography)
(Narodna skupstina, 2019). These offences include child pornography, i.e.
online pornography involving children (Sabillon et al, 2016, p. 172). Children
start using the internet earlier and earlier, so today it is the pre-school age
of 4 to 6 years according to some research (Bjelajac & Filipovi¢, 2020). A study
(Tomczyk et al., 2022) showed that three-quarters of people (adolescents)
use social networks most often just before going to bed and just before
waking up. A new generation of children is ready to work with these new
technologies, which play an important role in children's learning and
acquisition of various cognitive skills (Stosi¢, 2015), but the question is how
informed the children about the potential threats lurking around them. Aside
from age, which makes children easy prey, the unlimited amount of time
children spend online makes it even easier for criminals to commit crimes
against children (StojSi¢ Dabeti¢, 2020, p. 164). Disturbed relationships in the
family, whether in the form of disagreements between the parents themselves
or a bad relationship between the child and the parents, as well as a lack of
parental supervision over the child or excessive strictness, are phenomena
that lead children to take more time in the family Internet, and that there are
greater chances of exposure to cyber pornography and cyber violence (Choi,
et al., 2022). Anonymity, i.e., child imitation and naivety, makes it easier for
predators to mislead and abuse children (Bjelajac & Filipovi¢, 2020; compare
2021). That virtual world in which young people increasingly find themselves
is becoming a place where various security risks hide. The replacement of
the real world by a virtual one naturally also brought with it the transfer of
certain security risks from one sphere to another (Ili¢ & Banovi¢, 2021, p.
150). One of the cyber crimes against sexual freedom is revenge
pornography, which is committed by disseminating sexual material without
consent, and usually, the perpetrator is an ex-partner for revenge or hackers
who blackmail victims to gain illegal financial benefits. The consequences of
these crimes are extremely difficult for the victims and their lives (Sabillon
etal.,, 2016, p. 174). Last year one such case was a group called "EX-YU Balkan
Room" with 36,000 users that posted and shared pictures and videos of
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naked girls and their phone numbers and addresses. It is a cybercrime,
better known as revenge pornography as the images and videos are mostly
posted by ex-partners. That only the administrator of the group was arrested
while the other 36,000 participants were not even heard is disappointing
(Petrovi¢, 2021, p. 4).

Criminal acts against intellectual property do not fall under the
exclusive jurisdiction of state agencies responsible for combating high-tech
crime, but the act depends on whether a computer or computer system was
used as a means or object in the execution, including acts of violation of the
moral rights, unauthorised use of the author's work or related rights items,
unauthorised removal or alteration of electronic copyright and related rights
information, unauthorised use of someone else's design, etc.

Crimes against computer data security include unauthorised access
to the computers, the network and data processing. This group of
cybercrimes includes cyberespionage (cyber espionage), where the action is
the unauthorised recording of others and their conversations and data. “The
attackers require the victim to pay a certain amount of money to avoid the
damage they threaten to do by stealing or deleting data, deploying
ransomware and asking the victim for bitcoin payment” (Sabillon, 2016, p.
173). Ransomware is a type of software used by cyber criminals to lock data
and demand a ransom for it. In 50% of cases, in addition to the usual threat
of data deletion, it also includes a threat of publication of the data (National
Crime Agency, 2021, p. 46).

Cyber-laundering is a term used to denote acts where money
obtained through criminal activity is funnelled into legal streams to lose its
origin (Sabillon, 2016, p. 173). A large number of cyber crimes consists of
cyber fraud (online fraud), i.e., fraud using computer technology such as
Internet auctions, credit card fraud, telemarketing fraud, deceptive
advertising schemes, "Nigerian" fraud, SMS fraud, manufacturing and
introduction of computer viruses, hacking, manufacturing, obtaining and
providing funds to others to commit criminal acts against the security of
computer data, etc. Computer data corruption (cybervandalism) is the
erasure of data and damage to software. Computer sabotage (cyberwarfare)
is “attacks in cyberspace coordinated with military operations, which are
mostly carried out by the governments of conflict states” (2016, p. 173).
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Normative Regulation

In 2005, the Law on the Organisation and Competence of State
Bodies in Combating High-Tech Crime was adopted in the Republic of Serbia
(Narodna skupStina, 2009). According to this Law on Procedures in Crimes
Where Computers and Computer Systems Are the Object or Means of
Execution, the Prosecutor General's Office in Belgrade is responsible for the
procedure, i.e., the Special Department for Combating High-Tech Crime
(2009, Articles 3 and 4). For tasks related to police competence related to
high-tech crime, a special service has been established within the Internal
Affairs Body to deal exclusively with high-tech crime within the Service for
Combating Organised Crime (Art. 9). The department becomes active in the
preliminary proceedings at the request of the specialist agency for
combating high-tech crime. The main problem with this service is the lack
of human resources (Bjelos et. al., 2021, p. 97). The trial in these cases is
within the jurisdiction of the Supreme Court in Belgrade, where a special
department to combat high-tech crime should be established and where
priority should be given to judges with special knowledge of information
technology (Narodna skupstina, 2009, Art. 11). In accordance with
international instruments and the obligation of the Republic of Serbia to
achieve international cooperation and data exchange in the field of high-
tech crime, the bodies responsible for international cooperation and
establishing contacts have been designated, namely the Special Prosecutor
for High-Tech Crimes. Tech Crime and the Department for Suppression of
High-Tech Crime (Government, 2018). In the text of the strategy to fight high-
tech crime for the period 2019-2023. It is noted that taking into account the
increase in these crimes along with technological development, it is
necessary to improve the normative and institutional framework for
combating high-tech crime, increasing the number of technological devices
and establishing more effective cooperation at becomes national and
international levels (2018). Among other things, the strategy states that
preventive measures must be taken to raise citizens' awareness of the
dangers of certain types of cybercrime. The same document notes that the
Special Prosecutor's Office for Hi-Tech Crimes is a department working
within the Prosecutor General's Office in Belgrade (Government, 2018). An
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integral part of the strategy to combat high-tech crime for the period
2019-2023. is also the action plan for the period 2019-2020. for the
implementation of the strategy of aligning legislation with the legislation of
the European Union in order to fight cybercrime more effectively, as well as
increasing staff, staffing and creating new departments within the
department (2018). In accordance with the obligation of the Republic of
Serbia within the framework of the accession negotiations to the European
Union - Chapter 24 (Justice, Freedom, Security) - the Republic of Serbia
adopted the Convention on High-Tech Crime (Convention on Cybercrime
from 2001) in 2009. The basic principle on which the Convention is based is
the implementation of a common policy through the harmonisation of
legislation and international cooperation (Narodna skupstina, 2009). One of
the examples of successful cooperation between Interpol, Europol, the FBI
and our authorities is the " Armageddon" operation, launched with the aim
of detecting and preventing child pornography on the Internet. The action
was launched more than 10 years ago and by 2018 163 people were arrested
(Interview: Branko Stamenkovi¢, Special Prosecutor for High-Tech Crimes,
2021). In order to improve international cooperation in the fight against
cybercrime, the European Parliament adopted Directive 2013/40/EU
(European Parliament, 2013), which lays down the rules defining cybercrime
and the type and level of sanctions for these crimes. The Directive
2011/93/EU of the European Parliament on combating the sexual abuse and
sexual exploitation of children and child pornography is also relevant in the
field of combating cybercrime.

The Institutional Framework for Combating Cybercrime

In addition to normative regulation and its implementation,
institutions are required to put the regulations into practice. In order to take
measures to prevent and detect cybercrime, it is necessary to involve experts
with specific knowledge in the field of cybercrime in the police and
prosecutor's investigations as well as in the court proceedings (Mali et al.,
2018). The chief public prosecutor's office in Belgrade is responsible for
cybercrime, i.e., the special department for combating high-tech crime. For
tasks falling within the jurisdiction of the police and related to high-tech
crime offences, a special service dealing exclusively with high-tech crime
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offences has been established within the Internal Affairs Body (Narodna
skupstina, 2009, Art 9). Trials in these cases fall under the jurisdiction of the
Supreme Court in Belgrade and in appeal proceedings under the jurisdiction
of the Court of Appeal in Belgrade. Some civil society organisations, in their
assessments of the Republic of Serbia's progress in Chapters 23 and 24, note
that despite a good normative framework in the fight against cybercrime,
results are not achieved due to insufficient human resources and their use
primarily to detect criminal activities jeopardising the safety of politicians by
sending threats to politicians over the Internet. The fact that the action plan
for the period 2019-2020 has been adopted is cited as a disadvantage.
expired without a new one being brought. Another shortcoming affecting
the acting institutions is the fact that the special department for high-tech
crimes at the Supreme Court in Belgrade was abolished in 2009 and since
then cybercrime has been heard by judges of the Supreme and Appellate
Courts in Belgrade to judge criminal cases. According to the Special
Prosecutor for High-Tech Crime Branko Stamenkovi¢ in an interview, the
number of prosecutors, deputies and assistants in the Special Prosecutor's
Office is not proportional to the number of cases processed in 2018.in 2019
there were 3,022, in 2019 3,808, in 2020 4,769 cases, and that in 2021 so far
5,135 cases have been formed” (Interview, 2021). It is a question of the
special knowledge in the field of cybercrime of sitting judges. The such
organisation in the courts implies that the training of judges must be from
the whole criminal law and not specialised in cybercrime (Bjelos et. al., 2021,
p. 98).

Conclusion

With regard to the fight against cybercrime, normative regulations
have been adopted in the Republic of Serbia, which satisfactorily regulate
this area and are harmonised with the international instruments of the
European Union, the number of employees in special departments and
services dealing with the prevention and detection of cybercrime, and the
number of offences, which is no doubt increasing every year, and we can
say with certainty that such a trend will continue in the following period
along with the advance of technology. The use of digital technology for the
enforcement of sentences also requires the constant training of employees
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because the constant advances in technology also go hand in hand with the
use of the same in the area of enforcement of sentences. Employees in
specialised institutions fighting cybercrime must have knowledge of
information technologies in order to be able to adequately respond to
cybercrime, which are extremely complex crimes where it is difficult to
establish the identity of the perpetrator.

In order to combat cybercrime more effectively, more attention must
be paid to educating the public about the dangers of cybercrime in the near
future. Education should include people of all ages and professions, from
the youngest to the elderly, from businesspeople to ordinary workers,
because everyone is a potential victim of cybercrime. Cybercrime is a term
that encompasses a wide range of criminal activities of which all citizens are
potential victims. Therefore, there is a need to start education at the earliest
age and continue it into later stages of life, balancing education with greater
exposure to a specific type of cybercrime at a specific age or in specific
sectors.
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SaZzetak

Slucajevi anonimnih dojava putem racunara o postavljenim bombama u
Skolama i drugim vaZnim ustanovama Sirom Srbije obeleZili su 2022. godinu. Ovi
dogadaji pokrenuli su debatu u javnosti da li organi zaduZeni za borbu protiv
sajber kriminala mogu adekvatno da odgovore na takve napade. Sve je vedi broj
korisnika interneta, a samim tim i potencijalnih Zrtava sajber kriminala, kao i
obaveze drzava da zaStite gradane. Poslednji dogadaji pokazali su stepen
ranjivosti i rizike po druStvo koje donosi visokotehnoloski kriminalitet. U radu se
analizira normativni i institucionalni okvir borbe protiv sajber kriminala, i podaci
Ministarstva unutrasnjih poslova o sajber kriminalu. Cilj rada je da se na osnovu
analize postojece zakonske regulative sajber kriminala i analize institucionalnog
okvira kod nas i u pojedinim zemljama Evrope daju predlozi za eventualne
izmene, a kako bi se obezbedila efikasnija zaStita od sajber kriminala. U radu je
primenjen normativni metod kao i komparativni metod za prikaz mera koje se
preduzimaju u drugim zemljama. Za analizu prikupljenih podataka koris¢ena je
deskriptivna analiza. Zakljucak je da i pored dobrog normativnog okvira borba
protiv sajber kriminala nije adekvatna pre svega zbog broja ljudi koji rade u
specijalnim odeljenjima i odsecima u tuzilastvu i policiji, a koji je daleko manji u

odnosu na broj dela koji se deSava, a koji iz godine u godinu raste. Opasnost
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predstavlja i nedostatak svesti kod veceg broja ljudi o opasnostima koriS¢enja
interneta, zbog c¢ega bi u narednom periodu viSe paznje trebalo posvetiti

edukaciji gradana. svih uzrasta o opasnostima i vrstama sajber krivi¢nih dela.

Kljucne reci: sajber kriminal, krivi¢na dela, institucije, normativna

regulativa, informacione tehnologije
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