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MOJAEPHU U ITIOCTMOAEPHU KOHLEIIT
JETUHBCTBA Y CBETJTY OCUT'YPAIBA
BE3BEJHOCTHU AELE Y IUT'UTAJIHOM APYLUTBY

Caxcemax: KoHTEKCT OBOT pajia jecTe MO3MIUja JCHE Y TUTUTATHOM OKPY-
XKEmY, ca TOCEOHUM aKIICHTOM Ha pHU3HKE 10 0e30eTHOCT Jele KOjH C€ Y OBOM KOH-
TEKCTY jaBJbajy M Kako TO Kpeupa MOoJIepHE KOHIIENTEe NEeTHIH-CTBA. HoBe MOOMIIHE 1
HWHTEPHET TEXHOJIOTHje CTBapajy HOBe MOTYHHOCTH 3a pa3Boj Jele, allkl HCTOBPEME-
HO CTBapajy HU3 HOBHUX pHU3HKa. TO CTBapa OKBHpP y KOME JIPYIITBEHO- TEXHOIOIIKH
KOHTEKCT yTHYe Ha Kpeupame 0e30eIHOCHE MOIUTUKE, alld U 00pHYyTO. Y paay ce
yKa3yje Ha HEKOJIHMKO acleKaTa MOJACPHOr, AMTHTAIHOT JPYIITBA, KOjU 3HAYajHO
MEHajy M0CaNallkhe TOCTYNIaTe HAa KOjuMa MOYUBa OpUra APYIITBA O ACHU — IOCe-
0aH TpeTMaH M caJpiKaj MmpaBa JeTeTa Kao KOPHUCHUKA ITUTUTAITHE TEXHOJOTH]E, 3a-
TUM JOJAaTHU MEXaHU3MH MPaBHOT PeKMMa 3allITUTE MOoJaTaka O JUYHOCTH KOjuMa
ce 00e30ehyje HAjOOJPM WHTEpeC JeTeTa, Kao W KyATypa KOHTPOJe Kao MpHUMapHH
HapaTHB MPHJIMKOM Kpeupama jaBHUX MOJIUTHKA 0e30€HOCTH Jiele Y AUTUTATHOM
oKpykemy. be3 Hamepe fa ce ynasu y MojeJUHOCTH TPABHUX PEKUMA, paj UCTHYC
CBOjEBPCHY jYKCTAMO3UIIN]y TEKHHM CABPEMEHOT IPYIITBA KOje KU J]a KOHTPOJIOM
MMOCTUTHE 0€30eMHOCT W MCTOBPpEMEHO oMOTyhu ci1000maH pa3Boj Iele y oapacie
JbyJie.

Kayune peuu: nena, TUruTamHo OKpYKeHbe, HHTEPHET, 0€30€THOCT, KYATypa
KOHTpOJIE.

YBoaHa pasMaTpama — Aela y IMTUTATHOM APYIITBY

Moxe ce pehu ma je caBpeMeHO IPYIITBO - APYIITBO 0e30p0j OCBETIHEHUX
ekpaHa. TH eKpaHM HHCY caMO JBOAMMEH3MOHAJHA MPEICTaBKa TPAJAUIMOHATHUX
MEAMjCKUX CajpiKaja, HAIpPOTHB — OHU Cy CPEJICTBO KOJUM C€ OCTBapyje Hajseha
MehynoBe3aHocT JbyAM M caipxkaja. [JUruTamHOCT M AWTHTANIM3alMja Cy JIOHENe
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He3anamheH HHM3 IPOMEHa, M TO He CaMo y TEXHOJIOIIKOM CMHUCHy. /lururamHa peBo-
JIyllMja 3aXBaTWJIa j¢ CBE CErMEHTE APYINTBA, U M3MCHWIIA HAYWH Ha KOjU JbYJACKa
Oounha GyHKIMOHUIY YaK U HA CBAKOJHEBHOM HHMBOY, OJl COLMjaIM3aIje 10 TOCIO-
Bama, 00yxBatuBIM U Hajsehu neo crBapu m3mel)y (bjenmajan u @unumosuh 2021).
ATpuOYT KOjH ce CaBpeMEHOM JIPYIITBY Hajuenrhe IpHUIHCyje jecTe JUTUTATHO, IITO
j€ mocieana BUCOKOT CTeIleHa yJIore W 3Hayaja JUTUTaIHe TEXHOJOTHje OJH. WH-
(opMaMOHO-KOMYHHKALMOHUX TEXHOJIOTHja Y CBAKOIHEBHOM >KHUBOTY. CaBpeMeHO
JPYLITBO C€ OCJama Ha JIUTHTAHY TEXHOJIOTH]jy, NUTHTATHA TEXHOJIOTHja MeHa
OCHOBHE TIapaJiurMe JIPyINTBa, HEMa aKTUBHOCTH HHUTH JPYIITBEHUX YMHUOLA KOjU
ce y, Mam0j Wi Behioj Mepu He ocllambajy Ha pa3luuuTe BUAOBE AUTHTAIHE TEXHO-
JOTHje U MOJAITETe HheHe ynorpede. Jlemna, y cMuciay Gpu3NYKuX JMIa Koja HUCY
HaBprmia 18 romuHa cTapocTH, Kako ux neduHume Konsenmuja YjeaumeHNX Ha-
[Mja O MpaBHMa JeTeTa, BULIE CY HETO aKTHBHU KOPUCHHLM JUTHUTATHE TEXHOJIOTH-
je. Umajyhu y Buay moceOHy OATOBOPHOCT KOje CBaKO JAPYIITBO W MPaBHU CHUCTEM
¥“Ma y TIOTJIeTy OCHTypama HajOoJheTr HHTEepeca ACTETa, U CTaTyca Jele Kao MoceOHo
pamUBe PYIITBEHE TPyIE, a y MIMPEeM KOHTEKCTY CTBapama M Pa3Boja JUTHTATHOT
JpYIITBA, jaBJbajy ce MHOTa MpaBHa, APYIITBEHa, EKOHOMCKa, Oe30eqHOCHa, MOpail-
Ha ¥ BPEJHOCHA NUTamka y BE3H Ca MO3HIHU]OM Jele, MTOCeOHO MO3HIUjOM Aele Kao
KOPHCHHKA IUTUTATHE TEXHOJIOTH]E.

TepMHHOIIOMIKY, TI0jaM JieTeTa Moapa3yMeBa JIMIe Koje HUje HaBpuwio 18
TOJMHA >KUBOTA, a JUTHTAIHO OKpyXemwe (digital environment) mompasymeBa WH-
(dbopManuoHe ¥ KOMYyHHKAIMOHE TEXHOJIOTH]E, Y CMUCTY TEXHUYKHUX CPENICTaBa Koja
npeHoce uHpopMaIje U MPeKo KOjuX ce KOMyHHIHpa (KOMIjyTep, XapaBep, cod-
TBEp y BHAYy MOOWIHUX TenedoHa, Tabnera, IUTUTAHUX KaMepa U CBHUX OCTaUX
“nameTHHX” ypebaja), ykibydyjyhu W MHTEpHET M JUTHTAIHE Menuje. YIpaBo je
KOHTEKCT OBOT pajia MO3UIHja Jielie y TUTUTATHOM OKPYKEmY, ca MOCCOHNM aKIeH-
TOM Ha pU3MKe MO 0e30eIHOCT Jele KOjU ce Y OBOM KOHTEKCTY jaBibajy. HoBe mo-
OWiHe W MHTEpHET TEXHOJOTHje CTBapajy HoBe MoryhHocTw 3a pas3Boj aeue, anu
HCTOBPEMECHO CTBApajy HU3 HOBHX pH3HKa. TO CTBapa OKBUP Y KOME APYIITBEHO-
TEXHOJIOIIKN KOHTEKCT YTHUE Ha Kpeupame 0e30eTHOCHE TIOJIUTHKE, ajTd U OOPHYTO
(Stepanovic 2014, 169). [Ipumepa paau, o 90-ux roguna XX Beka EBporcka yHuja
OpraHusyje pa3nruuTe HHUIHjaTHBE U MPOrpame 3a MoCTH3ame 0e30eHOCTH ele ¥
IUTHTATHOM NPYITBY, Kao mTo je Ilporpamm EBporicke komucuje 3a 6e30emHUjH
Wntepner, EBponcka mpexa Llentapa 3a 6e30eqan HTepHET, Kao M €BpoOIICKa I0-
JIUTHKA MPEBEHIIMj€ cajoep KpUMHUHAIA,

Kana ce roBopu o omHocy nene npema kopuihemy MHTEpHETa OJH. IPYTUX
BUJIOBA JWIMTAIHUX KOMYHHKAIMja, HUCTHYE CE Ja Jela JaHac XHBE y T3B.
,MehycrtBapHocT' (interreality) ka0 HOBOM OOJNIMKY XHOpHIHE CTBApHOCTH, KOja je
MeIllaBUHA BUPTyanHe u (U3MUKe CTBapHOCTU. Mntepakuuje mehy nemom ce naHac
0/IBHjajy ¥ Ha BUPTyaNHO] (oHNajH/online) n Ha Qusnukoj (odnaju/ offline) pasHu,
IMyTEM pa3IMIYUTHX MENHja Koju ce Kopucte 3a komyHukanujy (Kokswijk, 2007, 40).
WHdopManmoHo - KOMYHUKAIIMOHE TEXHOJIOTH]je CYy Ba)KaH MHCTPYMEHT Y JKHBOTY
Jielle Ha KOjU ce Oclama Y4ewe, COolMjann3aluja, n3paxaBame, HHKIy3Hja U yKH-
Bam€ MpaBa M clI0007a ACTEeTa, ajl UCTOBPEMEHO Cy YT Ka yrpoKaBamy 0e30e1HO-
CTH JIelle ¥ UHCTPYMEHTH MOTEHIMjaTHOT HacWiba Hax aenoM. Kopumheme mHTEp-
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HeTa je 3a Jelly HauWH NOINykaBamba BpeMeHa n3Mel)y THEeBHUX aKTUBHOCTH, a CBE
BUIIIC JIHEBHUX PEAOBHUX aKTHBHOCTH j€ MPECEIHEHO Y OHJIAJH IOMEH (HIIp. Tieame
TeJIeBU3Mje, Na YaK U Koja). JlaHac je cacBUM yoOH4ajeHo 1a Jena KOPHCTe cMapT
Tesie()OHE 3a CBAKOAHEBHH NPHUCTYNl MHTEPHETY, pe HEero OMKO Koje Ipyro cperc-
TBO JWTHTaNTHE KOMYHHUKAIHje, IMOaly oKa3yjy Aa 57% nene cBoje TenedoHe Ha
Taj HAYMH CBAaKOAHEBHO KopucTH (fena ox 9-11 rogmua). Ocum Tora, Jena jaaHac
OHJIAJH MOTY Jia TJelajy BUAEO caiapikaje, mocehyjy ApymTBeHEe Mpexke (momaunu
nmoka3yjy na 10% neune maeBHO mocehyje npymTBene mpexe y Hemaukoj n gak 45%
nere nHeBHO y CpOuju), urpame OHJIAJH UTPUIlA U yIIOTpeda 3a IKOJICKH paj (Sma-
hel et.al 2020, 25). [Tomganu mokasyjy na Aeua MPeTeKHO KOPUCTE MHTEPHET 3a KO-
MyHHKAIHjy U 3a0aBy, a Mame 3a ocraine canapxaje. Takohe, y BehnHu eBpomnckux
3emalba gena oj 14-16 roguHa crapocTy Tpole JiBa MyTa BUIIE BpeMEHa Ha UHTEP-
HEeTy y onHocy Ha geny on 9-11 roguna crapoctu (Smahel et.al 2020, 19). Crenen
JUTUTAIHUX BEIITHHA JELE jeCTe OCHOBHHU MPEAYCJIOB 3a YCIEUIHO Kopuinheme
MHTEpHETa, ajy ca BUIIe Kopuihema pacTy U BEIITHHE, a Ca PACTOM BEIUTHHA pac-
Ty U PU3ULIH.

Caser EBpone mocmatpa mpaBa JeTeTa y AUTUTATHOM OKPYKEeHY Kao jelaH
0]l IPHOPUTETA, KOjU TOApa3yMeBa CTBapam-e¢ HHTEpHETa KojH je Oe30enan, cCUrypasx,
OTBOpEH U JOCTyIaH cBUMa 0e3 auckpuMuHanuje. Takohe, neunja npasa, rapaHTo-
BaHa Konsennmjom YH o npaBuma sgerera, u EBporickoM KOHBEHIIM]OM 32 3alITUTY
JbYJICKUX MIPpaBa ¥ OCHOBHUX 100012, MOpajy OMTH 1 ocTaTH 3amITHheHa He3aBHCHO
0l TeXHOJOIIKOT pa3Boja. Komurer YH 3a mpaBa merera mpoknamyje a cBa Aena
MOpajy uMatu 6e30emaH MPUCTYT AUTUTATHO] TEXHOJOTHH U TUTHTATHUM KOMYHH-
KaljamMa, 1 OUTH OCHa)KEHA J1a Y TOTIYHOCTH YYECTBY]y, Ja ce M3pase, Tpaxe WH-
¢dopmanmje u yKuBajy cBa IpaBa rapaHTOBaHA KOPITyCOM ACUMjUX JbYICKHX IIpaBa.
HcroBpemeno, 6€30eMHOCT Melle y OHJIAjH KOMyHHKAIlHjaMa je TaHac pemIoBaH Ipe-
IMET TPaBHOT peryiicama, jaBHUX TONHWTHKAa M jaBHUX Jebata — Of Kpu-
BUYHOINIPaBHE 10 OOPa30BHONpABHE, YKJbYUyjyhH M KOHTEKCT JbYACKHX MpaBa U
npaBa ferera. He Moxke ce HermpatH KOPHCHOCT yHoTpeOe MHTepHeTa O CTpaHe
Iletie, ajau He MOTY Ce HEeTHMpaTH W CBE BehM M OMacHUjU PU3UIN KOJU U3 TOTa MPOH-
3mi1ase, Te ce Kao KJbyYHO MUTame MOCTaBJba KaKo 3aIUTHTU ey U OMJIaguHy 0e3
Jla MX IPEeBUILE OTPaHUYUMO y clio0oaHOM pa3Bojy? U Huje cnopHo aa kopuiheme
WHTEpHETA NIEIly T0CTaBJha Y MO3UIIH]Y MOTCHIIM]ATHUX KPTaBa, ajd M y TO3HIIH]jY
MOTCHIMjAIHUX TIOYMHUIIAIA IITETHOT TOHallama. HeraTMBHa HCKyCTBa Koja Cy
Jielia MpHjaBJbUBaa, a ca KojuMa Cy ce cycpelsa MPHIMKOM Kopuithema HHTEepHEeTa
U APYTHX OUTHTATHUX KOMYHHUKAIMja jecTe, n3Mel)y OCTajor, H3JI0KEHOCT CEeKCyal-
HOM CaJIp’Kajy, arpeCUBHOM CaJlpKajy U JAPYTHUM OONHIMMa HEXEJbEHOT calpiKaja,
3aTHUM HENPUCTOjaH KOHTAKT, OHJIAJH 3JI0CTaBJbambe, ACJbeHhe TMUHINX HHPOpMaIHja,
ypylIaBame yriena, IpuMame Bupyca u oHiajH pekiama (Cortesi and Gasser 2017,
22-24).

Kanma ce moctaBu muTame KO je 0aroBopaH 3a 0e30eqHOCT Aere y OHIajH KO-
MYHHUKaIMjaMa, Hajuemhu oroBopu ce 0J0ce Ha POAUTEIbE, 3aTUM HA YUUTEIBE Y
CMHCITY TIOCTH3amba AUTHTAIHE TNCMEHOCTH y CAaBPEMEHHM yCJIOBUMa pa3Boja AUTH-
TQIHUX TEXHOJOTWja W MOJAJUTeTa KOMYHMKallMja, Kao M APYI'H IpPYIUTBEHU
YUHHUOIIM — HEBJIAJUHE OpraHu3alfje, Teia Koju ce 0aBe 3alliTUTOM Jele, Kao W
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NPUBPEIHH CYOjeKTH, KOjH CHOCE JI0 OATOBOPHOCTH KaKO JUPEKTHO Y OJHOCHUMA ca
JIEIOM Kao KOPHCHUIIMMA, TaKO W HMHIUPEKTHO Kao TOAPIIKA pPOIUTEIbUMA U
yuuTesbMa. Y OHJIAjH KOMYHHUKAIMjH BEOMa je TEIIKO pOAUTE/bUMa Ja yode IITe-
TaH KOHTaKT KOjH FbHXOBO JIETE YCIMOCTABU. POUTEILCKH HAM30p OU ce MOpao Mmpo-
Jy’KUTH W Ha OHJIAJH KOMYHUKAIIHje BUXOBE Jele, ITO 00yXBaTa pa3InIuTe MoJia-
JUTETe YyIoTpeOe MHTEPHETA, Y BUAY JAPYIITBEHUX MPEXKa, OHJIAJH UTapa, BUPTYyEIHE
peanHocTH, GpopyMma, pa3MeHe Nopyka, wed kopuinhieme BeO KaMmepa, UTH, Ha pas-
JTUIUTAM MECTHUMa — OJ IIIKOJIe MPEKO YiuIle cBe 10 kyhe, Tj. cByna e je TenedoH
ca wuMa. U Bpiio yecTo poauTesbH MMajy BeoMa Malld yBHJL Y TO IITa Ce JelIaBa y
OHJIajH CBETY CBOje Jelle, Te He MOTY IPaBOBPEMEHO HU YOUHTH PH3HMKE H pearona-
TH. MeMopanayM y3 JlaH3apoTe KOHBEHIHjy HaBOAW 3a0pumaBajyhn ¢eHOMEH na ce
JleTia 10jaBJbyjy Kao JKPTBE CEKCYalTHUX HalaJa y OHJIAjH cacTaHIIMMa OJTH. WHTEpa-
KU ca oJpaciuMa KOju c€ OJBHjajy y cajoep MpocTopy — HWHTCPHET
NpUYaoHUIIaMa U cajToBuMa 3a urpe. [llupoka goctymuoct TenedoHa oBaj BUI He-
JI03BOJHCHOT TMOHAIIAkha YHHH JIOCTYITHUM | 33 JJocTa Mial)y neiy y oxHocy Ha ajio-
JieclieHTe, U TUME TIOTpedy 3a MeXaHHU3MHMa KOHTpOJIe YHHU BehoM.

ExcnieprMeHTaIHO TIOHAIIalke, Kao U TMOHAIlamke Koje yKJbyuyje oapeleHe
PH3HKE je, KaKO ce CTPYUHhalld CIaxy, CAaCTaBHHU JI€0 OIpacTarma U eMOIMOHATHOT
pas3Boja Jene, Kao M CTBapara COTICTBEHOT WIICHTUTETAa, a CBE CE TO JelllaBa Kpo3
COLIMjalTHN KOHTAKT, TJIe c€ JaHaC WHTEPHET MO3HIUOHUPA Ka0 OCHOBHU BUPTYEIHU
MPOCTOP 3a CTBapame U O/IpIKaBarbe COLMjaHUX KOHTaKaTa. A JIpyre cTpaHe je pe-
AJHOCT J1a CBE IITO CE MPeay3uMa OHJIAJH je JOCTYIHO CBUMA M CBYJA, MPAKTHYHO
rnobamHo, M cBaku canpikaj Moske OWTH, B jecTe JOCTyIaH OWII0 KOjOj MPETpa3y
YMHOXaBamwy. Bpio decto je Beoma Temiko, ckopo Hemoryhe, MOTIYHO YKJIOHUTH
cazpkaj MOCTaBJbeH Ha MHTEPHET, Kao IITO je CAaCBUM JIAKO KPEHpaTH JIaXKHE PO-
Gbue v IIacupaTy pa3IuduT CapiKaj.

IIpaBHU OKBMP MpaBa JeTeTa Yy IUTHTAJHOM OKPY:Kelby — ieTe Ka0 aKTUBHHU
YHHWJIAL Y AUTHTATHOM OKPY:KeHmY

Kana ce kao TemMa HaMeTHE JPYIITBEHU acleKT KOjU MMa 3HayajaH yTHIA] Ha
Jielly, OJIH. TJie Cy Jiella 3HayajaH cy0jeKT APYIITBEHOT OJTHOCA, OYEKYyje ce Jia Hapa-
TUB TIOCTaBH OKBUPHE CMEpPHHIIE KOje ce THUY IpaBa JieTeTa Kao MoceOHOT Kopiryca
OMIITHX JbYJACKUX mpaBa. OMNIITH OKBUP IpaBa JETETa y IUTHTAIHOM OKPYKEHY
YHHE MPWINYHO YjeHaueHe MocTaBke y okBUpy cucrtema Casera EBpomne u EBpon-
CKe yHH]e, Koje he y OKBHpY OBOT OJic/bKa OUTH MPE/ICTaBJLEHE HA OMIITH HAYKH.

Jleua ,,u3ma3e” Ha MHTEPHET YaK U ca 4 TOJUHe, a Mpe Mojacka y KOy ToTo-
BO Jia cy oBnaaana cyphoBameM MpexoM. HEeKoNnMKo catu JTHEBHO MAlUIIAHHU CY
CYOYCHH Ca CBETOM 0€3 MKAaKBHX OTPaHUYCHA, TAKO PA3IMYUTUM O] CBETa Y KOME
WHaue xuBe. Tako HAaMBHU W HEBHMHHU JIAKO MOCTAjy TUICH MHTEPHET mpenaaropa. I1pe-
JATOPU Cy MHTEPHETOM JOOWMIN Op3U M aHOHHMHH MPHUCTYI JICIH, MECTO TJe MOTY
Jla CaKpHjy CBOj UACHTUTET U JIyTajy MPEKOM 0€3 orpaHuyema. HTepHeT npeaaTo-
pu cy, y Haudenly, cekcyanHu npenaropu. OOMYHO MX 3aMHIIJBAMO Kao 0cole Koje
JMyTajy OKO IMKOJCKUX WIpajuiiTa W Ty Bpebajy cBoje IOTCHITHMjaTHE >XPTBE.
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MebhyTim, CTBapHOCT ce NpOMeHWIa. J[aHallkbU CeKCyalHW MpenaTopu Bpebajy
JKPTBE KpHjyhn ce M3a padyHapCKOT eKpaHa, HCKOpHUIITaBajyhu mperepaHy panos-
HAJIOCT ¥ JIAKOBEPHOCT JICIC ¥ aHOHUMHOCT KOjy Hymu untepHeT. (bjenajaiy u Ou-
munosuh 2020). CBakoM gereTy Mopa Outr oMoryheHo na cBoja mpaBa u cia000/e
YKUBA Y TUTHTATHOM OKPYXKEHY, OJTH. OHJIAajH U oJajH, moceOHO TTpaBo Ha JKUBOT
U TpaBo Ha pa3Boj. JlpkaBe y CBOje jaBHE MOJUTHKE MOPAjy J1a YBEIYy PEryJIUCame
HAYMHA Ha KOj€ IPYIITBO KOPUCTH JUTHTAIHE MEJIH]je, a KOje MMa, K MOXKE J1a UMa
mocJIeTuIle 1o 100poouT merte. OCHOBHYU IMPHUHIIMITA HAa KOjiMa TIOYHNBA CHCTEM 3alll-
TUTE U OCTBapHBam-a Mpasa Jele Yy TUTUTaTHOM OKPYXKemYy MoApa3yMeBajy, uzmelhy
OCTaJIOT OCTBapeme HabOJbEr MHTEpeca JeTeTa, 3adpaHy JUCKPUMUHAIIMjE, MPaBO
rnaca aereta (right to be heard), yBaxxaBame WHANBUIYATHUX CIIOCOOHOCTH JIeTETA,
NpUMapHy OATOBOPHOCT JIpKaBe Jla OCHUTYpa IOIITOBAKE U OCTBAPUBAIE MpaBa
Jielle y AUTHTATHOM OKPY)KEIbY, PaBO Ha ¢I000aH MPUCTYI U yIOoTpeOy MTUTrHTa-
HE TEXHOJOTHje, MpaBo Ha clo0OAy H3paxaBama W HH(DOpMHUCAma, MPaBO Ha
yuernrhe, MPaBo Ha HIPY ¥ OKYIUbake M YAPYKUBAKE, IIPABO HA MPUBATHOCT H 3alll-
TUTY MOJaTaKa, JUTHTAIHY MMCMEHOCT, U TIPaBo Ha 3amTuty U 06e3oemHocT (Ad hoc
Committee for the Rights of the Child (CAHENF)).

OcTtBapuBame HajOOJBET HHTEPECA JeTeTa MoIpa3yMeBa Ja ce 3allTHTa J1eTeTa
MOCTHXKE Y PABHOTEXH ca IIPaBOM Ha CIO00y U3pakaBama W y3 yuemrhe feTera y
OJUTyYMBaby O MUTakUMa Koja ra ce TH4uy. 3abpaHa ITUCKpUMHHAIM]e HE CrpedaBa
yCBajame MOCEOHMX Mepa YCMEPEHUX Ha Jely Koja Claaajy y YrpoKeHe CKyIMHHE,
nMajyhu y Buy Ja JUTUTATHO OKPYXKEHE MOXKE YIIPaBO Ty PamHUBOCT MPOTyOUTH,
a¥ WCTOBPEMEHO je MOXE ¥ OTKIOHWUTH. Y JWTHTATHOM OKPYXeHmY eIl Mopa
Ooutn omoryheHo Ja y4ecTBYjy y OAJy4HMBamy, y CKiagy ca MoryhHocTHMa Koje
nuMajy mpeMa roguHaMa U 3pejiocTd, Kao M Ja ce clo0O0JHO u3pase Kopucrtehu pas-
JUYUTE MEIHje, TOK C€ MCTOBPEMEHO MOpa OCHUTYpaTH ¢QeKTHBHO ydemrhe aere y
pa3Bojy, UMIUICMEHTAIIM]H ¥ OLICHHU MOJUTHKA, MEXaHH3aMa, MPaKCH, TEXHOJOTHja U
pecypca Koju UMajy 3a HHJb HPOMOIH]Y, 3alITUTY U OCTBaperhe¢ HUXOBHUX IpaBa y
JMUTUTATHOM OKpYXKemy. JpkaBa W APyru YMHUOLK MOpPajy BOAUTH padyyHa O CIIO-
coOHOCTH Jierte, Majyhu y BUIy Jely ca moceOHUM moTpedamMa, HHBATHAUTETOM, U
OCUTYpaTH Jia yCBOjeHE TONUTHKE OArOBapajy BUXOBHM IOTpedamMa U pas3Bojy HbH-
XOBHUX MOTEHLUjaa y TUTUTAITHOM OKPYXKEHbY.

OrpaHuveH Wik MOTIYHO yckpalieH MPUCTYI JUTHTATHOM OKPYKEHY JINIIABa
Jlelly TIOTITYHOT Y KMBamka CBOjUX 3arapaHTOBaHUX MpaBa. JpkaBe nmajy obaBesy na
omoryhe npuctyn ypehajuma, moBe3aHOCTH U caapKajuMa, Ha CUTypaH U IOCTYIaH
HauuH. [ToceOHO ce MOpa BOJUTH payyHa O OCETJBMBHM TpyIiama Jelle, Kao IITO Cy
Jiella y CTapaTe/bCKUM YCIIOBHMA, JIela JIMIIeHA cI000/Ie WITH JIela YHjU CY POJMTE-
JbU JMINEHH cio0oJie, Jella MUTPAHTH | Jiella Y PypalHUM mojapydjumMa. [IpxkaBe
MOpajy OCTBapHTH YTHIIa] Ha MPOBajIepe Aa OCUTYpajy Aa Cy HBHXOBE YCIyre J0C-
TyIHE CBOj JIeI W Ha ojaropapajyh HaunH, moceOHO ca acekra 0e30emTHOCTH Iere
Kao KOPHUCHUKA U cafipykaja oxrorapajyher menu kao KopucHuImMa J[p:xaBe Mopajy
MOLITOBATH YJIOTY Jele Kao Kpearopa W MpeHocuona wHpopMmanyja, and U Jena
MOpajy OMTH CBECHA CBOJHX OATOBOPHOCTH y TOM CMHCIY, TIOCEOHO y OJHOCY Ha
npaBa JApYrux. JIMTUTATHO OKpYyXKemhe oMoryhaBa OKYIbarhe U YJPYKHBABE KPO3
OHJIAJH KOMYHHKAIM]y U ydemihie OJIH. CTBapame U OJIP)KaBambe COIUjAIHUX KOHTa-
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KaTa IPEeKo IUTUTATHE MpeXe, Kao M OAroBapajyhe HaunHe 3a U3pakaBame U Kpea-
TUBHOCT JIelle, Y3 TMOIITOBAkEe HUXOBUX ayTOPCKUX TpaBa. ¥ TUM aKTHBHOCTHMA,
Jeny ce Mopa OMOTyhuTH yBHJ y CBOja MpaBa U Ha4HMHE 3aIUTHTE, HA OAroBapajyh
HauuH. J{p>kaBe MOpajy 3alITUTUTH IPUBATHOCT AELE, TMYHE NOJaTKe, OHJIAjH yIiex
U MOBEPJBUBOCT IIPEIUCKE, KAKO Yy OJHOCY Ha caMy IpXaBy, TAKO U y OJHOCY Ha
ocrasie ynHuone. O0paza moxaTaka Koja ce 0JHOCH Ha Jielly Mopa OUTH 3aKOHUTA U
npaBu4Ha, 0e30eqHa, ca jaCHUM MPUCTAaHKOM Cy0jeKTa Ha Kora ce Imojaly oOAaHoce, Y
CKJIagy ca 3aKOHCKMM rapasuujama. IloceOHO ce Mopa BOAWTH padyHa O HMPUHIM-
MMMa MPUBATHOCTH MyTeM nu3ajHa (privacy by design) v IpuHIUITY TIOJIpa3yMeBaHe
npuBaTHOCTH (privacy by default). ObaBemTema 0 MPUBATHOCTH U 00paau MoAaTaKa
Mopajy OWTH TakBa Jja MX Jela MOTY pa3yMeTH M y CKJIaAy ca TUM JAaTH CBOj HH-
dbopmucaH mpucTaHak. /lururamHa THCMEHOCT Mopa OWTH JIe0 HajpaHHjer KypuKy-
JyMa OCHOBHOT 00pa3oBama, a IMojApa3syMeBa pa3BHjalbeé KOMIIETEHIHja 3a KO-
pumheme AUTHTANTHE TEXHOJIOTHje, Ka0 M BEIUTHHE Kpeupama caapkaja U Kpu-
THYKOT pa3yMeBama JUTUTATHOT OKpyXkema. [lera Mopajy Outu 3amTuheHa ox pu-
3MKa TI0 HUXO0BO (DU3MYKO M MEHTAIHO 3JIpaBJbe, MOCEOHO Yy OJHOCY Ha CEKCyallHy
eKCIUToaTallMjy M 370CTaBbarbe. bezdeqHocT neue tpeba moctuhm Tako na mpyra
npaBa, MoceOHO OHA yCMepeHa Ha pa3Boj Jele, He OyAy CyBulle orpaHudeHa. J[p-
’KaBe MOpajy OCUTypaTH POMOIX]y NpuHIHKNA 0e30eHOCHOT nu3ajHa kKao Boaeher
NpUHIMIA y TPOAYKUHUjU ypehaja u cepBHca yCMEpeHHX Ha JAely Kao KOPHUCHHKE,
Kao M YBECTH CHCTeMe Bepu(HKalmje y3pacta MpmiukoM kopuinhema ypehaja u
cepBuca. be3degHocT mompa3zymMeBa MPEBEHIN]Y TEIIKUX KPUBHYHUX Jeja Koja ce
JielaBajy y cajoep mpocTopy, Kao ¥ IPEBEHIIN]Y IIacupamka He3aKOHUTOT WIH IIITe-
THOT cajipXaja ¥ MaTepHjaa, yKJby4dyjydd MaTepujai KOju peJCTaBIba 3I0YIOTpe-
Oy nere.

Ionoxkaj nene kao cy0jekaTa NpaBHOT OKBHMPA 32 3aIITUTY NPHBATHOCTH

Omnmra ypen6a EBporicke yHHje 0 3alITUTH MOJIaTaKa O JIMYHOCTH €€ TIOCEOHO
OJHOCH Ha 3aIITUTY Jele W JUYHHMX MOJaTaka y JUTUTATHOM cBeTy. Peruran 38
MoceOHO UCTHYE JIa CY Jela, Kao moceOHa KaTeropuja KOPUCHUKA TUTUTAITHE TEXHO-
JIOTHje, Mamke CBECHA PHU3MKA, IMOCICANIIa M Mepa 0e30€HOCTH, Kao M CBOjHUX IpaBa
y OKBHUpY Tpolieca o0pajie JIMYHUX moaartaka. [luip cucrema 3amTure npeasuheror
Ypendom jecte moceOHa 3amrura oj] pe(ynorpede) TUYHUX MoaTaKa Jele 3a MmoT-
pebe MapKeTHHra W JPYyTruX KOMEpUHWjalHUX yciyra. Y TpakcH, Jela 4ecTO HUCY
crocoOHa J1a pa3yMmejy Mpupojy mpoiieca o0paje mojaraka, y CMUCIY KOjH HOalu
ce obpalyyjy, kako ce oOpalyjy u ko je oopahuBau. Hagame, HUCy yBek ciocoOHa aa
pasyMejy TocleauIle mpoieca odpaae mojaraka, kKao U Ja pasyMejy CBOj MpaBHU
MOJIOXKa] y Tiporiecy o0pajie mojaraka, U TUMe J1a e(eKTHBHO KOPUCTE CBOja MpaBa.

Wiran 8 YpenOe je mocBehen nuctpuOyIyju oBiamhema y BE3U ca OTyKaMa
0 3aKOHHTO] O0pajy JIMYHUX IOJaTaKa O JCUH y PyKe POIHTEha WM 3aKOHCKHX
cTaparesba, y cllydajeBHMa Kaja Jiela HUCY Y MOTYRHOCTH Ja pasymejy U HUCY JI0-
BOJAHO CBECHA J1a OM Omiia y cTamy Ja OHECY CaMOCTAIIHY OUTYKY, a ipeMa Y penou
TO Ccy naenia Miaha ox 16 roauHa 3a unjy oOpaly mojaraka ce Tpa)ku MpUCTaHaK Po-
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mutespa. JpskaBe MOTY MOCTaBUTH Mamy CTapOCHY I'paHMIly, ajld He HIKY on 13
TOJMHA CTapOCTH.

AKo je IpHCTaHaK POIUTEsha, OJH. IETETa IOCTaBJbEH Kao NMpHMapHa JIMHUja
onOpane 6e30eAHOCTH Aelle Y JUTHTATHOM IPYIITBY, OHJA CBE CIa0OCTH MPaBHOT
KOHIIETITa TIPHCTaHKa Ce OJHOCE M Ha YCIIOB NPHUCTaHKAa POJIUTEIha 3a 00pagy moja-
Taka o gerery. Hamme, mpucranak moapasymeBa /ia IyTeM JlaBama MPUCTaHKa yCIIo-
CTaBJbaMO KOHTPOJY HaJ 00paJoM CBOJHX JINUHUX MMOJIaTaKa, OJTH. 1a UMaMO CTBap-
Hy MoryhHocT 1300pa 1 pasyMeMo Mpakcy oOpaje nojaTtaka oj cTpaHe oOpahuBaya.
[IpaBHO TIIegaHo, Cy0jeKT KOjU yUecTBYje Y TPaHCAKIWjU MPUCTAHKA ONH. JaBaby
NPUCTaHKa Tj. AaBajall MPHCTAaHKa MOpa MMAaTdh JOBOJbAH HUBO CIIOCOOHOCTH 32
pacyhuBame M OOBOJBHO MHH(pOpMalHja, MoceOHO O MocieauaMa JaBama Mpuc-
taHka. To Jiely u JnIa ca MeHTaJIHUM ropeMehajuMa 4rHe HeCmocCOOHNM 3a J1aBambe
nH(OpPMHUCAHOT TPUCTaHKAa Kao IpaBHO BajbaHor mpucTanka (Custers et.al 2013,
438). Y mpakcH, yKOJIHUKO KEeITUMO JIa Ce TPHUjaBUMO 3a OHJIaJH YCIyTe WU Ja KOpH-
CTUMO aluIMKalyje, jeqruHa MOTyhHOCT jecTe Jja MPHCTaHEMO Ha MOJHMTHKY IPHUBAT-
HOCTH KOja je TpeayclioB Kopuihema. JennHe ommuje Koje ce HyIe TOM IPHITHKOM
KOPUCHHKY jecy “npuxBaTaM’ WiIH “He nmpuxBaram”. Hamaibe, BpJo 4ecTo KOpUCHH-
M YOIIIITE HE YUTAjy MOJUTUKE MPUBATHOCTH, WM WX YUTAjy ajd HE pasymejy, a
HUje MaJd HU 0poj aruiMkanyja y KOjuMa YOIIIITe HHje HCTAaKHYTa IMOJUTHKA ITPHBa-
tHOCTH (Schermer and Custers and Van der Hof 2014, 6).

Jlemna ncrioon 13 roxrHa MOpajy UMaTH MPUCTaHAK POIUTEsha 3a KopHUITheme
cepBHca, YaK M Kajia Cy TH CEPBHUCH, YCIyTe WK arutnkaiuje oecruiatau. U mpucta-
HAaK POJAUTEIba MOpa OUTH MPOBEpJbUB. [IPOBEPIHUBOCT POJUTEIHCKOT MPUCTAHKA
MoJjpazyMeBa Jia ce Mopajy Tpeay3eTH pa3yMHH HATIOPH O CTpaHe MPykKaola yciy-
re onH. oOpahjuBaua monaTtaka Ja ocurypa Ja je 3aucTa pOJWTEh Taj KOJH je J1ao
MPUCTAaHAK, & HA HUBOY MPAKCe Ce HUCY YCTAHOBUIIA MOCEOHO MOY3aHd MEXaHU3MU
3a TaKBY MPOBEPY.

VY mpakcu, 1aBambe IeTeTy Y pyke MOTYRHOCTH Jia aje MpUCTaHaK je mpobiie-
MaTHYHO Ha BUIIE HUBOA, AJIK ca JAPYTre CTpaHe, HHCUCTUPAmhE Ha MPUCTAHKY POJIH-
TeJba JOBOJM JI0 CTBapama TeH3Uje u3Mel)y zelie U poauTesba y Morjiely OYeKHUBamba
MOIITOBAA MPUBATHOCTU. J[pyIITBEHE MpEKe, MOpPE MPOCTOPa 32 KOMYHHUKAIH]Y
ca BpIImaIMa, oMoryhapajy mpocTop y KoMe MIIaJ 04eKyjy oapel)eH CTereH npH-
BATHOCTH, BaH POJUTEIHLCKOT HAI30pa, VI CTPUKTHO MHCHUCTUPALE HA MIPUCTAHKY O]
CTpaHe POAUTEIhA MOXKE JOBECTH JIO0 HAJ30pa OJ CTpaHE POAWTEIha KOJH je HEelpH-
XBaTJbMB. 3aXTEB 3a POAUTEIHCKUM IPUCTAHKOM Yy ciyuajy nerie miahe o 13 oam.
16 romuHa MOJYKEe HETaTHBHO YTHIIATH HA MpaBa eMaHIUIANHWje W mpaBa ydemha Te
Jielle U KPeupamy CBOT JUTHUTATHOT OKPYKEHha, JOBECTH /IO BUIIET HUBOA POJUTEIh-
CKE€ KOHTPOJIC U TUME YIpOXKaBama MpaBa MPUBATHOCTHU JICIe, TOCEOHO KO aloiiec-
IIeHaTa KojuMa je ¥ OHJIajH TIPUBATHHU MPOCTOP jeTHAKO OWTaH Kao U GU3NIKA TPH-
BaTtaH npoctop (0e3 Ham30pa poauTesba). Heke oHIajH yCiIyre MOTY THUM MOCTYIIKOM
outu onemoryhene. [loctuzame Oe30emHOCTH Y TIOTIIey oOpaje JIMYHHUX MoAaTaKka
Jielie MOXKe YTPO3UTH JIpyra IpaBa u ciiobo/ie Jere.

IMopen mpucTanka poauTesba, Ypeada npeasuha joir HEKOIUKO, OMIITHX, Me-
XaHM3aMa KOju MOTY JOTIPUHETH 0e30eTHOCTH JIele, HaKO HUCY KpeUpaHHu MoceOHO
3a 3aITHTY Jele — IPUHIUIHN TPUBATHOCTH MyTEM JM3ajHa U MOJAPa3yMEBaHe MPH-
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BAaTHOCTHU, Ka0 W TPOLICHY yTHIaja 0Opajie mojaTaka. ¥ KOHTEKCTY 3allTHTE el
nmojpa3syMeBajy o0aBe3y KOHTpoJiopa W oOpahjuBaua momaraka jga BOJAE padyHa O
OCTBapHUBamy HajOOJBET MHTEpEca JeTeTa NMPUIMKOM KpeHpama CBOjUX OIECpaTHB-
HUX, TEXHUYKUX U OPTaHU3AIMOHMX TPOIIEca. MPHUHIUIKA MPUBATHOCTH MyTEM M-
3ajHa ¥ MoJipa3yMeBaHe MPUBATHOCTH MOJIPa3yMEBa]jy Jia KOHTPOJIOPH UMILICMEHTH-
pajy IpUHIUIIE 3alITUTE T0aTaka y CBOje cUcTeMe o0paje mojaataka. [IpuBaTHOCT
MyTeM JU3ajHa MOoJpa3yMeBa Jla KOHTPOJIOp MPUMEHYje oJroBapajyhe TEXHUUKE H
opraHu3anuoHe Mepe (HIIp. ICEYIOHUMH3AIN]y) KOje Cy KpenpaHe YIpaBo Kao u3-
pa3 IpUHIIMIA 3aIITHTE TOAaTaKa, Kao U Ja caM mpoiec odpane moaataka Oyne y
CKJIaJly ca MPHUHIIMIIUMA 3alITUTE MojaTaKa

[Mpuxnun noapa3zyMeBaHe MPUBATHOCTU MOApasyMeBa Ja KOHTPOJOPH MpH-
MemYyjy onaropapajyhe TeXHHUYKEe W OpraHHM3allOHE Mepe KOje OCHUTYpaBajy na ce
00palyyjy caMo THYHU TToAaIy KOju Cy HEOTXOAHH 32 KOHKPETHY 00pany y MHUTAmY.
Oga /1Ba IPHUHINIIA Cy, V TIPAKCH, BHIIIEC Be3aHa 3a TEXHOJOMIKH JTU3ajH, IIpe Hero 3a
OpraHu3alMoHe Mepe, y CMHUCIy WHTepHe monmuTuke W mpakce (Van der Hof and
Lievens 2017, 3-7). majyhu y BUIy BUCOK CTEIICH PAHBOCTH JACIE Ka0 IPYIITBE-
HE TpyTe U KOPHCHUKA TUTUTAIIHE TEXHOJIOTHje, OTpaB/iaH je mocedaH TpeTMaH MpH-
MEHEe MPUHLUIA PUBATHOCTH MyTeM AW3ajHa M MPUHIHKIA NOApa3yMeBaHe IpUBaT-
HOCTH Kajia ce paJu O CUCTeMHUMa y KojuMma ce oOpaljyjy momaiu jene, Kao IITo Cy
00pa30BHO-aIMHHUACTPATHBHU CUCTEMHU M CUCTEMH OpHUTe O JCIIH.

Hamame, y Ypenbu ce M3pHuMTO HCTHUYE TOTpeda 3alTHUTE Nelle Y BE3W ca
TpaHcmapeHTHolhy mpakce o0pajae MmojaTaka, IITO y MPaKCH MOJApa3yMeBa Ja Io-
JIaly o Tmporiecy o0paje mojgaraka Mopajy OUTH KPEHpaHH Yy CKIIAAy ca MepIieiu-
jOM Jerie, IBUXOBUM HCKYCTBOM W OYEKHBamHMMa, W MOCEOHO OWTH mpriaroheHu
Pa3IMYUTHM TOAUIITUMA JIelle KOja MPUCTYIAjy TAKBUM Ca/ipiKajuMa, HCTOBPEMEHO
nMajyhu y By CcTeleH pasyMmeBama KOjU Jela MOTY Jia UMajy O AUTHTAIHO] eKO-
HOMUJH U YOIIITE TUTUTATHOM OKpyXkemy. Takole, mpenopyka je aa ce npoduim-
came, Kao mocieauna odpaje nojaraka, He MpUMemYje YKOJIMKO MOJAIH yKa3yjy aa
j€ KOPHCHHUK JeTe OJH. JHuIe ucrol 18 roguHa crapocTu. Y Be3M ca MpaBoM Jia ce
Oyne 3a00paBJbeH, CTHIIAEEM ITyHOJETCTBA, CYOjeKTH KOju ¢y oOpahuBanm moxarke
JUIa Koje je Tama OMIo MajojIeTHO, MOpajy MpHOaBUTH HOBY CarjacHOCT 3a JaJby
0o0pajy rmoaaraka wid y cliydajy yckpahnuBama carlacHOCTH YKJIOHUTH T€ ITOAATKE.

Ypenba, takohe, yrBphyje 00aBe3y Ja KOHTPOJIOP IPOICHH YTHIlA] Hpolieca
oOpaze momaTaka KOju MOTY Pe3yJITHpaTH BUCOKMM PHU3HMKOM IIO TpaBa M ci1o0oje
JUIa 9uju ce momamy oopahyjy, I To mpe came oOpame momaraka. byayhu ma ce
Jielia cMaTpajy moce0HO pamUBOM IPYIIOM, TO YKa3yje Ha OTpeOy BpIIeHa MPOIeHE
YBEK KaJla ce paau O mojJanuma Jere.

V cnyuajy BuAeo-Ha/A30pa y IIKoJama, a Be3aHO 3a rapaHiyje 3alliTUTe MpaBa
JUYHOCTH, IIKOJIA jecTe pyKOBaJall MmojanuMa Koje MPHUKYIUba, IpKu, oOpahyje u
KOPHUCTH, TIPY Y€MY MOXKE MPUKYIJBATH CaMO MOJIATKE Ha KOje je 3aKOHOM HJIH MPH-
CTaHKOM JTUIIa YHje MOJaTKe MPUKYIUba OBNamlieHa, 32 3aKOHOM OJIH. JINYHUM OB-
namhemeM MPOMKUCaHe CBPXE, Y CKIAAy ca MPHUHIUIKAMA TAYHOCTH TOJaTaKa, CBp-
CHCXOIHOCTH 00pange H cpasMmepHOCTH oOpane. Jlakme, oOpama momaraka o
JUYHOCTH YYCHHKA CITaJIe Y OTIITH OKBHP 3aIITUTE IOIaTaKa O JTMYHOCTH.
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VY 1konama Jiera, y CBOjCTBY YUCHHKA, MOTY OWUTH MpeaMeT o0pajie moaraka
MyTeM BHJCO-HA/A30pa jaBHOT MPOCTOPa, KOjU O0yxBaTa MPOCTOP HCHpE] INKOJE,
yJia3 y HMIKOJY WM MPUCTYI CITy:KOSHUM TPOCTOPHjaMa, XOJHUKE, & Y IHUJbY MOCTH-
3ama 0e30eHOCTH yueHnKa. V3 mpeaMeTa BUICO-HAA30pa HCKIbYUCHH Cy MPOCTOPH
IJie KOPUCHHIIM 04YeKyjy Behin cTereH MpUBaTHOCTH — TOAJIETH, CBIAYMOHUIIE, TTPOC-
TOp 32 OAMOP, UTH. BUIeo-HAI30p Ce Y MPaKCH CTPYYHUX Telia 3a 3aIITUTY MojaTa-
Ka 0 JIMYHOCTH, CMaTpa MOCICABHM CPEJACTBOM KOje ce MMa MPUMEHUTH Y HU3y3eT-
HAM CcITydajeBHUMa, Kajga ce cBpxa 0e30eIHOCTH He MOXKe MocTHhm OJakuMm cpelc-
TBUMa. Y CYIITHHH, IPEAMET BHAEO HAA30pa MOpajy OMTH MPOCTOPH TAE Ce Mopa
3amTUTU 0€30€qHOCT, anu 0e30€JHOCT MOXKEe, M YECTO jeCTe, BUIIIEC YIPOKECHA Y OK-
BUPY MPOCTOPa KOjH CY MUCKJbYUEHH M3 MOKPUBEHOCTH BHUJICO HAI30POM, Y YEMY HH
IIKOJIC HUCY U3Yy3eTaK.

Cspxa o0pajie ojiataka O yYCHHIIUMA, Y KOHTEKCTY BUCO-HAI30pa y IIKO-
Jama, jecte 0e30€eIHOCT, allk C€ MOpa BOJUTH padyyHa Ha KOje CBE, Malkhe¢ HMHBa3UBHE
HAuYWHe, U y CKIIaIy ca rapaHildjama MmpaBa Ha IMPUBATHOCT U JbYCKO JOCTOjaHCTBO,
ce Ta cBpxa MO)Ke TocTuhu y OKBHPY OOpaBKa Jele y ITKOJIH, TOCEOHO Yy OKBHPY
MPOCTOPH]ja TJIe CTATHO OOpaBe M YYCHMIIM M HacTaBHO ocoOsbe (IloBepeHMK 32 WH-
(dopmaruje o jaBHOT 3Ha4aja M 3amTUTY nogaraka o auanoctu (ITMI33ILT) 2019,
33-34).

Jletia ¥ MJaay y CBOJUM aKTHBHOCTMMA He MOTY M30ehu TpeHI Haa3upama y
caBpeMeHOM JpymTBy. Kaja ce pagu o Haiz3opy, IBe Cy CTpaHe: KOHTpoJa u Opura.
Hanzop mMoxe naeHTH()UKOBATH HENIPUXBATIFUBO OJH. IITETHO MOHAIIAKE WIA YaK
HE3aKOHHUTO, alld MOXE U JOMPUHETH 3alITUTH MOjeruHIa. Briio koju o0IuK Haa30-
pa Mopa OUTH KpeupaH Tako J1a oMOryhy HHIUBUYaTHU Pa3Boj MMOjeIHHIIA.

KynTypa KoHTpoJIe Ka0 HAPATHB Y KOHTEKCTY yNOTpe0de TUTuTATHE
TEXHOJIOTHje O CTPaHe Jaele

Tokom amonecueHuuje aena Ou Tpebano Aa AOCTUTHY oOJpeheH cTemneH
He3aBUCHOCTU U ocehaja muaHe cioboze, kako y mel)ycoOHUM OJHOCHMA Tako U y
OJJHOCHMa Ca POAWTEJbHMA, INTO C€ OIBHja KPO3 MPOLEC CAMOCTAIHOT JOHOIICHA
OJIIyKa W Ocliamarha Ha cebe, y3 octajyhy nmotpely 3a poauTesbeKoM moApiikoM. M
poauTesbCKa KOHTPOJIa TOKOM afiojieceHnrje 01 Tpebano OUTH Mamer oouMa.

Beszbennoct neue, 6uio na ce pagu o ynorpeOHu AUTUTAHE TEXHOIOTHjE WIN
JIPYTHM KOHTEKCTHMA, TPUMapHO je o0aBe3a poxuTesba ONH. CTaparesba, ajlH Kajia
OHU TO HUCY Y MOFthOCTI/I OIH. KaJa pU3UIU NPCBA3nNIa3c¢ BHUXOBC MOFthOCTI/I,
jaBHE TOJMTUKE MOPajy NPYKUTHU 3amTuTy Aeuu. Kaga ce paau o 6e306eqHocTH Ie-
e, Ka0 M y CBaKOM JIpyrOM KOHTEKCTY jaBHHX IOJIMTHKA KOja ce OJJHOCE Ha JIeIy U
OMJIAJINHY, BayKaH IMJb jeCTe MOCTHU3ame W TOITOBAamkE caMopa3Boja W CII000Ie
neue kao guuHocTH (Cortesi and Gasser 2017, 100-102). AyToHOMHja JTHYHOCTH
TOKOM JIETHE-CTBA M aJ0JIECIIEHTCKOT Pa3Boja JOIPHHOCH H3pacTamy y OATOBOPHE U
HE3aBUCHE OJIpaciic MOjeANHIIC, a HEOMXOIHO TOKOM IIEpPHoa pa3Boja jecTe YITyIIl-
Talkbe Y EKCIEPUMEHTAIIHO IIOHAIIAKE, YIIYIITAKE Y PA3IUYUTE PUSUKE U UCTPAKHU-
Bame. [loHamama Koja IpecTaBibajy MPEBEINK PU3UK CE CBAKAKO MOPajy OHEMOTY-
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AUTH ONH. UCKOHTPOJIUCATH, AT UCTOBPEMEHO CE MOPa OCTABHTH JIOBOJbAH CTEICH
¢11000/1e KaKo O ce MOCTUIIIN ITUJBeBH pa3Boja cBakor aerera (Van der Hoff, Koops
2011, 3-4).

CaMOCTaJHO yCIIOCTaBJbAKkE U OJIPIKABAE COLMjATHUX OJHOCA, Y CTBAPHOM
CBETY W OHJIAjH, je MPOIeC Tpelaka U y4Yerma Kpo3 KOjU ¢€ CTHYE CaMOCTAJIHOCT
JUIHOCTH. Y CBEMYy TOMe, MOCceOHO y chepr NUTUTATHHX KOMYHHKAITH]ja, MIIAIH CE
yecto ocehajy HemoOeanBUM W HEIOAUPIBUBUM, W 4ecTo cy HECBECHH pU3HKa Koje
HBUXOBO TOHAIIalke HocH. Takole, uMajy ¥ Mamby MOTYRHOCT MpolieHe 030MJBHOCTH
pH3HKa y KOje ce yMyINTajy, Kao M CBECT O MOCIeauIlaMa KOje HHUXOBO TMOHAIIAmE
MOJK€ M3a3BaTH, Kako MO HHUX, TAKO U MO HUXOBY OMMKY OKOJHHY. Bennka poau-
TeJbCKa YKJbYUYCHOCT Y HauMHE KOopHInhiewka MHTEpHETa OJ CTpaHe Jene AOBOIHM 10
Belier crenena 6e30€HOCTH, M OTpaHUYaBa UCKYCTBO Koupiihema MHTEpHETa U
pa3Boj NUTHUTAIHUAX BEHITHHA M CTUIAKE UCKYCTBA 3a M30eraBame IMTETHUX MOHA-
miaba. OHo 1mTo Tpeba moctuhin jecte 0TBOpeH aujanor udmely poauresba u aere,
KOjH pe3ynTHpa pa3yMeBameM OHJIAjH HUCKYCTaBa, BEIITHHA W TOIITOBAaHA MpaBa
npyrux ((Cortesi and Gasser 2017, 26-29) .

JaBHE TIONHUTHKE KOje ce OJJHOCE Ha yIOTpeOy MHTEpHETa OJ1 CTPaHEe MajoJeT-
HHKa, Cy HEONXOJIHE y CaBPEMEHOM IPYIITBY, Ka0 IOJATHH MEXaHU3aM HaI30py
poluTesba y TOTIIEAY MOCTU3ama Oe30ennoctu Aene. OBe MOJUTHKE CE€ Haja3e H3-
Mel)y nBe KpajHOCTH: KyNType KOHTpoJie OasupaHe Ha yNpaBJbamby PU3UIMMA U HE-
roBama ayTOHOMHjE JIeIle KOja ce pa3BHja yIpaBo Kpo3 Mpeay3uMmarhe pusnka. To
YCJIOBJbABA CaJlpiKaj MOJUTKA Y CMepy IOJAM3ama CBECTH, CTUMYJAIMje CAMOKOH-
TpoOJIe, TEXHOJOUIKHUX Mepa, OJITOBOPHOCTH, KPUMHUHAIH3AIU]E U TIpaBHE PerysaTu-
Be. CTpax o1 OHOTa ITO Ce JCIM MOXKE JECHTH, UMajyhul y BUAY Za Cy KpeaTopu
JjaBHUX IOJIMTHKA YE€CTO YIPABO JbYIH KOJH CY M CAMU POJHUTEIHH, IPUPOIHO YCIIO-
BJbaBa CaJ[P)KUHY TOJIMTHKA Ka CBE Behoj KOHTpOIM Koja ce JKeu YCIOCTaBUTH HaJl
MOHAIAK/EM MIIQJUX — OJ] HUBOA MOPOJIUIIE, MPEKO MIKOJIE Ma CBE 0 jaBHUX MOJIH-
THKA.

YcmocTaBpame MeXaHn3aMa Koju oMoryhaBajy KOHTPOJTY je TaHac IPYIITBe-
HU TPEH]I, IITO YTUYE Ha MEPUENIHjy 10 Taja APYIITBEHO MPUXBATJbUBUX MOHAIIA-
Hha Kao MOTCHIMjaTHO ONAaCHUX OJH. YBOJAA Y KPHBUYHA Jiena (HIIp. MOHYa BOXKHE
MJIaJI0j 0OCOOM ce TaHac cMaTpa HeNpPUXBaTJEUBHUM ITOHAIIAKEM Koje OM MiIaad Tpe-
0ano ma u3berasajy), MIKOJIE Ce MOCMaTpajy Kao CBOjeBpCHE TBphaBe, a yUSHHIIU Kao
HOmyJalyja NOTSHIMjATHIX JKpPTaBa MJIM MPECTYIHHUKA. YCBOjeH je TPEeHA Jia IITO
BUIIIE aKTUBHOCTH MJIAINX Tpeba J1a je Mo Haa30poM. JaBHE MOJIUTHKE KOje ce Of-
HOCEe Ha IUTHTaNHy Oe30emHOCT OamaHcupajy u3Mmel)y ciobome w KOHTpolle KO-
pumhema HHTEpHETA OJT CTPaHE Jele, JOK Ce MOJIMTHKE CIIpeuaBama cajoep KpuMH-
HanmuTeTa (OKYyCHpajy 4ecTO jeAHOCTPaHO Ha KOHTPONIY, ca aKUEHTOM Ha KpH-
BUYHOIIPABHY 3aIlITHTY, HICTOBPEMEHO 3aHeMapyjyhu BaKHOCT y4ema Kpo3 rpelke y
pasBojy mmuHoctn (Van der Hoff, Koops 2011, 10). JemnoctpaHocT Kpwu-
BUYHOIIPaBHE 3aIITHUTE MOXE Kpajibe Pe3yNTHpaTH HeepuKacHomhy, yak 1 KOHTpa-
MPUAYKTHBHOMINY y OAHOCY Ha OATOBOP JeIe Kojy Tpeba ma 3amTHTH. Y TUTHTAII-
HOj KOMYHHKAIMjH MJIaJi POHAIa3e U pHU3HKe U MoryhHOCTH.

[TpuxBarajyhu KynTypy KOHTpoJje, rpalaHCKO JPYyIITBO MOCTaje Mambe TOJIe-
PAHTHO Ha HE3aBHCHOCT M Mame CIPEMHO Ha TOBEPEH-E, a TO CTBapa CaBPEMEHH
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OKBHp JETHUI-CTBA JaHAIIBHUX reHepanuja. Kynrypa koHTpoie ce y Hajsehoj mepu
ocliama Ha KPUBUYHO MPABO W OIITPUHY NMpeaBUleHUX Ka3HU. JaBHE MOJIUTHKE cE Y
OBOM JIOMEHY KpeHpajy y OKBHpMMa PH3HMKa OJH. youaBama, MPOLEHEe U KOHTPOJIEC
pu3nKa, KOMOMHOBaHO ca MoTpeOoM n30eraBama puU3nKa y IIJbY CTBapama ‘“‘0e30e-
ITHE JpXKaBe” y KOjoj je OACYCTBO CTBapHE WM MPETIOCTAaBJHEHE OMACHOCTH HajBH-
I1a BPETHOCT KOja MMa MPEAHOCT HaJl CBUM OCTAJIMM IIHJbEBHMA.

3akipyuak

Janac cy jgena akTHBHHM YWHHOIM Y JUTHTAIHOM OKPYXEHY, HCTOBPEMEHO
MO3UIMOHUPAHA Ka0 CYOjeKTH jaBHUX IMOJIMTHKA YCMEPEHUX Ha MOCTU3ame 0e30e-
HOCTH JIeTle Y AUTUTAITHOM OKpYXKemYy. JlaHac je MHTepHeT He3a00uIa3aH eleMeHT y
ozpacTamy, a TO MoJIpasyMeBa JOBOJbAH CTENEH MEIUjCKE OTH. TUTHTAIHE MHUCMe-
HOCTH OH. CHOCOOHOCTH KakoO poJHTesha OJH. cTapaTesba Tako M 1eue. Beoma je
YIOUTHO KOJIMKO JIeTla, K0 KOH3YMEHTH AWTUTAIHE TEXHOJIOTHje, MOTY Ja pa3yMejy
CBOj€ JINYHO W MINpEe TUTUTATHO OKpyXeme. [locTnzame BHCOKOT cTeneHa TUTHTal-
HE TTUCMEHOCTH U CBECTH O MOTpeOW M HaumHUMa 0e30eIHOT MoHAalIaka Ha HHTEp-
HeTy Ou Tpebano na OyJie OKOCHUIIA jaBHUX IMOJUTHKA 0€30€HOCTH JCUEe y JUTH-
TaTHOM ApymTBY. Takohe, poauressu Mopajy OuTu ocBertheHH y IMOTJeny pu3nKa
KOjH IOCTOj€ 32 HHTEPaKIHje Y JUTHTATHOM OKPYKEeHbY, Kako OM MX MOTIIM TIPaBOB-
PEMEHO YOUUTH M pearoBaTd. basupame jaBHUX IMOJUTHKA HA KYyITypU KOHTPOJIES
Kao HapaTUBY y KOHTEKCTY YIoTpebe MUTHUTAIHE TEXHOIOTHj€ Of CTpaHe Jele, yKa-
3yje Ha Kpeupame HOBE MapaaurMe IEeTHEHCTBA. MOAEpPHHU KOHIIENT JIETHEHCTBA CE
naHac 6a3upa Ha MOTpedU 3a MOCTHU3amEM paBHOTEXKE m3Mel)y ciaobone mere aa ce
pa3BUjy y OATOBOPHE M HE3aBHUCHE O/Ipaciie JbyJe U MOTpede 3a KOHTPOJIOM PU3HKA
KOjH TI0CTOj€ Yy TUTUTATHO] KOMYHUKAIIM]H U JUTHTAITHOM OKpPYKEHY.
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MODERN AND POSTMODERN CONCEPT OF
CHILDHOOD IN THE LIGHT OF
ENSURING CHILD SAFETY IN DIGITAL SOCIETY

Summary: The context of this paper is the position of children in the digi-
tal environment, with a special emphasis on the risks to child safety that arise in
this context and how it creates modern concepts of childhood. New mobile and
internet technologies create new opportunities for children's development, but at
the same time create new risks. This creates a framework in which the socio-
technological context influences the creation of security policy, and vice versa.
The paper points out several aspects of modern, digital society, which signifi-
cantly change the current postulates on which society's care for children is based
- special treatment and content of children's human rights as users of digital
technology, then additional mechanisms of legal regime of personal data protec-
tion, as well as the culture of control as the primary narrative in creating public
policies for child safety in the digital environment. Without intending to go into
the details of legal regimes, the paper emphasizes a kind of juxtaposition of the
aspirations of modern society, that wants to achieve security through control and
at the same time enable free development of children into adults.

Keywords: children, digital environment, internet, safety, culture of con-
trol

Introductory remarks — children in digital society

It can be said that modern society is a society of countless illuminated
screens. These screens are not just a two-dimensional representation of tradi-
tional media content, on the contrary - they are the means by which the greatest
interconnection of people and content is achieved. Digitalization have brought
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unprecedented changes, and not only in the technological sense. The digital
revolution has reached all segments of society, and changed the way human be-
ings function even on a daily basis, from socialization to business, encompassing
most things in between (bjenajan u @ununosuh 2021). The attribute that is most
often attributed to modern society is digital, which is a consequence of the role
and importance of digital technology, ie. information and communication tech-
nologies in everyday life. Modern society relies on digital technology, digital
technology changes the basic paradigms of society, there are no activities or so-
cial factors that, to a greater or lesser extent, do not rely on different types of
digital technology and modalities of its use. Children, in the sense of natural
persons under the age of 18, as defined by the United Nations Convention on the
Rights of the Child, are more than active users of digital technology. Having in
mind the special responsibility that every society and legal system has in terms
of ensuring the best interests of the child, and the status of children as a particu-
larly vulnerable social group, and in the broader context of creating and develop-
ing a digital society, many legal, social, economic, security, moral and value
issues related to the position of children, especially the position of children as
users of digital technology.

Terminologically, the term child means a person under 18 years of age,
and digital environment means information and communication technologies, in
terms of technical means of transmitting information and through which it com-
municates (computer, hardware, software in the form of mobile phones, tablets,
digital cameras and all other “smart” devices), including the Internet and digital
media. The context of this paper is precisely the position of children in the digi-
tal environment, with special emphasis on the risks to the safety of children that
occur in this context. New mobile and internet technologies create new opportu-
nities for children's development, but at the same time create new risks. This
creates a framework in which the socio-technological context influences the
creation of security policy, but also vice versa (Stepanovic 2014, 169). For ex-
ample, since the 1990s, the European Union has organized various initiatives and
programs to achieve the safety of children in the digital society, such as the
European Commission's Safer Internet Programs, the European Network of Safer
Internet Centers, and European cybercrime prevention policy.

When it comes to the attitude of children towards the use of the Internet or.
other types of digital communications, it is pointed out that children today live in
the so-called. “interreality” as a new form of hybrid reality, which is a mixture of
virtual and physical reality. Interactions between children today take place both
on a virtual (online) and physical (offline) level, through various media used for
communication (Kokswijk 2007, 40). Information and communication technolo-
gies are an important instrument in children's lives used for learning, socializa-
tion, expression, inclusion and enjoyment of children's rights and freedoms, but
at the same time they are prone to endangerment of children's safety and instru-
ments of potential violence against children. Using the Internet is a way for chil-
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dren to fill the time between daily activities, and more and more daily activities
have been moved to the online domain (e.g. watching television and even attend-
ing school). Today, it is quite common for children to use smartphones for eve-
ryday internet access, rather than any other means of digital communication, the
data show that 57% of children use their phones in this way every day (children
aged 9-11). In addition, children today can watch videos online, visit social net-
works (data show that 10% of children visit social networks daily in Germany
and as many as 45% of children daily in Serbia), play online games and also use
phones for school work. (Smahel et.al, 2020, 25). The data show that children
mostly use the Internet for communication and entertainment, and less for other
purposes. Also, in most European countries, children aged 14-16 spend twice as
much time online as children aged 9-11 (Smabhel et.al, 2020, 19). The level of
digital skills of children is a basic precondition for successful use of the Internet,
but with more usage, skills also grow, and with the growth of skills, following
risks also increase.

The Council of Europe views the rights of the child in the digital environ-
ment as one of its priorities, which means creating an Internet that is safe, secure,
open and accessible to all without discrimination. Also, children's rights, guaran-
teed by the UN Convention on the Rights of the Child, and the European Con-
vention for the Protection of Human Rights and Fundamental Freedoms, must be
and remain protected regardless of technological development. The UN Commit-
tee on the Rights of the Child proclaims that all children must have safe access to
digital technology and digital communications, and be empowered to fully par-
ticipate, express themselves, seek information and enjoy all the rights guaranteed
by the children's human rights corpus. At the same time, the safety of children in
online communications is regular subject of legal regulation nowadays, public
policies and public debates - from criminal to educational, including the context
of human rights and the rights of the child. The usefulness of the use of the
Internet by children cannot be denied, but the growing and dangerous risks that
arise from it cannot be denied, so the key question is how to protect children
without restricting them too much in free development? And it is not disputable
that the use of the Internet puts children in the position of potential victims, but
also in the position of potential perpetrators of harmful behavior. Negative ex-
periences that children had reported and encountered when using the Internet and
other digital communications are, among other things, exposure to sexual con-
tent, aggressive content and other forms of unwanted content, then indecent con-
tact, online abuse, sharing personal information, reputational damage, receiving
viruses and online advertising (Cortesi and Gasser 2017, 22-24).

When question arises as to who is responsible for the safety of children in
online communications, the most common answers are parents, then teachers in
terms of achieving digital literacy in modern conditions of development of digi-
tal technologies and modalities of communication, as well as other social factors
- NGOs, bodies that deal with the protection of children, as well as economic
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entities, which bear part of the responsibility both directly in relations with chil-
dren as users, and indirectly as support to parents and teachers. In online com-
munication, it is very difficult for parents to notice the harmful contact that their
child is exposed to. Parental supervision should be extended to their children's
online communications, which include different modalities of Internet use, in the
form of social networks, online games, virtual reality, forums, messaging, web
use of webcams, etc., in different places - from school to streets all the way to
the house, ie. wherever the phone is with them. And very often parents have very
little insight into what is happening in the online world of their children, so they
cannot even notice the risks and react in time. The memorandum to the Lan-
zarote Convention states the worrying phenomenon that children appear as vic-
tims of sexual assaults in online meetings, ie. interaction with adults that take
place in cyberspace - internet chat rooms and game sites. The widespread avail-
ability of telephones makes this type of illicit behavior accessible to much
younger children than adolescents, and thus makes the need for control mecha-
nisms greater.

Experimental behavior, as well as behavior that involves certain risks, is,
as experts agree, an integral part of growing up and emotional development of
children, as well as creating their own identity, and all this happens through so-
cial contact, where today the Internet is positioned as a basic virtual space. creat-
ing and maintaining social contacts. On the other hand, the reality is that every-
thing that is undertaken online is available to everyone and everywhere, practi-
cally globally, and any content can be, and is available to any search and dupli-
cation. It is often very difficult, almost impossible, to completely remove content
posted on the Internet, just as it is quite easy to create fake profiles and place
different content.

Legal framework of children’s rights in digital society — child as active
subject of digital environment

When a social aspect is imposed as a topic that has a significant impact on
children, ie. where children are an important subject of social relations, the nar-
rative is expected to set framework guidelines concerning the rights of the child
as a special corpus of general human rights. The general framework of the rights
of the child in the digital environment consists of fairly uniform settings within
the system of the Council of the European Union and the European Union,
which will be presented in a general way within this section.

Children “go online” even at the age of 4, and before going to school,
they almost mastered surfing the net. For several hours a day, children are
confronted with a world without any restrictions, so different from the world
in which they normally live. So naive and innocent they easily become prey
to internet predators. Predators have gained fast and anonymous access to
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children via the Internet, a place where they can hide their identity and roam
the web without restrictions. Internet predators are, in principle, sexual preda-
tors. We usually imagine them as people wandering around school play-
grounds and stalking their potential victims there. However, the reality has
changed. Today's sexual predators lurk for victims by hiding behind a com-
puter screen, taking advantage of the excessive curiosity and gullibility of
children and the anonymity offered by the Internet (bjenajanr 1 ®ununosuh
2020). Every child must be enabled to enjoy their rights and freedoms in the
digital environment, ie. online and offline, specially right to life and right to de-
velopment. States must introduce into their public policies regulation of the way
in which society uses digital media, which has, or may have, consequences for
the welfare of children. The basic principles on which the system of protection
and enjoyment of children's rights in the digital environment is based include,
among other things, the realization of the best interests of the child, the prohibi-
tion of discrimination, the child's right to be heard, respect for the individual
abilities of the child, the primary responsibility of the state to ensure respect and
enjoyment of children's rights in the digital environment, the right to free access
and use of digital technology, the right to freedom of expression and informa-
tion, the right to participate, the right to play and association, the right to privacy
and data protection, digital literacy, and the right to protection and security (Ad
hoc Committee for the Rights of the Child (CAHENF)).

Achieving the best interests of the child means that the protection of the
child is achieved in balance with the right to freedom of expression and with the
participation of the child in deciding on issues that concern him. The prohibition
of discrimination does not prevent the adoption of special measures aimed at
children who belong to vulnerable groups, bearing in mind that the digital envi-
ronment can deepen this vulnerability, but at the same time it can eliminate it. In
the digital environment, children must be able to participate in decision-making,
in accordance with their abilities according to age and maturity, as well as to
express themselves freely using different media, while at the same time ensuring
the effective participation of children in the development, implementation and
evaluation of policies, mechanisms, practices, technologies and resources aimed
at promoting, protecting and enjoying their rights in the digital environment. The
state and other actors must take into account the abilities of children, bearing in
mind children with special needs, disabilities, and ensure that the policies
adopted correspond to their needs and the development of their potential in the
digital environment.

Restricted or completely denied access to the digital environment deprives
children of the full enjoyment of their guaranteed rights. States have an obliga-
tion to provide access to devices, connectivity and content in a secure and acces-
sible manner. Particular attention must be paid to vulnerable groups of children,
such as children in foster care, children deprived of their liberty or children
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whose parents are deprived of their liberty, migrant children and children in rural
areas. States must influence providers to ensure that their services are accessible
to children in an appropriate manner, especially from the point of view of child
safety as a user and content appropriate to children as users. States must respect
the role of children as creators and transmitters of information. their responsibili-
ties in that regard, especially in relation to the rights of others. The digital envi-
ronment enables gathering and association through online communication and
participation, ie. creating and maintaining social contacts via the digital network,
as well as appropriate ways for children to express themselves and be creative,
while respecting their copyrights. In these activities, children must be given an
insight into their rights and ways of protection, in an appropriate way. States
must protect the privacy of children, personal information, online reputation and
the confidentiality of correspondence, both in relation to the state itself and in
relation to other factors. The processing of data relating to children must be law-
ful and fair, secure, with the clear consent of the data subject, in accordance with
legal guarantees. Special attention must be paid to the principles of privacy by
design and the principle of privacy by default. Privacy and data processing no-
tices must be such that children can understand them and give their informed
consent accordingly. Digital literacy must be part of the earliest primary educa-
tion curriculum, and implies the development of competencies for the use of
digital technology, as well as the skills of content creation and critical under-
standing of the digital environment. Children must be protected from risks to
their physical and mental health, especially in relation to sexual exploitation and
abuse. The safety of children should be achieved so that other rights, especially
those aimed at the development of children, are not too restricted. States must
ensure the promotion of the principle of safety design as a guiding principle in
the production of devices and services aimed at children as users, as well as in-
troduce age verification systems when using devices and services. Security in-
cludes the prevention of serious crimes that take place in cyberspace, as well as
the prevention of the placement of illegal or harmful content and materials, in-
cluding material that constitutes child abuse.

Children as subjects of legal framework for the protection of privacy

General data protection regulation of the European Union on the protec-
tion of personal data refers specifically to the protection of children and personal
data in the digital world. Recital 38 especially emphasizes that children, as a
special category of users of digital technology, are less aware of the risks, conse-
quences and security measures, as well as their rights within the process of per-
sonal data processing. The aim of the protection system provided by the Regula-
tion is special protection against re(use) of children's personal data for the needs
of marketing and other commercial services. In practice, children are often un-
able to understand the nature of the data processing process, in terms of what
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data is processed, how it is processed and who the processor is. Furthermore,
they are not always able to understand the consequences of the data processing
process, as well as to understand their legal position in the data processing proc-
ess, and thus to use their rights effectively.

Article 8 of the Regulation defines distribution of powers regarding deci-
sions on lawful processing of personal data on children into the hands of parents
or legal guardians, in cases where children are unable to understand and are not
sufficiently aware to be able to make independent decisions. According to Regu-
lation, for children under the age of 16 whose data are being processed the con-
sent of the parents is required. States may set a lower age limit, but not less than
13 years of age.

If the parental consent, or consent of child set as the primary line of de-
fense for child safety in the digital society, then all the weaknesses of the legal
concept of consent also apply to the condition of parental consent for the proc-
essing of data about the child. Namely, consent implies that by giving consent
we establish control over the processing of our personal data, ie. that we have a
real choice and understand the practice of data processing by the processor. Le-
gally speaking, the entity participating in the consent transaction by giving con-
sent, ie. the consenting party must have a sufficient level of judgment and suffi-
cient information, in particular on the consequences of giving consent. This
makes children and people with mental disorders incapable of giving informed
consent as a legally valid consent (Custers et.al, 2013, 438). In practice, if we
want to sign up for online services or use applications, the only option is to agree
to the privacy policy that is a prerequisite for use. The only options offered to the
user on this occasion are “I accept” or “I do not accept”. Furthermore, very often
users do not read privacy policies at all, or read them but do not understand
them, and there are not a small number of applications in which the privacy pol-
icy is not highlighted at all (Schermer and Custers and Van der Hof 2014, 6).

Children under the age of 13 must have parental consent to use the ser-
vices, even when those services, services or applications are free. And parental
consent must be verifiable. Verifiability of parental consent implies that reason-
able efforts must be made by the service provider or data processors to ensure
that it is indeed the parent who has given consent, and no particularly reliable
mechanisms for such verification have been established at the level of practice
yet.

In practice, giving a child the opportunity to give consent is problematic
on several levels, but on the other hand, insisting on parental consent leads to the
creation of tension between children and parents regarding the expectation of
respect for privacy. Social networks, in addition to being forum for communica-
tion with peers, provide a space in which young people expect a certain degree
of privacy, outside of parental supervision, and strict insistence on parental con-
sent can lead to parental supervision that is unacceptable. Request for parental
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consent in the case of children under 13 or 16 years can negatively affect the
rights of emancipation and participation rights of these children and the creation
of their digital environment, lead to a higher level of parental control and thus
endanger the rights of children's privacy, especially in adolescents for whom
online private space is as important as non-virtual one (free of parental supervi-
sion). Some online services may be disabled by this conditions. Achieving secu-
rity in the processing of children's personal data may jeopardize other rights and
freedoms of children.

In addition to parental consent, the Regulation provides for several other,
general, mechanisms that can contribute to child safety, although they are not
designed specifically for child protection - the principles of privacy by design
and privacy by default as well as data processing impact assessment. In the con-
text of child protection, they imply the obligation of controllers and data proces-
sors to take into account the realization of the best interests of the child when
creating their operational, technical and organizational processes. The principles
of privacy by design and privacy by default imply that controllers implement
data protection principles in their data processing systems. Privacy by design
means that the controller applies appropriate technical and organizational meas-
ures (like pseudonymization) that are created precisely as an expression of the
principles of data protection, as well as that the data processing process itself is
in accordance with the principles of data protection. The principle of privacy by
default implies that controllers apply appropriate technical and organizational
measures that ensure that only personal data that are necessary for the specific
processing in question are processed. These two principles are, in practice, more
related to technological design, rather than to organizational measures, in terms
of internal policy and practice (Van der Hof and Lievens 2017, 3-7). Given the
high degree of vulnerability of children as a social group and users of digital
technology, special treatment of the application of the principle of privacy by
design and the principle of privacy by default is justified when it comes to sys-
tems in which children's data is processed, such as educational and administra-
tive systems and care systems.

Furthermore, the Regulation explicitly emphasizes the need to protect
children in relation to the transparency of data processing practices, which in
practice means that data processing process must be created in accordance with
children's perception, experience and expectations, and especially adapted to
different ages of children that access such content, while keeping in mind the
degree of understanding that children can have about the digital economy and
the digital environment in general. Also, it is recommended that profiling, as a
result of data processing, should not be applied if the data indicate that the user
is a child or a person under 18 years of age. Regarding the right to be forgotten,
upon reaching the age of majority, the subjects who processed the data of the
person who was a minor at that time, must obtain a new consent for further data
processing or, in case of denial of consent, remove that data.
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The Regulation also stipulates the obligation for the controller to assess the
impact of data processing processes that may result in a high risk to the rights
and freedoms of the persons whose data are processed, before the data process-
ing itself. Since children are considered a particularly vulnerable group, this in-
dicates the need to conduct an assessment whenever it comes to children's data.

In the case of video surveillance in schools, and related to guarantees of
protection of personal rights, the school is the controller of data collected, held,
processed and used, and can only collect data to which the law or the consent of
the person whose data it collects authorized (by law or by personal authoriza-
tion) for the prescribed purpose, in accordance with the principles of data accu-
racy, expediency of processing and proportionality of processing. Thus, the
processing of student personal data falls within the general framework of per-
sonal data protection.

In schools, children, as students, can be subject to data processing through
video surveillance of public space, which includes the space in front of the
school, entrance to the school or access to official premises, corridors, in order to
achieve student safety. Areas where users expect a higher degree of privacy are
excluded from the subject of video surveillance - toilets, locker rooms, rest areas,
etc. In the practice of expert bodies for the protection of personal data, video
surveillance is considered to be the last tool used in exceptional cases, when the
purpose of security cannot be achieved by milder means. In essence, the subject
of video surveillance must be areas where security must be protected, but secu-
rity can, and often is, more endangered within areas that are excluded from video
surveillance coverage, of which schools are no exception.

The purpose of processing data on students, in the context of video surveil-
lance in schools, is security, but care must be taken in all ways, less invasive
ways, and in accordance with the guarantees of the right to privacy and human
dignity, this purpose can be achieved during the stay children in school, espe-
cially within the premises where both students and teaching staff (Commissioner
for Information of Public Importance and Personal Data Protection (ITMJ33ILT)
2019, 33-34).

Children and young people in their activities cannot avoid the trend of su-
pervision in modern society. When it comes to supervision, there are two sides:
control and care. Surveillance may identify unacceptable, harmful or even illegal
behavior, but can also contribute to the protection of the individual. Any form of
supervision must be created to enable the individual its personal development.

The culture of control as a narrative in the context of the use of
digital technology by children

During adolescence, children should reach a certain degree of independ-
ence and a sense of personal freedom, both in their relationships and in their
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relationships with their parents, which takes place through a process of inde-
pendent decision-making and self-reliance, with the continuing need for parental
support. Parental control during adolescence should also be less extensive.

The safety of children, whether it is the use of digital technology or other
contexts, is primarily the responsibility of parents or guardians, but when they
are not able to do so or when risks exceed their capabilities, public policies must
provide protection to children. When it comes to child safety, as in any other
context of public policies relating to children and youth, an important goal is to
achieve and respect the self-development and freedom of children as individuals
(Cortesi and Gasser 2017, 100-102). Personal autonomy during childhood and
adolescent development contributes to growing into responsible and independent
adult individuals, and it is necessary during the period of development to engage
in experimental behavior, engage in various risks and research. Behaviors that
pose too great a risk must certainly be disabled or controlled, but at the same
time a sufficient degree of freedom must be left to achieve the developmental
goals of each child (Van der Hoff, Koops 2011, 3-4).

Independent establishment and maintenance of social relations, in the real
world and online, is a process of mistakes and learning through which the inde-
pendence of a person is acquired. In all of this, especially in the realm of digital
communications, young people often feel invincible and untouchable, and are
often unaware of the risks their behavior carries with. They also have less ability
to assess the seriousness of the risks they take, as well as lack of awareness of
the consequences that their behavior can cause, both for them and for their im-
mediate environment. High parental involvement in children's ways of using the
Internet leads to a greater degree of security, but limits the experience of using
the Internet and developing digital skills and gaining experience in avoiding
harmful behaviors. What needs to be achieved is an open dialogue between par-
ents and children, which results in an understanding of online experiences, skills
and respect for the rights of others. (Cortesi and Gasser 2017, 26-29) .

Public policies related to the use of the Internet by minors are necessary in
modern society, as an additional mechanism for parental supervision in terms of
achieving the safety of children. These policies lie between two extremes: a cul-
ture of control based on risk management and fostering children's autonomy that
develops precisely through risk-taking. This conditions the content of policies in
the direction of raising awareness, stimulating self-control, technological meas-
ures, responsibility, criminalization and legal regulation. Fear of what may hap-
pen to children, bearing in mind that policy makers are often people who are
themselves parents, naturally conditions the content of policies towards increas-
ing control over the behavior of young people - from the family level, through
school and all to public policies.

The establishment of mechanisms that enable control is today a social
trend, which affects the perception of hitherto socially acceptable behaviors as
potentially dangerous or introduction to crime (for example offering a ride to a
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young person is today considered unacceptable behavior that young people
should avoid), schools are seen as a kind of fortress, and students as a population
of potential victims or offenders. The trend has been adopted that as many youth
activities as possible should be supervised. Public policies related to digital secu-
rity balance between freedom and control of the use of the Internet by children,
while cybercrime prevention policies often focus unilaterally on control, with an
emphasis on criminal protection, while neglecting the importance of learning
through personality development errors (Van der Hoff, Koops 2011, 10). The
one-sidedness of criminal protection can ultimately result in inefficiency, even
counterproductivity in relation to the response of children to be protected. In
digital communication, young people find both risks and opportunities.

By embracing a culture of control, civil society is becoming less tolerant
of independence and less willing to trust, and this creates a modern childhood
framework for today's generations. The culture of control relies heavily on
criminal law and the severity of the penalties provided. Public policies in this
domain are created within the framework of risk or risk identification, assess-
ment and control, combined with the need to avoid risk in order to create a “safe
state” in which the absence of actual or perceived danger is the highest value that
takes precedence over all other objectives.

Conclusion

Today, children are active actors in the digital environment, at the same
time positioned as subjects of public policies aimed at achieving the safety of
children in the digital environment. Today, the Internet is an unavoidable ele-
ment in growing up, and that implies a sufficient degree of media or digital liter-
acy or abilities as a parent or guardians as well as children. It is very question-
able how many children, as consumers of digital technology, can understand
their personal and wider digital environment. Achieving a high level of digital
literacy and awareness of the need and ways of safe behavior on the Internet
should be the backbone of public child safety policies in the digital society. Also,
parents need to be aware of the risks that exist for interactions in the digital envi-
ronment, so that they can spot and respond to them in a timely manner. Basing
public policies on the culture of control as a narrative in the context of the use of
digital technology by children, indicates the creation of a new paradigm of
childhood. The modern concept of childhood today is based on the need to strike
a balance between the freedom of children to develop into responsible and inde-
pendent adults and the need to control the risks that exist in digital communica-
tion and the digital environment.
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