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Summary:  
In this paper authors point out, in general, three groups of behavior that can be 
classified as the misuse of the Internet. The first group is classic cyber-crime, the 
second is consisting of behaviors violating the rights of the Internet users but are not 
codified as criminal acts in every country, while the third group are transgressions 
whose general attribute is manipulation of consciousness of the Internet users, 
together with subliminal mind control and manufacturing of desired state of 
consciousness of citizens.  
While echoing the European convention on cyber-crime, authors state four groups of 
criminal acts: acts against confidentiality, integrity and availability of computer data 
and systems, acts related to hardware – where forgery and theft are the most 
common, acts related to content – chiefly child pornography and acts related to 
copyright and intellectual property breaches.  
The authors especially warn of consciousness manipulation. The most dominant 
form of this is information manipulation, while the authors point out other forms, 
such as manipulation of reality, manipulation of value system, manipulation of 
survival instinct, promotion of militarism, manipulation of preferred lifestyle, and in 
the end, manipulation with subliminal messages.  
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Introduction 

To say that the Internet and everything that came with technological advances 
changed the world is an understatement. The changes that reshaped the way we live 
are so profound and quick that it makes difficult for the researchers to get to a 
necessary distance needed to be as thorough and as objective as a researcher shall be. 
New trends are adopted nearly on a daily basis, and the users of that interconnected 
content seemingly have no trouble adapting to such quick changes. Still, it is not 
only about the content. The migration of numerous aspects of everyday lives to the 
Web and to screens opened a new world, which unfortunately but naturally 
inherited the bad things as well. As the regular people moved online, so did the 
criminals, and while a certain number of online offenses are merely a replica of 
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activities done in the real world as well, many new threats and forms of criminal, 
anti-social and asocial behavior were created. In this paper we focused on that side 
of the modern life and tried to compile a thorough list of the forms of the Internet 
misuse.  
 

Definitions 
The Internet 

The Internet is a system architecture that has revolutionized communications and 
methods of commerce by allowing various computer networks around the world to 
interconnect. Sometimes referred to as a “network of networks,” the Internet 
emerged in the United States in the 1970s but did not become visible to the general 
public until the early 1990s. By 2015, approximately 3.2 billion people, or nearly half 
of the world’s population, were estimated to have access to the Internet. 
 

Cybercrime 
Although European convention on cyber-crime discerns only four groups of criminal 
acts: (acts against confidentiality, integrity and availability of computer data and 
systems, acts related to hardware, acts related to content and acts related to 
copyright and intellectual property breaches), the whole gamut of criminal acts is 
much more diverse so we widened a definition and classification of acts of cyber-
crime, which is in turn defined as any crime that is committed by using a computer 
on a wide variety of devices (desktops, laptops, mobile phones, tablets, game 
consoles) and a network where other devices are connected as well.  Both the 
perpetrator and the victim must use a network connected computing device in order 
for a crime to be classified as a cybercrime.  

 
Security 

Security is a term with multiple meanings. In the most general sense, it implies 
freedom from fear, threats and physical violence. Nonetheless, security includes 
moral, ideological and normative elements, which made making a definition as exact 
as possible very difficult. It is a socially constructed concept, which gains specific 
meaning within a given social context. History of our civilization proves that 
security is one of the oldest and the most important social phenomena, and that it 
was present in the thought of the people ever since they became aware of their 
position in the natural order of things to present. 3 
Information security is a field of security that protects information and information 
systems from unauthorized access, use, detection, interruption, modification or 
deletion4. It was always among top priorities for countries, corporations and other 
large entities, but with the advent of the Internet that job became much more 
important and challenging.   

 
[3] Bjelajac, Željko: Bezbednosna kultura – umeće življenja, Pravni fakultet za privredu i pravosuđe, Novi Sad, 

2017, p. 65 
[4] Ibid, p. 159 
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Misuse of the Internet 

A misuse of the Internet is, in general sense, any use of the Internet that is harmful 
for another entity using the Internet as well, regardless whether they are biological 
or social entities. It encompasses every kind of asocial, anti-social and criminal acts 
committed while using a computer connected to a network.  
Forms of the Internet misuse can be divided in three groups: classic cybercrime, 
harmful behavior not criminalized universally and manipulation of consciousness of 
the users. The third form is particularly dangerous and perfidious and has greatest 
implications, since it can vary in size and form, as well as the goals. 
 

Classic cybercrime 
The classic cybercrime encompasses a broad range of harmful activities, and here 
many of the actual forms of cybercrime can be mentioned: from computer fraud, 
cyberterrorism, cyberextortion, crimes related to content, such as proliferation of 
illegal pornography, identity theft, creating online market places for selling illegal 
goods all the way to seemingly lesser crimes like e-mail spamming. In the majority 
of the countries such crimes, committed on the Internet or otherwise are illegal and 
subject to penalties provided by criminal laws of respective countries. Definitions of 
individual acts of cybercrime, penalties and other legal policies are given in the 
European Convention on Cybercrime, the EU Directive 2013/40/EU and thus 
became legally binding in the member states of the Council of Europe and the 
European Union, which have adopted it into local laws.   
 

Harmful behavior not criminalized universally 
Many of these offenses and harmful behavior are not regulated by criminal laws, 
which by no means shall be interpreted as the lack of will of lawmakers to try and 
systematically suppress such behaviors. The matter here is that it is very difficult to 
codify all the forms of expression of reprehensible and harmful acts, and numerous 
jurisdictions adapt to new changes and new forms of criminal behavior slowly but 
steadily. Nonetheless, as we said earlier, decentralized network like the Internet 
means more freedom and less order, and the Internet is so vast that it will never be 
possible to predict and suppress all the categories of online criminal acts as they are 
constantly developed, but it is possible to limit such behavior to the depths of the 
Internet, where regular users almost never visit, and to banish it from popular 
websites, particularly social media and networks. Still, the elemental desire of 
humans to communicate will always be present, and there will always be predators 
lurking, so for the time being, the best prevention is education on various forms of 
Internet violence. The United Nations Office on Drugs and Crime, UNODC, 
maintains a website and a database on criminal laws of its member countries, called 
SHERLOC, where particulars about legislative of each country regarding Internet 
crimes can be found.5 
 

 
[5] https://sherloc.unodc.org/cld/v3/sherloc/, retrieved January 29th, 2019 
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Online manipulation of consciousness 
This form of the Internet misuse is as old as the media in general. Wherever there 
was a system of public information, even in ancient times, there was manipulation 
by the powers that be at any given time. From public orators in city squares to 
subliminal messages hidden in media content, manipulation was present in all 
cultures and all eras. Technological advances only made manipulation more diverse 
and widespread.   
Over the last few years we saw numerous accusations of collusion in the election 
process – in the United States, for European Parliament, where Russians are usually 
painted as the culprits. Basically, what the West accuses the Russians of is that they 
helped their favored candidates to win by using online propaganda in the countries 
where elections were being held. While such thing is nearly impossible to prove, we 
have another example in voting at British referendum for leaving the EU. In the 
aftermath of things, we learned that the “Leave” campaign employed several data 
mining companies, such as Cambridge Analytica and AggregateIQ6, to use their 
databases and help them create better databases in order to be capable to create and 
deliver personalized messages, tailored to psychological profile of the recipient. 
Millions of different messages were created and delivered, and there is widespread 
belief that that fact alone influenced the result of the referendum. The most 
dangerous thing about it is that such methods can provide desired results, but by no 
means prepares anyone for the consequences of such results. Its appeal is strong 
since it delivers, but it must be carefully regulated in order to avoid anarchy or other 
social disturbances possible when the election or referendum results are skewed.  
Regardless of the channel or the media used to execute it, there are two basic levels 
of manipulation, each with additional subcategories: primary or visible 
manipulation, and secondary or resident manipulation.7 The first one is blunt, the 
second one is subtle. In context of cybercrime, the first one is executed through 
online media and uploaded content, including, but not limited to, fake news, 
propaganda, pervasive sensationalism and other similar tools used to create a 
desired public opinion, while the second one is much more intricate, albeit serving 
the same purpose as the manipulation on primary level. Its forms, among others, are 
manipulation of reality, manipulation of value system, manipulation of desired 
lifestyle, where online interactions with both media and user created content are 
present, in example, social media, Internet forms of publishing content, such as 
video hosting sites, blogs, podcasts etc. 
 

The European Convention on Cybercrime 
The European Convention on Cybercrime, also known as Treaty no. 185 of the 
Council of Europe, is a treaty adopted by the Council of Europe in November 2001 in 
Budapest. It was the first international treaty on crimes committed via the Internet 
and other computer networks, dealing particularly with infringements of copyright, 

 
[6] https://www.theguardian.com/uk-news/2018/mar/24/aggregateiq-data-firm-link-raises-leave-group-questions, 

retrieved January 29th, 2019 
[7] Filipović, Aleksandar: „Manipulacija u medijima kao faktor degradacije savremenog društva“, in 
„Uticaj masovnih medija na degradaciju savremenog društva“, special edition no. 4, god. XV (2018), 
Kultura Polisa, Novi Sad, p. 50  

https://www.theguardian.com/uk-news/2018/mar/24/aggregateiq-data-firm-link-raises-leave-group-questions


 

IRASA International Scientific Conference 
SCIENCE, EDUCATION, TECHNOLOGY AND INNOVATION 

   
B o o k   o f   P r o c e e d i n g s 

page 

 

 

computer-related fraud, child pornography and violations of network security. It 
also contains a series of powers and procedures such as the search of computer 
networks and interception. 
Its main objective, set out in the preamble, is to pursue a common criminal policy 
aimed at the protection of society against cybercrime, especially by adopting 
appropriate legislation and fostering international co-operation.8 
In addition to identifying and defining acts of cybercrime, the Convention includes 
sections on culpability of aiders and abettors of cybercrimes and proposes a penalty 
policy which include both monetary sanctions and deprivation of liberty.  
 

Acts against confidentiality, integrity and availability of computer data and 
systems 

In this section the European Commission recognized five distinct groups of 
breaches:  

- Illegal access, determined as “the access to the whole or any part of a 
computer system without right” 

- Illegal interception, defined as “the interception without right, made by 
technical means, of non-public transmissions of computer data to, from or 
within a computer system, including electromagnetic emissions from a 
computer system carrying such computer data.” 

- Data interference, defined as “the damaging, deletion, deterioration, 
alteration or suppression of computer data without right”, 

- System interference, defined as “the serious hindering without right of the 
functioning of a computer system by inputting, transmitting, damaging, 
deleting, deteriorating, altering or suppressing computer data”, 

- Misuse of devices, defined as “the production, sale, procurement for use, 
import, distribution or otherwise making available of:  a device, including 
a computer program, designed or adapted primarily for the purpose of 
committing any of the offences established in accordance with the 
previous articles; a computer password, access code, or similar data by 
which the whole or any part of a computer system is capable of being 
accessed, with intent that it be used for the purpose of committing any of 
the offences established in previous articles; and the possession of an item 
referred to in previous paragraphs, with intent that it be used for the 
purpose of committing any of the offences established in previous 
articles.”9 

 
Acts related to hardware 

Computer-related forgery 

Acts that are considered as a computer-related forgery are defined as the input, 
alteration, deletion, or suppression of computer data, resulting in inauthentic 

 
[8] https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185, retrieved on January 28th, 2019 
[9] The European Convention on Cyber Crime, 

http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_e

n.pdf, p.5, retrieved January 24th, 2019 

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
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data with the intent that it be considered or acted upon for legal purposes as if it 
were authentic, regardless whether or not the data is directly readable and 
intelligible. 10 
 

Computer-related fraud 

The European Convention on Cybercrime defines computer-related frauds as the 
causing of a loss of property to another person by:  

- any input, alteration, deletion or suppression of computer data;  
- any interference with the functioning of a computer system, with 

fraudulent or dishonest intent of procuring, without right, an economic 
benefit for oneself or for another person.11 

 
Acts related to content 

Offences related to child pornography 

In this section the European Council suggests that each signee adopt such 
legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally and without 
right. The conduct that shall be criminalized under this section is defined as: 

- producing child pornography for the purpose of its distribution through a 
computer system; 

- offering or making available child pornography through a computer 
system; 

- distributing or transmitting child pornography through a computer 
system; 

- procuring child pornography through a computer system for oneself or for 
another person; 

- possessing child pornography in a computer system or on a computer-data 
storage medium. 

- In addition, the European Commission defined the content deemed the “child 
pornography” as pornographic material that visually depicts: 

- a minor engaged in sexually explicit conduct; 
- a person appearing to be a minor engaged in sexually explicit conduct; 
- realistic images representing a minor engaged in sexually explicit 

conduct.12 

 
Acts related to copyright and intellectual property breaches 

This section encompasses offences related to infringements of copyright and related 
rights, and it invokes earlier acts regulating the copyright infringement, such as the 
Paris Act of 24 July 1971 revising the Bern Convention for the Protection of Literary 
and Artistic Works, the Agreement on Trade-Related Aspects of Intellectual Property 

 
[10] Ibid, p. 6 
[11] The European Convention on Cyber Crime, 

http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_e

n.pdf, p. 6, retrieved January 24th, 2019  
[12] Ibid, p 6-7 

http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
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Rights, WIPO Copyright Treaty, the International Convention for the Protection of 
Performers, Producers of Phonograms and Broadcasting Organisations (Rome 
Convention), the Agreement on Trade-Related Aspects of Intellectual Property 
Rights and the WIPO Performances and Phonograms Treaty, when the infringement 
of the rights occurred and is committed willfully, on a commercial scale and by 

means of a computer system. 13 
 

Further European legislation 
Due to rapid development in technology new forms of cybercrime acts appear, and 
in order to keep track with that constant metamorphosis international organizations 
and countries adopted updated legislation. The European Union passed Directive 
2013/40/EU of the European Parliament and of the Council of 12 August 2013 on 
attacks against information systems14, which within the framework of the European 
Convention on Cybercrime furthers legislation on cybercrime within its member 
states. For the beginning, it changes the term “computer system” with the term 
“information system”, broadening the definition to encompass numerous devices 
that didn’t exist in 2001, when the Convention has been adopted. Furthermore, the 
Directive adds new categories of cybercrime acts. The additions were: 

- Illegal access to information systems, defined as “the access without right, to 
the whole or to any part of an information system”, 

- Illegal system interference, defined as “seriously hindering or interrupting the 
functioning of an information system by inputting computer data, by 
transmitting, damaging, deleting, deteriorating, altering or suppressing such 
data, or by rendering such data inaccessible, intentionally and without right”, 

- Illegal data interference, defined as “deleting, damaging, deteriorating, 
altering or suppressing computer data on an information system, or rendering 
such data inaccessible, intentionally and without right”,  

- Illegal interception, defined as “intercepting, by technical means, non-public 
transmissions of computer data to, from or within an information system, 
including electromagnetic emissions from an information system carrying 
such computer data, intentionally and without right” 

The Directive establishes the penalties for cybercrime offences as well. For illegal 
system interference and illegal data interference the proposed sanction is a prison 
sentence of at least three years, depending on the scope of the crime and the damage 
incurred. For other acts defined in the Directive penalty proposed is a prison 
sentence of minimum two years. The penalties are the same for both the ones who 
committed the crime and the ones who aided and abetted the crime. Only minors are 
excluded from this policy.  
 

Conclusion 
The presence and the reach of the Internet misuse in the widest sense is enormous 
and is reflected in many aspects of life. When you use a computer-powered device 
and interact with online content you will be automatically exposed to a myriad of 

 
[13] Ibid 
[14] https://eur-lex.europa.eu/eli/dir/2013/40/oj, retrieved January 29th, 2019 
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varieties of shady or outright criminal behavior. There is no person who has an e-
mail account that hasn’t received an e-mail which is spam or phishing or fraud. 
Many people fell victims to online bullying, harassment, blackmail, and in some 
cases, it caused people to commit suicides. States and politicians saw secret e-mails 
and digital data unearthed by unauthorized online access or interception. Financial 
institutions lost enormous amounts of money. Naturally, there is more of good than 
bad in interconnected networks, but the damage is great despite the gains being 
greater. In August of 2016, Cybersecurity Ventures predicted that cybercrime will 
cost the world $6 trillion annually by 2021, up from $3 trillion in 2015. This 
represents the greatest transfer of economic wealth in history, risks the incentives for 
innovation and investment, and will be more profitable than the global trade of all 
major illegal drugs combined.15 
International organizations, countries and corporations are combatting cybercrime 
by adopting legislative that includes even newly created acts of cybercrime and 
investing money in cybersecurity. Cybercriminals often migrate to countries without 
anti-cybercrime legislative to avoid prosecution for crimes whose targets were 
physically located in the countries with adopted appropriate laws. Due to the 
Internet being a global network, perpetrators of cybercrimes can commit criminal 
acts from anywhere in the world, so the criminal investigation agencies have to 
invent creative ways to apprehend the suspects. The FBI arrested two Russian 
hackers by creating a fake IT company in the USA, offered them a job and invited 
them for interviews, only to arrest them as soon as they stepped out of building.16 In 
addition to all the things countries and law enforcement does, every individual shall 
be aware of the dangers that lurk online, and an online security culture shall be 
adopted in order to at least mitigate the damage from cybercrime or preventing 
becoming a victim in the first place. Such culture shall be adopted at an early age, 
since the children are not just not exempt from cybercrime, they are often victims of 
the most heinous cybercrimes. But, the fact that nearly all of us learned how to be 
safe in the real world encourages that all that people can learn how to be safe in the 
digital online world.  
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