PaKSom 2019

Gamification as an Innovative Approach in Security
Systems

Zeliko D. Bjelajac!, Aleksandar M. Filipovi¢?

'Faculty of Law, University of Business Academy, Novi Sad, Serbia
2Faculty of Economics and Engineering Management, Novi Sad, Serbia

zdjbjelajac@gmail.com, 2sasha.filipovic@gmail.com

Abstract—Problems of motivation and training of
its members is increasingly hard logistical and
economic task for armed forces and security
services in general, so in the last two decades
solving of problems of selection of innovative but
cheap training of soldiers became crucial.
Strategists of defense and security systems are
creating efficient methods for motivation,
attraction, selection and training of the personnel.
One of the most innovative HR techniques is
gamification. Officers are becoming managers
who are using experiences and procedures of the
gaming industry to transform the mass of their
recruits into a military or security collective that
can answer to difficult challenges posed by
imaginary or real opponent. By using
gamification, mechanisms of games are used for
representative presentation of a projected goal as
attractive and easy-to-win rewards that will
motivate a person to act as it is expected. Games
and its narratives are one of the most efficient
methods of teaching and it can be applied
regardless of age or goal of the teaching.
Gamification is also an efficient tool for
overcoming psychological and mental barriers
that occur in stressful training of soldiers and
security agents.
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. INTRODUCTION

En générale, gamification is application of
game principles in various aspects of life which,
en générale, are not related to game, nor to its
being in phenomenon or noumenon sense. Basic
characteristic of applied gamification of
anything is its effort to implement attributes of

ontological being of game in situations and at
times when such application even seems
nonsensical. It is increasingly present in fields
such as economics, marketing, arts, sports,
politics, but also in some traditionally closed
systems such as army. Gamification can be also
defined as use of gaming techniques in non-
gaming environments. The basic goal is to
stimulate persons to participate in the desired
activity and to reach achievement the creators of
gamification in each case envisioned. In the
beginning it was used in relatively less
significant aspects, such as realization of prize
contests, surveys, event organization, charities,
product testing, educational work with children,
attracting voters to participate in elections and
various other needs, but later the application of
gamification spread to services crucial for
functioning of the state and the society.

In this paper we will point to another aspect
of gamification, and it is a kind of misuse of
games, particularly video games in non-gaming
purposes, which are sometimes useful, but often
are destructive. This paper will focus on
gamification as production and use of games and
video games for non-gaming purposes and that
are, by default, opposed to the being of game.
We remind that game, and video game, does not
have another purpose or goal other than game
itself, meaning that game should not serve
anyone or anything'. Game shall not be expected
to provide any other goal other than mere
playing?. Nonetheless, as we will stress in this
paper, gamification as usage of video games and

1 Igra nema nikakvu ,svrhu“, ona ne sluzi ni¢emu. Ona je
beskorisna i ne koristi ni¢emu — ona se ne odnosi unapred na
konacni cilj, na bilo koji kona¢ni cilj ljudskog zivota koji se trazi
ili u koga se veruje. Pravi igra¢ se igra samo da bi se igrao. Igra
stoji za sebe i u sebi, ona je ,jizuzetak” vise nego u jednom
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smislu®. Fink, Eugen, Osnovni fenomeni ljudskog postojanja,
Nolit, Beograd, 1984, strana, 295
2 Filipovi¢, A. (2016) Paradigma kulturoloskog pozicioniranja
video igre, doctoral dissertation, Fakultet dramskih umetnosti,
Univerzitet umetnosti u Beogradu
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its principles is getting traction®. Everything can
become a game and a game can be created for
anything. Hundreds of video games are already
created and used for easier approach to problem
solving in the most difficult aspects of human
activity and organization, like army, police and
secret security services.

In order to be applied successfully,
gamification has to meet certain preconditions.
First of all, clear rules have to be defined, which
allows the game to be just, interesting and
transparent. It is also important to adapt the
attributes of the game to the goal for which it
was created, as well as to specific attributes of
the participants. Then the competitive spirit has
to be stimulated, even if it is the game where a
person competes with himself. All participants
must have clear benefits from playing and a
system of promotion or levelling has to be
created. Challenges, rewards and promotions are
basic elements of attractiveness of the game. It
is of particular importance that players can
exchange achieved in-game rewards for real
rewards in reality?.

The term gamification was first used by Nick
Pelling® in 2002. In his software tools he used
gaming scripts and achieved the effect of
computer games in fields far away from the
game®. Nonetheless, until recently gamification
was almost never used professionally. Many
companies used gaming mechanisms for solving
business problems, but without understaning of
the volume and importance of that idea.

For this paper we choosed three aspects of
gamification usage and video games
development by armies and security services of
many countries, mostly developed Western
countries. These are:

e Use of video games and its principles in
recruitment of new soldiers and officers,

o Use of video games in practical training of
soldiers and security agency officers,

e Use of video games in psychological
preparation for expected stress and
densensitization of soldiers and security
officers for stressful situations such as
killing of enemy combatant

Il.  GAMIFICATION AS A RECRUITMENT
TECHNIQUE FOR ARMY SERVICE

After great shuffling” of global relations, in
early 1990s the United States of America
remained world’s only superpower. The level of
economy, education and quality of life of people
reached its peak. The US Army remained
unchallenged in its supremacy. Nonetheless, the
processes generated in the American society led
to unrecorded levels of general alienation,
particularly among young people in large urban
areas, and that brought problems to the most
important institution of the American society —
the armed forces. Increase of welfare, freedom
and individual happiness only touched the US
Army. Problems occurred in perception and
image of that profession. After poor experiences
of the Vietnam War and much better offers
outside the armed forces caused the best recruits
to stop being interested for military service. In
addition to all other problems, the recruit pool
for the world’s strongest army was shrunk to less
desirable candidates for recruitment, in sense of
education and capabilities. These were all good
and loyal citizens of the USA, but the level of
their general knowledge and usefullness for
military service did not allow them to be trained
for usage of modern weapons, technology and
vehicles. In an effort to create a new image, the
US Army began a campaing in late 1990s called
,»Be All You Can Be*“. As a part of the campaign
an interesting program video game was
launched, and it was one of the first efforts to use
video game technology as a gamification
process for recruitment. Several years later, the
US Army released the video game ,,America’s
Army & « which the potential recruits could
download and test their skills and capabilities in

3 Gartner Group (https://www.gartner.com/en) predicts that by
2015 it will be used by 70% of the world's largest companies,
providing with its help 50% of innovation. Moreover, M2
Research (http://www.m2research.com) expects that by the end
of the decade, US companies alone will spend about three billion
dollars a year on gamification technologies and services.

4 Radovanovié, T. (2019) Sve moZe postati igra, Studentski
dnevni list, https://www.studnel.com/it/item/1948-sve-moze-
postati-igra, retrieved 10.11.2019

5 Nick Pelling (Nicholas John Pelling) is a British-born
computer programmer and investigative writer best known as the
creator of the 1984 game Frak!
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6 Benoscsk H. (2015) [eimugpurayus: xax noswvicume
ycnewHocms Cpré’s’HOZO busmneca npu  nomowju uepbwl,
DJeKTpOHHbIE JIaHHBIE,
http://internetno.net/category/analitika/gamification_about/
retrieved 19.11.2019

7 Nestanak SSSR, ujedinjenje Nemacke, raspad VarSavskog
vojnog saveza. ...

8 America's Army is a series of first-person shooter video games
developed and published by the U.S. Army, intended to inform,
educate, and recruit prospective soldiers. Launched in 2002, the
game was branded as a strategic communication device designed
to allow Americans to virtually explore the Army at their own
pace and allowed them to determine if becoming a soldier fits


https://www.gartner.com/en
https://www.studnel.com/it/item/1948-sve-moze-postati-igra
https://www.studnel.com/it/item/1948-sve-moze-postati-igra

multiplayer environment. All the participants
completed a survey and by doing that became a
part of a community called ,,Online Army*. The
best players received ,badges of honor* and
were stimulated to join the army.

Retired colonel Casey Vardinsky, former
chief economist of the US Army and professor
at United States Military Academy at West
Point, who was instrumental in creation of
America’s Army lated explained why the
gamification method was selected and why the
video game was created: ,,The army is such an
institution that it has to use the best available
techniques, methods and technologies in order to
achieve its goals. We were visionary in
recognizing capabilities of video games and
began to use video game technologies in order
to provide virtual soldier experience to potential
candidates that would help the potential soldier
to have fun, become informed and in the end
become engaged. Nobody expected that the
game will grow to this proportions.® The latest
version of the game was published in 2013,
The game remains very influential to this day.
According to website
https://worldbeyondwar.org, video game The
America’s Army has millions of passionate fans.
It is one of the most downloaded games ever.
According to a research by MIT, ,,the game has
more influence on recruits that all the other
forms of military advertisesment combined.*!!

Soon another game was included in the video
game recruitment set, Virtual Battle space’?,
which simulates military campaigns where
mentors follow the rankings of the participants
and invite the best of them to serve in the army.
The Combined Arms Training Center?® of the
US Armed Forces has its own Massive
Multiplayer Online Role Playing Game
(MMORPG) for training of the new recruits. The

system, similar to video game World of
Warcraft, allows soldiers around the world to
log in to a military MMORPG and to play as
individuals or units.

Edward Snowden published a document
from the NSA in 2013 “Exploiting Terrorist Use
of Games & Virtual Environments'*, where it
can be seen that the CIA and teh NSA joined
forces with the government staff of the United
Kingdom GCHQ? in order to deploy real-life
agents into virtual environment of World of
Warcraft and infiltrated them into Xbox Live
with tens of millions of players around the
world. The two of the most powerful intelligence
agencies in the world therefore became able to
identify a labyrinth of the game’s social
networking system and those partial to virtual
killing.

IIl.  GAMIFICATION IN SERVICE OF TRAINING
OF SOLDIERS

Modern warfare is a very expensive activity.
Modern equipment is enormously expensive to
purchase, and its maintenance demands vast
sums of money. An hour of flight of a combat
airplane F-15 Eagle costs nearly $42,000, while
an hour of flight of F-16C costs $22,500. The
newest American war airplane, F-35 Lightning
Il costs $42,200 per flight hour, while in F-22
Raptor it costs $68,360.%

Armament is also very expensive. The best
Western air-to-air missile ,,Meteor* costs $2,6
million per unit. The Russian peer, R 37M is
cheaper, but no Russian air-to-air missile of
medium and long range costs less than $1
million. Large armies have hundreds of
airplanes and thousands of pilots, and if each one
of them fire just one missile during training, the
cost is obvious. Infantry weapons and armament
is not much cheaper. Live firing of a tank

their interests and abilities. America's Army represents the first
large-scale use of game technology by the U.S. government as a
platform for strategic communication and recruitment, and the
first use of game technology in support of U.S. Army recruiting.
The Windows version 1.0, subtitled Recon, was the first released
version on July 4, 2002. As of January 2014, there have been
over 41 versions and updates released including updates to
America's Army: Proving Grounds, which was released on
August 2013. All versions have been developed on the Unreal
Engine. The game is financed by the U.S. government and
distributed by free download. America's Army has also been used
to deliver virtual military experiences to participants at events,
such as: air shows, amusement parks, and sporting events around
the country.

9 Wolf, M. J. P. (2008) The Video Game Explosion: A History
from PONG to PlayStation and Beyond, ABC-CLIO, Santa
Barbara p. 380

0 https://store.steampowered.com/app/203290/Americas_A
rmy_Proving_Grounds/

1 https://worldbeyondwar.org/gi-nik-cruz/, retrieved 10.11.
2019

12 https://www.bohemia.net/, retrieved 11.11.2019

13 https://www.7atc.army.mil/CATC/, retrieved 11.11.2019

4 https://www.documentcloud.org/documents/889134-gam es,
retrieved 11.11.2019

15 Government Communications Headquarters, commonly
known as GCHQ, is an intelligence and security organization
responsible for providing signals intelligence (SIGINT) and
information assurance to the government and armed forces of the
United Kingdom.

16 Thompson, Mark, Costly Flight price, http://nation.time.com/
2013/04/02/costly-flight-hours/, retrieved 11.11.2019
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batallion costs between $5 million to $10
million?’.

As with the recruitment, large armies seeked
and found help in video games. There is almost
no combat segment where for primary military
training and maintaining the preparedness level
video games software upgraded with original
surroundings is not used. These are not only
simulators of flight, firing or military vehicles.

Video games like Mortal Kombat or
Ultimate fight teach hand-to-hand combat,
Wolfenstein, Quake, Doom or Perfect Assassin
simulate indivudual combat in real war
situations. For other organizational types and
potential future manegers or soldiers there are
strategy video games like Command &
Conquer: Generals, Tiberian Sun, Company of
Heroes, Age of Empires, Civilization, Caesar. In
thees games soldiers learn how to organize
citizens, troops, how to build structurtes and
cities, how to defeat their enemies and take their
structures, buildings, cities, how to subjugate
their citizens and workers. In addition, there are
various programs of training and teaching, such
as: F/A-18 Korea, F-22 Air Dominance Fighter,
F-16 Fighting Falcon, Euro Fighter2000, Back
To Baghdad, Flashpoint Kosovo — for war
conflict simulations, Armored Fist 2 - M1A2
Abrams — for tanks, 688(1) Hunter/Killer — for
nuclear submarine?®,

Other titles shall also be mentioned:
Warcraft, Heroes of Might and Magic Lands of
Lore: Guardians of Destiny, Realms of Arkania,
Diablo, Legacy of Kain, Warlords, Lords of
Magic, Blood & Magic, Lords of Realm,
Warhammer, Dark Omen, Arthur's Knight's -
Secrets of Merlin. New games constantly
appear, and they more or less repeat established
militaristic model. In addition to The America’s
Army, which helps in recruitment of young
Americans, Kuma Reality Games is a new online
project where registered players can relive war
campaigns in form of missions: assault on Al-
Qaeda’ stronghold, arrest of Saddam Hussein,
battle of Fallujah. A project called Full Spectrum
Warrior, is a co-production sponsored by
Institute for Creative Technologies of

Entertainment Industry Department of the
Pentagon. Department of Defense Game
Development Community funded by DARPA
(Defense Advanced Research Projects Agency)
and the Agency for Advanced Defense
Development Projects financed more than 100
video games specifically made for military use,
or are deemed useful while not being directly
created for military needs®®.

Since 2006 American soldiers train using
video game DARVARS Ambush as well,
specially modified by the DARPA. The armed
forces purchased more than 3,000 licensed
copies for training of infantry units, air force,
parachuters, coast guard and other units. As this
game is becoming obsolete, upgrade is under
way. Among requests put before the new engine
is ability to edit maps, support for
communication with the command center,
availability of mobile version of the game and
online support. A game code-named Game After
Ambush is installed in 70 gaming centers in 53
American military units around the world,
including Germany, Italy and South Korea. Each
gaming center has 52 computers with special
equipment. Soldiers can control combat
vehicles, airplanes and helicopters, and fire
weapons on virtual maps up to 100x100 km
large. The new game will fully emulate real
activities of soldiers, including real missions of
escort, urban combat and reaction to sudden
strikes?.

IV. GAMIFICATION AS A METHOD FOR
DESENSITIZATION OF KILLING

Psychologists claim that repulsion to killing
its own species is innate to the ontological being
of human. Military psychologists tell about
nightmares young soldiers had after their first
killing of another human being, whether they
killed them by their own hand, or participated in
the killing in any other way.

Similar to problems of recruitment and
training, the military found solution in video
games. First-person shooter games were
instrumental in solving this problem. Games like
Counterstrike, Doom, Call of Duty, Halo,

17 Brankovi¢, Zivojin, Najbolje opcije opremanja lovackih
aviona raketama vazduh-vazduh, https://tangosix.rs/2017
/29/11/hrvatska-sa-meteorom-srbija-sa-r-77-najbolje-opcije
opremanja-lovackih-aviona-raketama-vazduh-vazduh/, retr
ieved 11.11.2019

18 Luki¢, K. (2006) Kriticke perspektive umetnosti digitalnih
igara — prilog istrazivanju fenomena, E-Volucija, 14, Centar za
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proucavanje informacionih tehnologija Beogradske otvorene
skole, http://old.bos.rs/cepit/evolucija/html/14/ igre.htm

19 Vuksanovié, D. (2017) Filozofija medija II: ontologija,
estetika, kritika, Cigoja stampa, Beograd

20 Robson, S. (2008) Not Playing Around: Army to invest $50M
in combat training games, https://www.stripes.com/news/not-
playing-around-army-to-invest-50m-in-combat-training-games-
1.85595, retrieved 10.11.2019
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Crysis, Grand Theft Auto series, Manhunt and
similar games train in excessive and systematic
killing with firearms. The game content includes
humiliation, torture and mutilation, and killed
and dismembered people on displays have
psychological effect on young soldiers. The
most destructive games come from professional
program of the US Army, and aside from killing,
they include practicing firing techniques,
precision and automatic response. In that way
soldiers are desensitized and their repulsion of
killing is dissolved in an efficient way.

Military psychologist Dave Grossman 2!,
former professor at the United States Military
Academy at West Point, after his military career
turned to studies of Killing. In his book
Grossman wrote:

»Three things are necessary for killing: to
have weapons, to know how and to have a will
for killing. Two of these conditions are fulfilled
by video games, technical readiness and will.
We all have innate biological resistance to
killing of our own species which is broken by
years of dedicated training. Simulators of killing
were created for training purposes, which save
ammunition and battlefield situations are
recreated, where the enemy is being killed in
virtual surrounding. Throughout history it was
shown that soldiers easily enter the combat, they
are ready to die, but the majority had hard time
to be the killers. Therefore the killing simulators
were developed?.

US Marine Corps got rights to use video
game Doom as a teaching material. One of the
older games, Duck Hunt originally had people
instead of ducks for targets, and a plastic M-16
rifle was used for shooting. It is similar with the
police forces.

V. CONCLUSION

Here we shall point out to certain ethical
dillemmas gamification brings, particularly in
its segment of using games and its elements for
destructive, non-gaming purposes. The problem
occured when the games originated from the

professional program of teh US Army found
their way to teenage gamer population. The
army has an efficient control of its members, and
every soldier who trains via video games has his
mentor. With civilian gamers it is not the case.
Therefore the problem of promotion of
militarism as lifestyle and problem solving
method appeared.

By gladly accepting military needs, the video
game industry consciously creates ideological
discourse through militarism present in video
games that create narratives, parallel history and
form the world view of young generations. The
cult of war nurtured by the best-selling video
games was not seen since the times of fascism
between the two World Wars?3. Such openly
militaristic ideology does not look abnormal in
the present day, because armed conflicts are
normalized in the state of perpetual global latent
War on Terror. Militarism present in video
games has children and young adults as its target
group and represents an alternative or additional
educational framework to official education
system 2* . The nihilism of contemporary
technology endangers sensibility, solidarity and
critical thought of the millennials. They are
obsessed with virtual worlds in contrast to real
existing space?. One of the attributes of gamer
ideology of necimperialism and manipulation of
gamer population is exactly in promotion of
militarism as a dominant world view, in contrast
to officially proclaimed pacifism as state policy
and desired behavior of countries of Western
democracy?®.

Unlike ethics of video games that was built
on ethical principles of civilization, and
therefore subjected to criticism and discussion,
ethics of the world (or being) of video game is
non-ethics, meaning that video game world is a
world without morals, meaning it is outside of
morals. Naturally, it is a world without laws and
other social regulations. There are many reasons
for that. Non-ethics of video game world is
closest to ethics of natural law from the
beginning og civilization, and the essence of
nearly all laws brought since Hammurabi to the

2 David Allen Grossman (1956) an American author who has
specialized in the study of the psychology of killing (a discipline
which he labels "killology"). He is a retired lieutenant colonel in
the US Army

22 Grossman, D. (1996) On Killing: The Psychological Cost of
Learning to Kill in War and Society, Back Bay Books, New
York

2 Filipovié, A. (2016) Paradigma kulturoloskog pozicioniranja
video igre, doctoral dissertation, Fakultet dramskih umetnosti,
Univerzitet umetnosti u Beogradu

24 Luki¢, K. (2006) Kriticke perspektive umetnosti digitalnih
igara — prilog istrazivanju fenomena, E-Volucija, 14, Centar za
proucavanje informacionih tehnologija Beogradske otvorene
skole, http://old.bos.rs/cepit/evolucija/html/ 14/igre.htm

2 Bjelajac, Z. (2017) Bezbednosna kultura - umece Zivijenja,
Pravni Fakultet za privredu i pravosude, Novi Sad, Novi Sad, pp.
598-599.

% Filipovi¢, A (2013) Eticki izazovi video-igre, Zbornik radova
Fakulteta dramskih umetnosti, 24, pp. 145 - 163
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present day are to limit and supress natural law,
meaning complete and wide freedom of activity.
Consequently, video game world is a world
without democracy, without human rights, a
world where only the player, sitting on this side
of display and within borders set by the narrative
and the gameplay of the game, performs the
most extreme absolute dictatorship while
relativizing morals. Video game creators
certainly set the borders and the frame, but such
frame has to be wide and flexible. This brings us
to dichotomy of divine on one side and
diabolical possibilites and functions of video
game players on the other.

Relativization of morals on both sides of the
display cannot pass without consequences. It
brings to supremacy of total game?” on one side,
and paradoxical ,,game without playing® on the
other side, and its inescapable movement to self-
elimination from primary string of humanity as
simplification of moral principle at the lowest
level causes erosion of game borders in the real
world, and consequently to negation of the
game. When there is no constitutive moral
principle in the real lofe, then the game easily
penetrates all the spheres of life, while
suppressing other, more important principles of
relationship to life. The game is an importan part
of life, but the life is not only a game. There is
no gaming civilization and it is hard to even
imagine one. Utopian and dystopian writers
thought about and wrote on evey possible kinds
of organization of society, but there is hardly a
civilization as a game, even within endless
boundaries of imagination?. This is the case due
to dialectical opposition of terms ,state” and
.game®. Immanuel Kant concluded that game is
»iree from goals, needs and survival struggle®.
Game 1is, according to Kant, ,free from
responsibility and consequences ?“, in other
words of everything that makes up the essence
of state without which any civilization is not
possible. Raison d' étre of every state is interest,
while conditio sine qua non of every game is
absolute absence of interest, aside from gamer’s
interest to play. Game cannot play life, it can
only imitate, emulate and simulate it, and all the
elements of game, ,including the spectators
must be warned in advance that it is only a game

without consequences, and not the real and
serious life3%«,
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