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CYBER CRIME AND INTERNET PEDOPHILIA

AS AN IMPORTANT INTERNATIONAL PHENOMENON

AbStrACt
Internet introduced a global change in methods and speed of
communication, exerting significant influence on the quality of life of a
‘common individual’. this influence may be perceived in all spheres of
social life and our environment. Positive and constructive achievements
of modern information technology also caused a series of problems
related to emergence and expansion of diverse forms of internet crime.
this represents a relatively new form of criminal behavior that exhibits
major phenomenological diversity and can not be determined by a single
definition. Even though certain definitions have been adopted, the new
phenomenon of ‘cyber’ crime has appeared. there are numerous
documents that classify diverse forms of cyber crime. Cyber space in
Serbia follows the globally increased trend of cyber crime. According to
the Special prosecution office against high technology crime, the main
forms of ‘computer crime’ in Serbia include: abuse of intellectual property
rights, abuse of credit cards and internet pedophilia. Internet provides
pedophiles smooth and undisturbed surveillance of children as they may
take part in their activities, games and entertainment. It also provides
anonymity in case of a threat of being exposed. the fact is that
uncontrolled and purposeless use of internet implies numerous dangers.
Internet abuse is often associated with pornography. this implies that
various sites with illegal content also influence long-term ‘poisoning’ of
children. the prevalence of this phenomenon in Serbia can be clearly
perceived in several surveys conducted with high school population.

1 Associate professor, Law Faculty of Economics and Justice, University Economics Academy,
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Despite the primary and essential role of the parents, the support of all
social segments is necessary in order to raise collective awareness through
media and educational campaigns dedicated to youth and children for
the purpose of providing information about potential internet abuses and
methods of safe utilization. 
Key words: computer crime, cyber crime, internet abuse, pedophilia,
internet pedophilia.
JEL Classification: K14, K42.

INtrODUCtION

Internet allowed for a global change in methods and speed of
communication at the end of the 20th century. During these two decades of
existence, in a very brief period, it can certainly be noticed that it exerted a major
influence on the life of a ‘common individual’. this influence was performed
in all the fields of our environment and it may be perceived in all spheres of
the social life. Except the common and inevitable internet use within business
communication, modern individual today uses internet as a means of
performing every-day duties. 

Due to the wide range of possibilities, internet can be used for i.e. booking
a plane ticket, theater, purchase or sales of various goods, provision of services,
tV, air condition adjustment, communication and a variety of other activities
dictated by living and working tempo of a modern individual. Not surprisingly,
it is therefore proposed that on a global level internet addiction increases on a
daily basis. 

the answer to a widespread youth preoccupation with social internet
networks (Facebook, twitter, chatting) has been explored by sociologists,
psychologists, pedagogues and many other experts. their perceptions vary. On
the one hand, it is evident that new technologies introduce various benefits and
challenges that should be answered by creative intelligence, but on the other
hand, internet carries numerous dangers to which, particularly young people,
are exposed to. that is, a great percent of youth thrilled by internet establishes
communications that do not contribute to the advanced humanity, rather
increase the sense of disorientation and isolation leading to disregard of the
reality. In this context, due to the advantages of new technologies, there is a
reasonable uncertainty and fear of conflicts that vulnerable individuals could
find themselves in, where it might become impossible to distinguish the truth
from fallacy, thus causing a fusion of reality and virtual reality.

besides these common characteristics and various contradictor perceptions,
the negative sides of the internet use take on serious connotations. that is, the
development of science and technology concurrently enabled integrative
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powers on our planet and in order to achieve better quality of citizens’ lives,
also allowed the prerequisites for those who wish to take advantage of certain
innovations for the purpose of criminal activities.2 Positive and constructive
innovations of new information technology also introduced a series of problems
related to the emergence and expansion of diverse forms of computer crime.
New forms of value, mergence of data, new methods and techniques of acting
in a different environment, reduced time frame, suspension of geographical
constrains coupled with dynamism, mobility, inventiveness and stability of
risk, represent certain options utilized by the individuals and criminal groups
apt to various types of abuse. 

the particular attribute of these torts is the method of execution which is
based on the computer use. thereby, computer use can be expressed in a
complete or segmented manner in the incriminated acts. the computer can
be, and often is, the main tool for executing these criminal acts, in case there
is a punishable consequence in terms of criminal justice. the abuse
opportunities are numerous and diverse. Computer technology opens the
space for the realization of specific acts of manipulation, ranging from some
traditional forms of crime such as embezzlement, fraud, theft, to more
sophisticated ones, used to obtain unauthorized data for the purpose of
achieving illegal benefit.

there are numerous forms of computer crime, that can mainly be grouped
into four categories: theft of services; information crime; tangible and intangible
crime. the theory of criminal law monitors processes and classifies the field of
computer crime or various forms of abuse or illegal actions, as actions related
to: computer fraud, theft of goods, falsification of data and documents, financial
theft, fraud and abuse, hacking, theft of time, vandalism, computer espionage
and sabotage.

Internet pedophilia represents a specific form of computer crime, as
pedophiles increasingly wander through electronic networks and search
potential victims. Unfortunately, these victims are children, the most sensitive
and vulnerable members of human population. therefore, the spread of
internet pedophilia is recently being discussed, in particular in terms of
whether these acts represent organized crime, as they are rarely related to a
single case. In fact, internet has become a new ‘playground’ available to
pedophiles, where the children are constantly exposed to inappropriate
sexual contents, upsetting and hostile messages, which strongly influences
their physical and mental development and may be determining for their
future bio-psychological status. 

2 bjelajac, Z. (2008). Modern slavery. DtA, belgrade, p. 4.
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1. CYbEr CrIME

1.1. General features

Defining computer crime is rather difficult. there are several reasons to
support this conclusion:

1. this is a relatively new form of criminal behavior, which has not been fully
distinguished from other forms of crime;

2. Computer crime demonstrates great phenomenological diversity that can
hardly be covered by a single definition;

3. Numerous legislations determine computer torts as specific criminal acts;
however, the science cannot rely on positive criminal legislations in
determining the concept of computer crime.3

Considering this, there is no generally accepted definition of computer
crime. In the broadest sense, high-technology or computer crime is any criminal
activity performed by the use of computer, computing systems and networks.
there is a wide and diversified range of these criminal activities, including a
series of illegal actions, from unauthorized distribution of pirate copyrights to
multi-million theft and fraud resulting from unauthorized access to individuals’
bank accounts. Apart from the actions aiming to obtain unlawful gain,
computer crime also includes actions performed for other motives, such as
development and distribution of viruses and malicious software, publication
of confidential personal or business data etc.4 Nevertheless, several years have
passed from the initial perception of computer crime in anticipation of the
efforts to clearly determine or define it. regardless the different perceptions,
just as certain basic definitions were developed and stabilized; the new
phenomenon of ‘cyber crime’ has appeared. 

Examining and interpreting the global range of this type of crime, the
Expert working group, at the 10th Congress of the United Nations, dedicated
to the crime prevention and treatment of offenders5 (April, 2000), in the
document “Crime related to computer networks”, implies by this term “any
form of crime committed with computer systems and networks , in computer
systems and networks, or against computer systems and networks”. Overall,
it refers to the crime committed in electronic environment. that is, if the term
computer system implies “any device or a group of devices used to perform

3 Dimitrijevic, P. Computer crime. retrieved from http://www.prafak.ni.ac.rs/files/nas_
mat/pdf, str. 17.

4 http://www.techterms.com/definition/cybercrime, 30.12.2010.
5 tenth United Nations Congress on the Prevention of Crime and the treatment of Offenders,

www.oun.org.



automatic data processing/or any other function/”, as defined by the Council
of Europe Convention on cyber crime6 than it is clear that without them or
computer networks ,this type of crime may not exist. 

therefore, it can be affirmed that cyber crime represents a form of criminal
behavior, in which cyber space7 represents an environment in which computer
networks appear as means, object, evidence or crime scene. In order to simplify
this concept, it can be underlined that cyber crime represents criminal behavior
committed by the use of computer or similar device and internet, while criminal
actions may differ, ranging from illegal downloads of music files to theft of
online banks, identity, spreading of viruses, etc.

Information technology or computer networks may undertake several
roles,8 such as: 

a. the object of attack – the services, functions and content of the network are
being attacked. Services, data or identity are being stolen, damaged or
destroyed, fragments or the whole network and computer systems are being
damaged or destroyed, or their operating functions are hindered. In any
case, the offenders’ goal is the network in which malware is introduced,
sites are broken down, hackers invade, etc.

b. Means – criminals have always been using stones, knives, poison, guns and
similar weapons and tools, whereas modern criminals use computer
networks in realization of their intentions and commitment of the act. the
utilization of this modern weapon is particularly popular in child
pornography, abuse of intellectual property or illegal online sales (children,
women, weapons, human organs, drugs, etc.).

c. Environment – setting of the attack. this environment often serves to
conceal criminal activity, as in case of internet pedophilia, as well as other
criminal actions where it appears rather effective. there are other roles as
well, such as utilization of network as a symbol.

d. Evidence – as knives, weapons or other tools appear in traditional crime as
a means to commit criminal acts, network may appear as evidence in the
exhibit procedure for cyber crime. 
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6 European Committee on Crime Problems, European Committee of Experts on Crime in Cyber-
space, Draft Convention on Cyber-crime, April 2000, http.//europa.eu.int.

7 the term ‘cyber space’ was used for the first time in 1984 by William Gibson in a science-fiction
novel ”Neuromancer’’ (‘’ Cyberspace. A consensual hallucination experienced daily by billions
of legitimate operators, in every nation, by children being taught mathematical concept... A
graphical representation of data abstracted from the banks of every computer in the human
system. Unthinkable complexity. Lines of light ranged in the non-space of the mind, clusters
and constellations of data. Like city lights, receding...’’).

8 robinson, J. (2000). Internet as the Scene of Crime, International Computer Crime conference,
Oslo, www.ccips.org.



Concurrently, computer network serves as a network that links numerous
subjects. besides its supportive role, it also represents a symbol. However, this
network’s role exclusively serves the function of deception, interference and
intimidation.

1.2. Forms of  cyber crime

A number of documents classify the forms of cyber crime in different ways.
For instance, in the material for the 10th UN Congress, for the workshop on
network crime, it has been put forward that there are two subcategories of this
type of crime:

a) cyber crime in a narrow sense – as any illegal behavior directed to electronic
security operations of computer systems and processed data;

b) cyber crime in a broader sense – as any illegal behavior linked or associated
to computer system or network, including illegal possession, offering and
distribution of information through computer systems and networks.
In this document, in accordance with the Council of Europe’s

recommendation and the list of OECD in 1989 and 1985, actual forms of this
type of crime are presented, including: 

1. Unauthorized access to computer system or network by breaching security
measures (hacking); 

2. Damage of computer data or software; 
3. Computer sabotage;
4. Unauthorized interception of communication by or in computer systems

and networks; and
5. Computer espionage.

regarding these actual forms of crime it is important to know that there is
no ‘pure form’ as each of them may intersect each other. 

In regards to the cyber crime in a broader sense, the most common forms
include:

1. computer forgery;
2. computer theft;
3. technical manipulation of devices or electronic components of the devices;
4. abuse of payment systems, as manipulation or theft of e-credit cards, or

utilization of false codes in illegal financial activities. 
recently, criminal offenses supported by computers are being added to

these forms. these acts mainly refer to distribution of materials or their
possession. Among them, particularly important are child pornography and
distribution of various materials through internet. 
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the aforementioned European Convention on cyber crime defines four
groups of offenses:

• Offenses against confidentiality, integrity and availability of computer data
and systems – these include illegal access, interception, interference with
data or systems, utilization of devices (sales, production, distribution,
import) of programs, passwords;

• Computer related offenses – theft and forgery represent the main forms of
attack;

• Content related offenses –child pornography represents a dominant content
in this group, including possession, distribution, transmission, maintenance
or provision of these materials;

• Offenses related to breaching of author or similar rights – include reproduction
and distribution of unauthorized copies of computer systems. (according to
the Convention, computer systems also include computer networks).
the FbI and National White Collar Crime Center in the US, according to

the Cyber crime encyclopedia, investigate and observe the following forms: 
a) intrusion in computer networks;
b) industrial espionage; 
c) software piracy;
d) child pornography;
e) email bombing;
f) ‘’sniffing’ passwords;
g) disguising computer to electronically appear as another one 
h) credit cards theft;

Depending on the type of committed offenses, cyber crime may be:
a) Political, including:

1. Cyber espionage and cyber sabotage in computer world;
2. Hacking – security bases on the internet, protection from viruses, warms,

trojans;
3. Cyber-terrorism – internet as a tool of terrorists;
4. Cyber war – implications of eventual warfare in cyber space;

b) Economic, including:
1. Cyber fraud- Nigerian hoax or money laundering;
2. Hacking – protection from computer viruses;
3. theft of internet services and time – suppression of internet abuse and

damage of the customers;
4. Software, microchip or data base piracy;
5. Cyber industry espionage and sabotage in computer world;
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6. False internet auctions – failure to deliver the products, fake presentation
of products, upgrading product prices, association with the aim of
achieving better rates, black market trade.

c) Production and distribution of illegal and harmful content : 
1. child pornography;
2. pedophilia;
3. religious sects;
4. the spread of nationalistic, racist ideas and attitudes;
5. abuse of women and children

d) Manipulation of illegal products, substances and goods: 
1. drugs
2. human organs;
3. weapons;

e) breach of cyber privacy: 
1. Email surveillance;
2. Spam;
3. Phishing;
4. E-conference surveillance;
5. Wiretapping, recording of ‘chat rooms’;
6. Plugging and analysis ‘cookies’.
both computer crime and cyber crime require appropriate legislation. Since

the primary forms, in the beginning of the 90s until today, numerous
international bodies focused on this type of crime. besides international, there
is common national regulation of cyber crime and some of its forms.
Concurrently, self-regulation attempts to deal with this phenomenon. that is,
regulation takes place at several levels. Interestingly, it appears that much more
activities take place at international level, rather than in the national or self-
regulatory one. this is somewhat expected, due to the characteristics of these
offenses and criminals who are engaged in them.9 the majority of most
important international acts have been enacted in the EU framework. One of the
most significant documents, adopted by other states outside the EU as well, is
the international convention that regulates the matter of cyber crime, the Council
of Europe Convention on cyber crime, adopted in 2001 in budapest, which came
into force in July 2004. the Convention has set absolute standards regarding
international regulation of this phenomenon and represents a guideline for the
states that wish to develop their legislation on suppressing this type of crime.

9 Drakulic, M., & Drakulic, D. Cyber crime. www.fu-student.com/forum/index., p. 5.



the subject of the Convention on cyber crime includes: crimes against
confidentiality, integrity and availability of computer data and networks
(unauthorized access, damage of data, networks, etc.), computer crimes
(unauthorized data entry or erasure, computer fraud, crimes related to child
pornography, crimes against infringement of copyright and related rights,
ancillary liability and sanctions (attempt, aiding, abetting), liability of legal
entities, sanctions, procedural law, protection of human rights, confiscation of
the proceeds of the crime, gathering real-time computer data, etc.10

Cyber space in Serbia follows the global expansion trend of cyber crime. In
Serbia, there is a wide plethora of cyber crime, ranging from spreading of
viruses, piracy, unauthorized access to computer networks, to pornography,
abuse of credit cards and bank robberies. In the field of suppression of high
technology crime in Serbia, the greatest step has been made by the
establishment of specialized bodies and engagement of specially trained
experts. Within the Serbian Ministry of Interior, a special unit against high
technology crime has been formed. Additionally, a special prosecutor for high
technology crime has been nominated and court jurisdiction has been
determined for the whole territory of the republic of Serbia.

Computer crimes have been included in the Serbian Criminal Code in 2005.
In the chapter 27, they are envisaged as crimes against security of computer
data. these crimes include the following: damage of computer data and
software, computer sabotage, development and introduction of computer
viruses, computer fraud, unauthorized access to protected computers, networks
or electronic databases, prevention and restriction of access to a public
computer network, unauthorized exploitation of computers and computer
networks (Art. 298-304 SCC). 

the most prominent forms of computer crime in Serbia, according to the
data provided by the Special prosecutor against high technology crime, are:
infringement of copyrights, abuse of credit cards and internet pedophilia.11

2. INtErNEt PEDOPHILIA

2.1. Common features

recently, in printed and electronic media, and often in everyday life, we
are being exposed to the use of the term pedophilia. In brief time intervals, we
occasionally hear that i.e. a pedophile attacked a fourteen years old girl.
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However, such information usually have sensationalistic character and
approach. From the one side, pedophilia became a word with a very negative
meaning, while on the other side, the broad and mistaken use of this word
equalizes criminals who do not exhibit or do not have any pedophile tendencies
with individuals who suffer from this specific and rare sexual disorder.

Pedophilia represents a disorder of sexual preference, where an individual
perceives young children (who still lack secondary sexual attributes) as sexually
exciting and arouses by imaginary or actual sexual activity with these children.
there are individuals who can only become sexually aroused by imagining
sexual activity with children and not in any other way (this type of pedophilia
is labeled as “exclusive type”) and those who may become sexually aroused
by imagining other activities as well but find this form of imagination (children)
more sexually exciting (“non-exclusive type”).12

In regards to the incidence rates of pedophilia, there is a lack of knowledge
and systematic data, since individuals with this disorder tend to conceal such
tendencies, thus, relevant data mainly come from judicial (forensic) cases or
records of individuals sentenced for pedophilia. these data indicate that
pedophiles are almost exclusively men, whereas this disorder as a result of
mental disturbance rarely appears in women.

Further analysis of the specific aspects of pedophilia implies several
common features:

– there are individuals with pedophilia who are sexually aroused by female
children ages 8-10 years and those aroused by male children ages 9-12;

– in case of sexual arousal by male children, pedophilia is chronic, whereas
in case of tendency towards female children there is a possibility that this
behavior will eventually cease;

– individuals with pedophilia are insecure in relationships with adult women,
and practice demonstrates that some never even had sexual relationship
with adult women; 

– there are individuals with pedophilia who are married, have children and
are considered respective community members;

– data indicate that about 80% of individuals with pedophilia have been
sexually abused in their childhood.
there is a wide range of activities that individuals with pedophilia direct

towards children; there are those who never commit offenses as a result of their
pedophile urges, but remain in observation or satisfaction through internet sites
with pedophile literature, as well as those who perform their pedophile urges
in practice. these activities mainly involve: 

12 Arbanas, G. “Pedophilia”‘, http://www.ordinacija.hr./autori/goran-arbanas/15.03.2011.



– observation of nude children;
– undressing before children;
– undressing children;
– masturbating before children;
– touching children’ genitals or requesting that a child touches their genitals

or satisfy them; 
– requesting or performing oral sex with children;
– some are satisfied only by touching children or their intimate parts or by

oral sex, while penetration represents rare form of realization of pedophile
urges.
Individuals with pedophilia are ‘good psychologists’ and abuse the

vulnerability and weakness of the most sensitive part of the population which
is children. their approach is two-fold, initiating primary with the explanation
that the actions requested from children have educational purpose and a notice
that this should remain a secret. In case such tactic does not provide expected
results, threats are often used as a traditional coercion tool. Perfidy of
individuals with pedophilia is a perfect tool for the accomplishment of their
‘low motives and goals’. they are usually attentive with children and cherish
very sensitive feelings. therefore, the environment rarely suspects such
individuals and is often surprised and shocked by the revelation and awareness
of someone’s pedophile tendencies and actions. In this context, the striking fact
is that in 90% of cases the child knows the pedophile.

thus, pedophilia represents a rare condition that belongs to the group of
paraphilia (disorder of sexual tendency) and this term should not be abused
for the purpose of daily sensationalism that obscures the essence or the false
qualification of the being of this complex phenomenon. treatment of
pedophilia is very complex and success rate is rather low. this is due to various
reasons related to the lack of motivation for treatment, as well as lack of
institutions that individuals with this problem could approach without a fear
of criminal prosecution. Evidently, the wide range of internet pedophilia is
increasingly addressed, including discussions whether these offenses should
be categorized as organized crime since they are rarely associated to a single,
isolated case.

2.2. Internet pedophilia features

Pedophiles used to have ‘narrow’ acting space. they used to go to
children’s’ playgrounds, school yards, and used common methods of action,
such as observation, monitoring, questioning, giving chocolates, chewing gums,
sweets, etc. Such method and approach implied exposure to a specific risk.
Nowadays, internet provides pedophiles smooth and safe monitoring of
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children, their activities, games and entertainment. It also provides the exit, or
the ability to hide in anonymity in case of danger of being exposed. by
analyzing this phenomenon, it is difficult to comply with the opinion that
computers and internet represent the dark side of the world. However, the
notion that useless and uncontrolled use of the internet carries a variety of risks
appears more appropriate. “Internet is used today by around 15% of the world
population (consciously), and even 20% unconsciously (through different
devices, phones, tV). the half of these users is in the age of 5 until adolescence.
A simple Google search of the word ‘encyclopedia’ will provide about 1.700.000
results, while the word ‘sex’ provides 26.500.000 results’’.13

this data is alarming for the society and in particular parents, who
unfortunately have no clear understanding of the implications of this
phenomenon, and no awareness of the problem or the ways how to adequately
recognize it. the development of It, its interactivity and great communication
possibilities have become an increased risk for all the users, predominantly
children who are exposed to hidden traps and sick minds who abuse computer
opportunities in order to satisfy their own low needs. therefore, an absurd
question arises, whether children are safer with the internet or on the street?
Instead of answering this question, it appears appropriate to attend to the
opinion of experts who scientifically explore this phenomenon. Accordingly,
the advantages of the internet and modern forms of communication, as well as
particularities of electronic violence are put forward:14

Certain advantages include:
• Quicker information availability, learning;
• Quick and easy news review
• Instant availability
• Source of entertainment, i.e. playing web games
• Communication regardless of the location
• Exchange of experiences, opinions and information with peers or adults

with similar interests and problems
• Improvement of writing skills – writing represents a dominant method

of internet and mobile phones communication
• reinforcement of creativity
• Development of problem solving skills and information selection
Certain risks related to modern forms of communication are:
• Exposure to inadequate sexual contents;

13 http://sr.wikipidia.org./sr-el/razgovor_sa_korisnikom:Internetservis, 29.12.2010.
14 buljan Flender, G. ‘Internet and children – should we worry’’, http://www.psihonet.com/

aktuelni_osvrti/ 23.03.2011.



• Internet as a new playground of pedophiles;
• Exposure to distressing hostile messages;
• Potential over-exposure of children and youth to a frequent or long-term

use of the internet.
there are certain specificities of electronic violence that discriminate it from

violence in direct contact, such as:
• It can be present for 24 hours all seven days of the week;
• Exposure at home and other places previously safe for children;
• Multiple audience and witnesses that increase rapidly;
• Anonymity increase victim’s insecurity;
• e-abuse may be present among peers, but adults can also be a target, i.e.

teachers;
• the lack of physical contact of the victim and the audience prevents

children and youth to comprehend the potential damage of their words,
as at times even the sent messages may cause harm even though they had
no intention to abuse someone.

Internet abuse can be interpreted through the WHO definition that defines
violence as: “intentional use of physical force or power, aiming to intimidate
or actual, against oneself, other individual, group or community, that results
or it is highly probable it will result in harm, death, feeling of deprivation,
mental disorder and cognitive dysfunction”.

Common association related to internet abuse refers to pornography,
however, other sites with illegal content also influence long-term ‘poisoning’
of children, by offering a variety of forms of mental abuse (sects, Nazi contents,
drugs, diverse diets, etc.). these contents are approached for a variety of
motives, while children often do it out of curiosity and naivety. the final phase
is ‘membership’ and personal contact which may lead to unforeseeable
consequences and traumatic experience. “When it comes to children,
‘comforting’ represents a good and proven approach (mainly it involves a nice
virtual peer full of understanding). After gaining the trust, the next phase is
sending a photo, reference to a web portal or social meetings and personal
contact. In this last phase, the child is blackmailed or forced to perform a desired
activity (this does not necessarily imply fornication, but other forms of abuse
as well, such as theft, fraud…). Who is hidden in the room? In this story, the
most popular but the most dangerous field of the internet, “chat rooms”, can
not be avoided. this service allows children to virtually travel anywhere in the
world, to speak with anyone, to exchange messages with people they don’t
know and who are absolute strangers. the child is not aware who is on the
other side, and this can often be adults. In their naivety and desire to meet peers
from other places and countries, children honestly provide information about
themselves, their age, gender, residence, school and anything else. 
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by using “chat rooms”, individuals with pedophilia learn everything about
children; where they go, what they like, their schedule, relationship with
parents, brothers and sisters, etc. Pedophiles don’t even need to actively
participate in the conversation, but only to monitor children’s conversations
and gather information. Although “chat rooms” are publicly available,
pedophiles use it to attract an interesting person, an innocent child, into a
conversation forum and gain his/her trust. Initially, pedophiles say jokes, than
inquire about sexual experiences, describe sexual techniques and positions and
request the child to perform sexual activities. they send computer images to
ensure a child that others do this as well and that it is normal. Slowly, but surely,
pedophiles gain children’s trust ensuring them that they are true friends and
that they are the only ones who know their secrets. All this is done with an idea
to meet one day and become friends. In the US, research demonstrates that
approximately 19% of children who use internet, become exposed to various
types of sex messages. Children of ages 12 to 17, who use “chat rooms” and
speak with strangers are at the greatest risk”.15

2.3. Prevalence of  Internet pedophilia in Serbia: 
review of  the prevention measures 

In the republic of Serbia, data and analysis of this phenomenon are
analogous to data worldwide. thus, it is expected that this complex
phenomenon of internet pedophilia will appear in this region in a similar or
identical way to other developed countries, implying that chains of pedophilia
may be encountered, that is active and factual possession of photographed
children who are abused by our citizens as perpetrators of this act. Despite the
lack of information from the field of investigative reporting, and exposure to
news of sensationalistic and questionable character, we face frequent cases of
sexual abuse of children in the direct environment as well as family. this is of
concern, as teachers, priests, professors, individuals with social prestige often
appear as the perpetrators of these acts, whereas they are responsible of
providing care of the most sensitive and vulnerable population such as children. 

the first internet pedophilia chain in Serbia has been discovered in Sabac
in 2005.Photos of abused children, with the youngest being only a year old and
the oldest 9 years old, were being sent worldwide from a web address in Serbia.
It turned out that this was performed by an 18 year old boy from a respectful
urban family, who has been sending photos from a home computer located by
the FbI, and has subsequently been arrested by our crime police following the
necessary investigation.

15 http://sr.wikipidia.org./sr-el/razgovor_sa_korisnikom:Intrnetservis, 29.12.2010.



the prevalence of this phenomenon in the region was demonstrated in the
research conducted during 2005 and 2006 by the Astra Anti-trafficking action,
a belgrade based NGO network participating in the suppression of human
trafficking. the sample included 1205 high school students in Serbia, both males
and females ages ranging from 14 to 19, and provided the following
conclusions:16

• About 38% of the participants from the whole sample and over the half of
the group of youth who use internet reported often internet chatting, that
is, the use of this medium for communication (460 high school children).

• During this communication, 170 experienced a variety of inconveniences,
220 received offers (of meeting, dating, marriage, travel, business,
education) from individuals they met through the internet, 284 reported
that their friends also received similar offers, and 174 personally met the
individual they communicated with.

• the proportion of boys and girls who use internet chat rooms, and have
experienced certain inconvenience is 52,2% of girls and 47,8% of boys, but
the difference is not statistically significant. the most frequent
inconveniences experienced by girls refer to sexual harassment, offenses,
vulgarities, whereas boys reported bad language, vulgarities, offenses,
sexual harassment and nationalistic insults.

• Personal acquaintance with the other co-speaker was made by 37,8% of
youth who use internet chat rooms.
this data is strictly related to field research, the so called ‘virtual girl’. For

50 hours on the internet, the Astra’s girl received 457 calls for discussion, within
which 86% was initiated by a male individual and 27% cases (125
conversations) involved sexual harassment! the selected chat rooms were the
main rooms on the ‘Cruiser/Krstarica’ and ‘Serbian Cafe’ while the false
identity of the girl was supported by the ICQ and Skype profile.17

the experts’ estimations worldwide propose that every third girl and every
seventh boy are pedophile’s victims. the available data from the Incest trauma
center in our country indicate similar data. this centre reports approximately
9 complaints per week, and in three out of four cases the parent is a crime
perpetrator. Nevertheless, despite these alarming data, statistics on the number
of pedophiles prosecuted or convicted in Serbia, are not updated or publicly
available.
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According to the Criminal Law of the republic of Serbia that came into force
on January 1st 2006, the ‘child’ refers to a 14 year old individual. the European
Convention on cyber crime under the term ‘child pornography’ implies
pornography in which children younger than 18 years old participate. this
implies that our legal framework should be compatible with relevant international
documents. the 1989 UN Convention on children’s rights provides that sexual
exploitation represents the most drastic form of breaching children’s’ rights, and
in this context the EU decision on internet child pornography suppression in 2000
provides liability of legal person for recording and distribution.

the Serbian Criminal Code provides a series of criminal acts against sexual
freedom, such as: rape, sexual intercourse with a helpless person, sexual
intercourse with a child, sexual intercourse by position misuse, illegal sexual acts,
pandering, enabling sexual intercourse, mediation in prostitution, demonstration
of pornography materials and children abuse for pornography. For these criminal
acts, the appropriate sentences with a proper time frame are provided. However,
despite strict criminal sanctions, this type of crime is expanding.

the establishment of the so called primary level of protection is crucial for
parents for the purpose of safe internet use. It is necessary that the youth
acknowledge that:

• it is important and useful that parents are interested in their on line
activities;

• that parents occasionally observe these activities by i.e. placing the
computer in the living room instead of the children’ room;

• parents establish together with children the rules of the internet use, with
which children comply; 

• children are often reminded who may be the stranger in the virtual life and
what sorts of dangers introduction with this person carries;

• it is dangerous to communicate with unknown individuals regarding sex;
• it is dangerous to share personal information and send photos through

internet.
Field experts also recommend parents – those who are familiarized with secrets

of computers and internet – to occasionally perform certain actions such as: 
• review internet bookmarks, file history, temporary internet folders and

search history; 
• install firewall, antivirus and antispyware software, that activate by turning

the computer on; 
• to create a user account for the child in the operative system, in order to

activate the function ‘parents control’ within it; 
• activate spam filters for email. 
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Furthermore, there are several common principles that parents should
undertake in case they learn their child is a victim of internet abuse. these
principles imply that the child should learn that: 

• hostile and suspicious messages should not be answered; 
• messages or images should not be deleted since they may serve as evidence;
• parents should be notified, and they should inform the police in case internet

messages contain threats, stalking, harassment, child pornography, etc.
In addition to the necessary and primary role of parents in the suppression

of these negative phenomena, the support of teachers, professors, or the society
in general is crucial, in order to raise public awareness through media and
educational campaigns devoted to youth for the purpose of providing
information on forms of internet abuse and methods of safe use. 

CONCLUSIONS

the last two decades were marked by a sudden scientific technological
development and in particular growth of information technology. this progress
offered great improvements in terms of life quality of the human population.
In this context, it is difficult to imagine every-day living or working activities
without the utilization of computers. Available data support these
unambiguous perceptions. Each year, the number of internet users increases,
both in our country and worldwide. However, coupled with numerous
opportunities and advantages provided by the internet, particularly regarding
quick access to information, the use of internet is also followed by a number of
risks, such as the risk of loss, forgery or theft of valuable information and
computer systems’ destruction. Moreover, the matters of privacy, freedom and
control of the internet use have recently been put forward. that is, we are
permanently exposed to ‘spam emails’, identity theft, child abuse,
pornography, hacking, and internet use as a tool for destabilization of vital
infrastructure systems as well as other abuses.

the consequences of cyber crime, or the damages resulting from computer
crime are measured in billions of dollars. Except the financial aspect, the
damages can be perceived in a non-material sense as well, such as unauthorized
disclosure of secrets, or other forms of ‘indiscrete adverse action’. Appropriate
example refers to the latest affair ‘Wikileaks’ that stirred the world public and
caused huge diplomatic scandals, by publishing secret data and
correspondence. being aware of the expansion of this type of crime, the
European Commission suggested the introduction of tougher laws in regards
to cyber crime in the EU and warned that computer network abuse has already
caused big problems in the EU member states. In regards to the territory of the
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republic of Serbia, data and analysis of this phenomenon does not significantly
differ from similar data of the other states in the region or worldwide. 

Pedophilia represents a rare state that belongs to the group of paraphilia. It
refers to a sexual disorder. this expression is often used for daily informational
and sensationalistic purposes. Individuals with pedophilia previously used
traditional approaches to victims and they were exposed to a variety of risks.
Nowadays, internet represents an ideal tool since it provides pedophiles the
possibility to smoothly observe children, participate in their activities, games
and entertainment, and disappear in anonymity in case of risk of being caught.
the first case of internet pedophilia in Serbia was discovered in Sabac 2005.
research indicates the expansion of this phenomenon and different dangers
that children in our country are exposed to. the Convention on cyber crime
came into force on July 1st 2004, and as a party of this Convention, our country
should harmonize and implement legislation in this domain according to the
‘spirit’ of the Convention. the role of the parents, teachers, professors, and the
society in general, is to use youth-directed educational campaigns to indicate
positive achievements of the internet and concurrently point to various risks
associated with illegal use and abuse of information technology for the purpose
of conducting criminal acts. 

Alongside with raising collective awareness, the development of a long-
term strategy is necessary on both national and supranational level, with
mandatory cooperation of the relevant bodies, institutions and organizations
that implement the rule of law, as well as the private sector, more precisely
internet providers, advertizing agencies, software companies, etc. there are
quite certain and reasonable expectations that information technology will
grow rapidly, so it is realistic to expect that concurrently different forms of
information technology abuse for the purpose of carrying out criminal activities
will increase.
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